Disaster Recovery Management - Threats
An Information System is vulnerable to a wide variety of threats to its security.

	Physical
	The system and its data are susceptible to physical damage from flood or fire and from theft and vandalism.

	Document
	Documents within the system may be lost or fraudulently altered. The data may be incorrectly copied from the document

	Personnel
	Personnel may have access to inappropriate files or they may be able to copy or alter data in an unauthorised way. Unauthorised individuals may have access to hardware and data

	Hardware
	The hardware is vulnerable to physical damage and theft. It is also vulnerable to breakdown due to normal wear and tear or to electrical spikes.

	Communications
	The system may be vulnerable to hackers or virus attack through a communications link. In addition lightening strikes on network cable may damage computers linked to that cable. Data transmitted through a network is particularly vulnerable to interception which is very difficult to detect.

	Software
	The software used by the system may contain bugs or an employee or hacker may have altered it for fraudulent purposes.

	File
	Data stored in files is vulnerable to unauthorised changes and unauthorised individuals can obtain confidential information


Personnel Controls

Employees are often in a position of trust and it is therefore possible for them to abuse that trust to commit fraud. A variety of personnel controls are available to minimise the opportunity for an employee to commit fraud.
	Segregation of Duties
	Ensures that no one employee is responsible for all aspects of a job. In particular the data control, data preparation and computer operation elements of a job would be distributed amongst a number of employees. For example employee A calculates the control totals, B prepares the data and C inputs it.


	Job Rotation
	Employees rotated through jobs at random intervals


	Enforced Vacations 
	Employees must take their holiday entitlement with other employees taking over their work while they are on holiday.


	Restricted Access
	Employees granted access to data on a need to know basis rather than on seniority.


