ICT4 - Disaster Recovery
Good News Article:

BBC News - Disaster Planning Saves Wall Street
Negligence
90% of businesses that suffer a significant loss of data go out of business within 2 years.  The impact of a significant loss is not immediately felt.  The day after the disaster, a company operates at 96% capacity.  Ten days later, this has fallen to 10%.

Businesses may be prosecuted under health and safety legislation if a loss of data has a negative effect on the public or the environment.  If the data was lost because of negligence, fines or litigation could result.

Stages in Disaster Planning
Disaster planning involves identifying the most critical business functions and ensuring that, in the event of a disaster, that they can be up and running again as quickly as possible.

The Security Plan
A security officer may be appointed to implement a security plan.  This plan includes:

· Listing the most critical business functions 

· Methods for securing access to all necessary resources and to key personnel 

· A step-by-step course of action 

· Education, training and disaster drills 

Disaster Recovery Plan
The plan should identify the equipment, data, staff and business functions that are critical.

The plan should be integrated with other policies e.g. the computer security policy.

A recovery method should be identified.  This should be ACHIEVABLE, DOCUMENTED and TESTED.  Staff should be trained how to react. 

A business should have two "controls of last resort" i.e. adequate insurance and a disaster plan.  Insurance premiums may be reduced if a business has an adequate disaster recovery plan.  

Backup facilities are important to disaster recovery.  These can include:

· A "cold standby" site i.e. a backup facility distant from the main site. 

· A reciprocal agreement with another company which has a compatible system 

· Subscribing to a disaster recovery service (see case study p.255) 

· Distributed Support – Large organisations can spread the computing facilities over several sites, thus decreasing the dependence on one site.  In the event of disaster, work can be transferred to other sites. 

Choice of Contingency Plan
This will depend on the scale of the organisation and its IT system.  The nature of the organisation makes a difference e.g. an online booking system needs to be up and running again within a few hours but a postal billing service might be able to wait a couple of days.

Location is important.  A business in San Francisco would invest more in disaster recovery than a business elsewhere.
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