Revision ICT01 - Section 9.1a Computer Misuse Act

Syllabus Segment

1.10.1  Software and data misuse

q Describe the anti-hacking provisions of the Computer Misuse Act.

offences; examples; problems with prosecutions- burden of proof

Specific Objectives

Students should be able to 

· Describe, in outline, the reasons for the introduction of the Computer Misuse Act

· Describe, in general terms, activities carried out by 'computer hackers'

· Describe, using appropriate examples, the three levels of offence under the Computer Misuse Act

· Describe current limitations and problems associated with prosecutions under the Computer Misuse Act
Describe, in general terms, anti hacking legislation in other countries 
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Web links 

http://www.alcester.net/ags/links/Information_Technology/AS/IT01/9_Legal_Framework/Misuse

PowerPoint Presentation

http://www.alcester.net/AS/it01resources/computermisuseact1990.ppt
Quick Revision

1. The computer misuse act was introduced to counteract which specific  problem

2. What are the three main offences  named under the computer misuse act

3. Describe three examples of activities which would contravene each section of the act.

4. Which is the most serious of the three offences

5. State three reasons why many firms e.g. banks are reticent to pursue prosecutions  of people under the computer misuse act.

6. State two reasons why the police find it difficult to pursue prosecutions.

7. What defences have been successfully used by defendants in computer misuse cases

8. What is the current annual estimated costs of hacking/computer misuse in Europe

9. Which European countries have similar legislation to the UK

10. What legislation exists in the USA to counteract computer hacking.

Typical Exam Questions

May 1999

(a) State three levels of offence under the Computer Misuse Act of 1990. Illustrate each with a relevant example (6)

May 2001 (part question)

(d) Breaking the (software) licensing agreement is one type of offence that a computer user can commit. Some other offences are covered by the Computer Misuse Act.

Explain, using examples, level 1, 2 and 3 offences under the Computer Misuse Act. (9 marks)

