Data Protection Case Studies

James Wiggins

Wiggins applied for and got a well-paid job in Washington.  A routine background check was then carried out and he was revealed as a cocaine user and fired.  The credit bureau, which carried out the check, then admitted that they had made a mistake (they got the wrong Wiggins) but James Wiggins didn’t get his job back.  If this check had been made prior to the interview, this information would have remained on his file and Wiggins would have found it difficult in the future to get a good job, a mortgage, credit etc. and would never know the reason why.

Sunday Telegraph 17/12/00

Elizabeth France, the Data Protection Registrar, has warned that a large number of certificates to be issued by the Criminal Records Bureau could contain mistakes.  In June, individuals will be able to pay £10 to obtain a copy of their criminal record.  It has been estimated that up to 85% could contain at least one error and 15% could contain significant mistakes.  People will be able to sue the police if they are wrongly given criminal records.

BBC Online 10/12/99

The National Consumer Council wants the law on the transfer of personal details tightened up.  Data Protection Registrar Elizabeth France estimates that there are 200,000 computerised databases in the UK and, on average, each person is on 200 of them.  Our details are gathered from the information we give to insurance companies, banks, video clubs, mail order companies, etc. all of whom can sell their lists unless the customer specifically says that they can’t.  The National Consumer Council wants this “opt out” system replaced with an “opt in” system (i.e. the customer should tick the box if they do want their details passed on.)

Mailing list information is the life-blood of the direct mail industry, which wants to target customers (there is no point trying to sell a brand new BMW to someone earning only £10,000 per year).  Companies pay about £100 for 1000 names but will pay up to £250 for specific information, e.g. what month people renew their car insurance. The National Consumer Council say that people should think “what’s in it for them?” before giving their details.

Supermarkets hold very specific information, which generally they do not sell because it is so valuable.  Loyalty cards and barcode scanning can help them build up a profile of their customers.  Supermarkets could transfer this information e.g. from the retail to the banking sector of their business.  Supermarkets say this information helps them “serve their customers better”.

www.192.com/UK Info Disk

Web site and CD contains names, addresses and phone numbers of ordinary people.  Exempt from the Data Protection Act because it is public information (taken from the phone book, the electoral roll etc.  It is said that Jill Dando’s killer got her details through this web site.  Supporters ask why the government should be allowed to have access to information but not ordinary citizens.  Opponents say it helps stalkers and other sinister criminals.

