The RIP Act

Privacy v Protection

People feel they have a "right to privacy" i.e. their conversations and communications should be private and they should not be stalked or spied on.  Human rights legislation enshrines a "right to privacy".

However, people also want to be protected.  If someone is suspected of a serious crime, the police are allowed to smash down their door with a battering ram and search your belongings.  They are allowed to tap your phone and they can put you under surveillance.  The police claim that these powers are necessary and, without them, they would not be able to catch a lot of dangerous people.

This view has often gained popular support.  CCTV systems are often installed due to popular demand, even though it means that people will be filmed as they go about their daily business.

The Internet is a new phenomenon and the powers held by the police to monitor mail and telephone calls are said to be inadequate.  At the same time, there is an increasing amount of sinister crime on the Internet e.g. hacking, theft, organised paedophile groups and fraudsters.  Internet crime has also been said to pose a potential threat to national security.  

The police have argued that avoiding surveillance on the Internet is just too easy.  Decoding a PGP message, for example, is virtually impossible.  

The RIP Act

Because many criminals use encryption systems such as PGP, the law will now allow the police to demand that a suspect gives up his/her PGP passphrase.  What would happen though if a suspect simply said that he had "forgotten" his passphrase?  In this event, the person could be prosecuted unless he could prove that he had genuinely forgotten it.

In addition, all British ISPs will now be required to install systems which will allow the police/MI5 to track anyone's Email.  This obviously does not mean that any policeman will be allowed to read any Email – permission will have to be sought.  Critics argue that, in theory, it will give the government almost unlimited power to spy on the public.

One of the grounds on which the government can order surveillance would be if the UK's economic interests were threatened.  Critics of the Act have argued that foreign investors might think twice about investing in the UK as a result of this new power.

Supporters of the Act argue that the police are just being given powers similar to those they already have to bug telephones and that people who are doing nothing wrong have nothing to fear.

Points of View 

"The Irish government is legislating to make it illegal even for it to snoop on Internet traffic, so . . . we can all switch to Irish ISPs.  I wonder what Jack Straw will do about that" – John Naughton, The Observer

The AEB (Alliance for Electronic Business) said the Bill gave the government "unprecedented right of access to information on legitimate business activities".

"Conspiracy theorists must not be allowed to get away with the ridiculous notion that law enforcement would or even could monitor all emails" (John Abbott, Director General, National Criminal Intelligence Service)

"On average, one in every two interception warrants which I issue results in the arrest of a person involved in serious crime." (Jack Straw, Home Secretary)
Should the Royal Mail make photocopies of all letters every person in the UK sends and receives? Should the Government control circulation of the press and record what newspapers, magazines and books every individual reads? Why is the Internet any different?  - Dave Earnshaw, Luxembourg
It's all very well saying that innocent people have nothing to fear but once consent is given to allow the UK Government to monitor our internet activity how long do you really think it will be before they abuse the privilege?  - Tristan Abbott-Coates, UK
Only those who are doing wrong will oppose surveillance. The streets of every country are policed and the streets of the Web should be poli

ced.  - Jack P, Canada
It's not as if they haven't been able to read our e-mails or listen to our phone calls before. Eschelon is the system used to listen to phone calls, filtering for specific words so that the NSA or GCHQ can work out if we're a threat. - Mark Wayt, UK
Surveillance by Employers 

Recent legislation now also makes it legal for businesses to monitor Emails written by employees.  Prior to this, they were only allowed to filter mail to stop offensive material being distributed.  Legal experts, however, say that the powers of employers will not be clarified until legal action is taken and the courts consider the issue.

Canada estimates that it loses 800 million work hours each year because workers are surfing the Internet on company time.

In September 2000 Orange sacked 45 employees who had been downloading pornography at the office.

Norton Rose (a legal firm) say that most companies do not realise the extent of the problem and how it affects them.  They suggest that companies should have policies, which insist that all Email is on company business only.

	Web Links
STAND (http://www.stand.org.uk/) – a web site that opposes the RIP Act.  Lots of useful information and links to media articles.

Myths and Misunderstandings (http://www.homeoffice.gov.uk/ripa/myths.htm) – from the Home Office

Criticism of Net Snooping Bill Grows (http://news.bbc.co.uk/hi/english/sci/tech/newsid_784000/784426.stm) – BBC News Report

Is Net Surveillance Prying or Policing (http://news.bbc.co.uk/hi/english/talking_point/newsid_787000/787637.stm) – BBC News Report

Email – our right to write? (http://news.bbc.co.uk/hi/english/uk/newsid_734000/734844.stm) – BBC Report on a new generation of Email scanners that can catch employees sending inappropriate Email on company time
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You never know who's watching


Update (Feb 2002)  UK Snooping Laws in Disarray
Update (June 2002)  "Snoop" Vote Postponed
