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1. ABSTRACT 
The goal of this paper is to study a scheme which uses a trust-metric as a reference for nodes to make routing and traffic scheduling decisions in multipath scenarios. Routing and scheduling decisions can change accordingly with any changes in the corresponding network. The network may become congested or The trust metric is continuously evaluated  and then testing the scheme in various scenarios such as network congestion.
The continuously-evaluated trust allows nodes to dynamically switch the traffic distribution across different available routes in response to changing route conditions. 
2. INTRODUCTION 
Various schemes have been proposed for improving data delivery in multi-hop wireless ad-hoc networks. One way can be to increase the cooperation among the nodes in the network as it will directly affect amount of data reaching the destination. Schemes have been proposed to increase cooperation which focus on finding malicious nodes in the network and punish them for their malicious behavior. The other way can be to select routes from source to destination based on their reliability. More reliable a route is more is the probability of data reaching the destination. This scheme is an experimental study of various extensions to the later scheme taking in account factors such as route length, disjointedness among the routes, back-up path selection, mobility of nodes etc. We use the Ad-hoc On-demand Multi-path Distance Vector (AOMDV) routing as the underlying representative protocol to build the framework on.

3. MODIFIED PROTOCOL FRAMEWORK
A. Framework Outline 
A node maintains two types of trust values, for routes passing through it and for its one-hop neighbors
· Route Trust: Reliability that packets would reach the destination if forwarded on a particular route. This is computed by each node for all routes in its routing table. 
· Node Trust: Confidence on one-hop neighbors for accurately assessing and reporting the condition of the route downstream (towards the destination) from them.

Initial node trust is pre-assigned and initial route trust is formalized by Base Link Trust (BLT) and Base Route Trust (BRT) values. Subsequent updates to node and route trusts are interdependent. Effective Route Trust is recursively computed by each node starting at the destination and moving upstream towards the source. At each hop, a node‟s assessment of its downstream reporting neighbor (i.e., node trust) is factored into the route trust computed till that point onwards. In turn, the difference between predicted route performance i.e. advertized route trust and the eventual route performance i.e. observed route trust governs an upstream node‟s trust (node trust) on its downstream neighbor. Thus nodes are accountable for providing an accurate assessment of route conditions. For this operable trust model some modifications to the existing AOMDV protocol are described below.

B. AOMDV Modifications 
Additions/modifications to AOMDV are made for piggy-backing BLT and BRT values in the RREP packets upstream and maintaining trust details for all routes in each node’s routing table. The details are as follows: 
· Each node maintains an additional data structure called the Neighbors‟ Trust Table. It contains neighboring node IDs, and their corresponding node trust.
	Node Id
	Node Trust

	
	


Trust Table
· The RREP packet has an additional field to accommodate the route trust. For every RREP, the intermediate node caches the route trust sent by the downstream node from the Route Trust field. The node then computes its own trust value on the route and updates the Route Trust field with its own route trust value in the RREP packet. The newly computed route trust is also updated against the corresponding destination entry in the routing table.
	Type
	A
	Reserved
	APN Count
	Prefix Size
	Hop Count

	Destination IP Address

	Destination Sequence Number

	Originator IP Address

	Originator Sequence Number

	Next Path Node IP Address

	Next Path Node Sequence Number

	{additional node IP addresses and sequence number pairs}

	Route Trust (ART)


             RREP Packet
· In this scheme, two new control packets were introduced, the Query (QRY) packet and the Query-Acknowledgement (QRY-ACK) packet (Fig 2b). They are the modified versions of the RREP-ACK packets of AOMDV. When an intermediate/source node wants to reassess its route trust for a particular destination, it sends out a QRY packet to the destination.
	Type = 4

	Originator ID (Destination Node)

	Destination ID (Source Node/Interim Node)

	NULL

	Timestamp

	Checksum




QRY Packet

	Type = 4

	Originator ID (Destination Node)

	Destination ID (Source Node/Interim Node)

	No. of Packets Received

	Timestamp

	Checksum


QRY-ACK Packet

The destination, upon receiving the QRY packet sends back a QRY-ACK packet that contains the number of packets it received so far since the last transmission of QRY-ACK. The scheme can be modified so that the destination periodically sends the received-packet count information without any node specifically requesting it. 
· Every route table entry corresponding to a destination also stores the corresponding route trust value computed by that node and a Query Flag bit. This bit is set when a QRY packet has been sent by that node and the corresponding QRY-ACK has not yet been received.
	Desn
	Seq#
	Advertised Hop Count
	QRY Flag
	Route List
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	HopCount
	NextHop
	LastHop
	Timeout
	RouteTrust

	HopCount
	NextHop
	LastHop
	Timeout
	RouteTrust


Route Table
5. PROTOCOL OPERATION 
First the notations used in the description of the framework are listed. Trust initialization, trust update, localized repair for circumventing malicious nodes and the incentives and penalties for nodes are then described in detail. 
A. Notations 
· S, D: Principals, such as the communicating source and destination nodes. 
· L [A, B]: link between neighboring nodes A and B. 
· BLT[A, B]: BLT of L[A, B] computed at node B (equivalently normalized link capacity). 
· BRT [B, D]: BRT of the route between node B and the destination D; originally received by B from its downstream neighbor(s), it is updated by node B and forwarded to its upstream neighbor(s) (equivalently normalized route capacity). 
·  Θ: Operator which computes the new BRT value at each node by combining the BLT value computed at that node with the BRT value received from the downstream neighbor.
Link capacities can be estimated at nodes by using existing schemes [19]. We define BLT equivalently as the effective estimated capacity of a link between a pair of nodes. It is an indicator of the traffic that can be scheduled on the link for a particular route/flow. For example BLT [A, B] would be node B‟s estimate of traffic it can successfully receive from node A corresponding to a single route. Similarly, BRT equivalently is the effective capacity of the route from an intermediate node to the destination. BRT [B, D] would not just be computed over the actual link capacities of the links constituting the route from node B to the destination D. Rather, it would factor in the effective capacities of links computed at each intermediate node as described below. BRT value corresponding to a route at a node can thus be analogous to that node‟s initial trust on that route downstream. 
B. Initialization of Trust values at Startup Time 
At startup (bootstrap) time, node trusts are initialized to 0.5 for intermediate nodes and 1 for destination. Route trusts are unknown and computed recursively based on the BLT and BRT values as shown follows,
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Fig.6. Trust Computation
BRT [B, Z] = BLT[B,Z] Θ BRT [Z,D] 

BRT [S, D] = BLT [S, A] Θ Weighted_Average {BRT [A, B], BRT [B, Z], BRT [Z, D]}

6. PATH SELECTION AND TRUST MAINTENANCE
A. Path Selection 
Many methods can be devised for selecting a route from the available routes. One of the methods can be as follows. A source node can calculate a metric such as Route Selection Value (RSV) for all its available routes to the destination and it finally chooses the route which has the highest RSV. If two routes have the same RSV then the following criteria are used to break the tie: 
a) The route with highest route trust is selected. 

b) If the routes have same route trust values then the route with the highest immediate downstream neighbors‟ node trust (as perceived by the source/immediate upstream node) is chosen. 

c) If the immediate downstream neighbors‟ node trust is also the same, then the shortest route is chosen. 

d) If all the above are same then it will choose randomly among those routes with same RSVs. 

B. Trust Maintenance 
The intermediate nodes maintain the number of data packets forwarded by them to the destination. These nodes periodically reassess their route trust values by sending QRY packets to the destination. The node initiating a QRY packet sets the QRY Flag bit in its route table pertaining to that destination. The destination node, upon receiving the QRY packet sends back a QRY-ACK containing the number of data packets it received since the last transmission of QRY-ACK to the QRY initiator. When the QRY-ACK reaches the QRY initiator, it resets the QRY-ACK flag bit, discards the packet and re-computes the route trust as:
Route Trust = Data Packets reaching Destination                                            Data Packets forwarded by the node
All intermediate nodes that forwarded the QRY-ACK packet, re-compute their route trust based on the packet count in the QRY-ACK packet. The QRY and QRY-ACK packets are assumed to be tamper proof. If multiple QRY or QRY-ACK packets are lost along a route, then the route trust would automatically decrease. We evaluate this through simulations. The node trust on the immediate downstream node is computed using the formula:
Node Trust = Actual Data Rate achieved on Route           
               Data Rate promised by the downstream node

7. PERFORMANCE EVALUATION 

A. Simulation Setup 

The baseline objective of the simulation is to evaluate the following for this framework: 

• Packet Delivery Ratio 

Packet Delivery Ratio =
Data Packets received by Destination node 

Data Packets forwarded by Source node towards Dest.


Fig.7. represents the topology that we have used. 
The simulation was run for 150 Seconds with a Seed value of 6. Each node has a transmission range of 30 Meters using a Free-Space propagation-path loss model. Constant Bit Rate (CBR) traffic at 512 Bytes per second with an inter-departure time of 5 ms was injected between the source node 0 and the Destination node 3 from the beginning till the end of the simulation.

B. Varying network Conditions 
To simulate general congestion in the network, we introduced CBR traffic of 1024 Bytes per second at the links [6, 7], [2, 7] and [4, 5] during the interval of 40-50S. This represents the scenario when all available routes are experiencing congestion. 
Localized congestion was created for the link [2, 7] through 2048 Bytes per second CBR traffic during the interval of 20-30S. This is to simulate a variety of scenarios: simultaneous congestion in two routes, congestion on one route, different times the congestion eases, etc. This was done to study the adaptability of the protocol and achieve a comparison with AOMDV. 
C. Route Selection and Trust Reassessment Intervals 
Route selection was done in a weighted round robin fashion. The number of data packets sent via a particular next hop is directly proportional to the route trust metric pre-computed for that node. Revaluation of trust metrics by the source node was done by sending QRY packets at time intervals dictated by the already computed route trust values for the next hop nodes whenever one of the following scenarios happens.
1) The allocation for individual route gets exhausted for all of the available paths towards the destination. 

2) The total number of packets forwarded by source node reaches the pre-decided value. 
D. Results 

Simulations were run with the above setup and the results were compared with the AOMDV protocol. Trust values for each next hop node and the Packet Delivery Ratio were plotted against time. As seen from the Figure 8, during the interval, 40-50S, local congestion simulated in all the available paths considerably affected the overall packet delivery ratio. As a consequence the route trust for all the next hops fluctuated during this time frame. Since there was no alternate path with better route trust, data packets were sent over all the paths and hence the overall protocol suffered due to this congestion.
The same simulation setup was also used to run the AOMDV protocol. The results are depicted in the graph below. We used the round robin variant of AOMDV in which, all the available multiple routes were selected in a round robin manner for packet transfer. Comparing the scheme‟s “overall packet delivery ratio” with that of AOMDV it is evident that even with round robin route selection, AOMDV suffered approximately 50% decline in throughput when there was congestion in the routes downstream. Additionally, the protocol quickly sensed node failures and diverted traffic via alternate paths as against AOMDV that kept attempting to send traffic via routes with failed nodes. Though simulations were run using a baseline setup, the end results assure the effectiveness of the scheme when adapted to Multi-Path protocols. It is a self learning scheme which adapts to ambient conditions.
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