8  The internet and World Wide Web
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	What is the internet?

	
	It is a world wide network made up of smaller networks.
It makes use of TCP/IP protocol for data transmission.
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	What is intranet?

	
	It is a private network that uses internet technology to allows data and application to be shared by the organization. It is often connected also to the internet.
E.g. Schools can used intranet for  administration. Teachers can enter students marks from home. Intranet can also be used for teaching..
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	What are extranets?

	
	It is a private network that allows customers, suppliers or other vendors to access the network. It is not strictly restricted to the organization like the internet.
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	What applications are available on the internet?

	
	a)   Commercial and Government: online banking, online auction, online order, purchase and sales, advertisement , online shopping (supermarkets and shops),online investing, online government services (passport, car registration, applications, forms etc)
b)  Communication and Collaboration : email, text messaging, chat, Voice Over Inter Phone(VOIP), forum and blogs.

c)  Information and Education: search engines, news sites, timetable schedules, blogs, forums, libraries,  distance learning and electronic books.

d) Social services : Forum and blogs, networking (facebook), entertainment (music, movie)

	
	

	5.
	Identify some of the security issues or threats that can occur on a network/intranet (connected to internet)?

	
	· Sabotage network or computer by spreading virus, denial of services
· Vandalism of equipment (computers and mouse and hard-disk)
· Un-authorized access by hacking into the system  which is an illegal access into system to i.) modification of data, ii). theft of data, iii). destruction of data)

· War-driving (drive around with lap-top to pick up wireless network) 

· Piggybacking is to gain access to unprotected wireless network by moving into range
· Privacy: Website browsing tracked by cookies( normally by advertisers) . Gets electronic profile of user. Email usage monitored and email spam.
· Offensive material from website or email.
· . 
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	How do you protect your network/intranet from threats?

	
	· Prevent unauthorized access by using  password access to enter network

· Badges or cards to enter rooms/labs or to login to system   
· Firewall to protect  against unauthorized  access to network

· Use updated antivirus software

· Anti spy software . Use legislation to control.

· Encrypt email. Has a spam filter for email. Use legislation.

· Filter off offensive material or offensive website (e.g for schools)

· Be careful of providing information on the  internet.
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	A company sets up a mail order system on the internet for customers to place their orders.

a) Other then a computer what hardware must the customer have?

b) How can the company  protect itself against fraud by its customers?

c) Give two  advantages of such a system to the company

d) Give one advantage of such a system to the customer

e) The company decided to change the mail order system to an online shopping system.
    Give 2 advantages and 1 disadvantage of making such a change.

	
	a) modem to connect to internet

b)  -Customers must be regular customers 

     -Customers must be registered with the company and be given a code number.

     -Customers must used a fixed email address registered with the company.

     -Verify customers credit standing with a credit bureau

     - Have a credit limit for each customer

c)  -New products can be introduced to customers

     -Customers can be informed of  sales and promotion which will improve company’s sale

     -Reduce use of paper and land  mail cost.

     -Orders can be processed speedily

     -Information on sales can be analyzed for company 

d)  -Quick response to the order
     -convenience of shopping from home (save transport cost and time)

e)  -Order is more accurate as it is normally selected from a list and not typed in as in the case of email which is less accurate.

     -Company will have an immediate analysis of orders at all time and will be able to make adjustment to the stock inventory. Analysis of email orders is slower.

     -Can use credit card for immediate payment by making use of credit verification through a secured web site.

      -Online shopping system cost more to setup 
      -Online shopping requires more expertise to maintain and is therefore more costly.

       -Some customers may be more familiar with email than with online shopping.
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	What is distance learning?  What tools on the internet would be useful for distance learning. What is the advantages and disadvantages of   distance learning?

	
	


