4 Error Prevention Detection and Control  (Mon 16 Feb 2009)
	1
	What is noise?

Noise is interference that corrupts signal(or data) during transmission.

	
	

	2.
	What steps are taken to reduce data corruption during transmission? (#5)
a) Cross talk :shield cable to reduce external interference

b) Attenuation: Use repeaters or amplifier to prevent loss of signal strength over distance
c) replace old equipment.

d) software to detect errors in transmitted data

	
	

	3
	Identify two techniques that can detect for error transmitted in data?
a) parity check

b) cyclic redundancy checks

	
	

	4
	For what type of data is PARITY checks used?
For an asynchronous stream of characters (7bits of 8bits characters) 

	
	

	5
	Describe how parity checks is implemented?
For each character (7 bit or 8 bit) an extra ‘0’ or ‘1’ bit is added.

For odd parity check, the addition of extra bit to the character gives an odd total when the ‘0’ and ‘1’ bits in the characters are added up.

For even parity check, the sum should be even.

	
	

	8
	What is the parity bit for the 8 bit character ‘A’ (01000001)? (#8)
The sum of bits in ‘A’ is ‘2’. To make it odd add a ‘1’ bit.

Hence letter ‘A’ is 010000011

	
	

	9
	What types of error can be detected by a parity check?
What types of error cannot be detected?

Can detect single bit error

Cannot detected “transposition error” (2 bits switch position in character)

	
	

	10
	What is longitudinal parity checks implemented? (#11)
It is a parity check for a number of characters. An additional check character is added to a stream of character 

	
	

	11
	Describe how longitudinal parity check is implemented?

Data stream of characters is layed out as a block of characters
Each column represents a character with a parity bit
Data is transmitted in “block” and the last column of the block

represents a “row parity” check.

Row 1    1  0  1 1  1 1 1 1 0 0 1 1
Row 2    0  1  0 0  0 0 0 0 1 1 0 0 

Row 3    1  0  0 1  1 1 0 1 1 0 0 1
Row 4    1  1  0 1  0 1 0 1 0 1 1 0 

Row 5    1  1  1 1  0 0 0 0 1 1 1 0
Row 6    0  0  0 1  1 1 1 1 0 0 1 0
Row 7    1  1  0 0  0 1 0 1 0 1 1 1
Parity   0  1  1 0  0 0 1 1 0 1 0 0
Each column of char(7bits) has a “odd parity” check
Each row of data stream has an “odd parity check”.

If there is an error in one row and an error in one column,

The intersection will give the specific bit where error bit occur.

	
	

	12
	What is “checksum”?

The checksum is a sum of a block of data.

Character 1      1 0 1 0 1 1 0

Character 2      1 1 1 0 1 1 1

Character 3      0 1 0 1 0 0 1

Character 4      1 1 0 0 1 1 1

                ----------------

    Checksum     1 1 0 1 1 1 1

The receiver receives the block plus checksum. If the checksum of the received data is not correct, then there must be a transmission error.

	
	

	12
	What is cyclic redundancy check (CRC)?  When is CRC implemented?  #15, #16
Data is send as a “packet” or “block” or “frame in synchronous transmission.

Using a formula, a “remainder” is generated from a formula using the message (data in the block). This formula is attached to the message and transmitted. 
The receiving station will used the “remainder” to check whether the data transmitted is corrupted.  

	
	

	13
	Station A is transmiting data to B. What protocol is used to ensure that all packets or (frame) of data is transmitted correctly?  #19,#20 etc
Station A wil transmit the frames of data (frame 0, frame 1 etc) to B.

Station B will checked each frame received for error. A sends a positive acknowledge (ACK) if there is no error. 
If there are errors in a frame, station B sents a “negative acknowldgement(NACK) to B and the error frames will be re-transmitted. 


