PROTECTING YOUR FORTUNE:  Data Storage Options in the Face of Disaster

By:  Danny W. Dutton, Veterinary Student, Class of 2004, Texas A&M University College of Veterinary Medicine

"Private information is the source of virtually every modern fortune." -Oscar Wilde, 1895

Disaster in your private practice may occur as anything from a water main break to a hurricane.  It may mean that the owner has died or that the officer manager has had a nervous breakdown. Modern technology has made information your fortune.  Whatever the circumstance, data security and the integrity of your vital information are fundamental to your survival of a disastrous event.  

Modern technology has also made keeping your fortune easy.  However, the same technology has simultaneously increased the risk of total loss of data by logarithmic proportions.  

Plan, now, for the risk of disaster later, and you can rest easier knowing your practice will survive.

Planning starts with two basic tenets:  1.  Impact analysis.  2.  Practice continuity plan.

Impact analysis entails identifying the events that pose a serious threat to the survival of your business and quantifying that threat.  

Impact analysis may be broken down into the following categories:  1.  Physical risks to structures.  2.  Abstract risks to infrastructures.

Impact analysis:  Physical risks

Physical risks are tangible elements that pose a material threat to your facilities, your patients, clients, staff, and family.  In analyzing the impact of these dangers, you should answer the following questions and evaluate the effect that each would have on your practice in a worst case scenario (complete devastation):

1. Is your practice in a hurricane-prone area?

2. Are you in a flood plain?

3. Are you located near a hazardous material production or disposal site or a hazardous material transportation route?

4. Are you located near any facility that stores flammable or explosive material?

5. Are you in an area prone to wild fire?

6. Does your practice sit atop an earthquake fault?

7. Are your prepared for an extended power outage of more than a few minutes?

8. Can you shut off water to your practice on a moment’s notice?

9. Can you shut off the main power supply to the entire structure on a moment’s notice?

10. Does everyone on the staff know where to shut off the water and the power?

11. Is your practice in a tornado-prone area?

12. Are you prepared for a fire?

Impact analysis:  Abstract risks

Abstract risks to infrastructures are intangibles such as the death or disability of a key staff member (particularly the owner or office manager), loss of income due to economic downturn, changing demographics, dishonesty, or theft; loss of records due to equipment failure, natural, or man-made disaster, or as a sequelae to any of the above.  When analyzing the impact of abstract risks to infrastructure, you should answer the following questions and the effect that each would have on your practice in a worst case scenario:

1. The principle owner of the practice dies.  Is there a plan for continuing business when the owner has passed away?

2. The principle business manager dies or is disabled.  Is there a plan for managing day-to-day affairs in the absence of the manager on the long term?

3. An employee with access to accounts makes off with a great sum of money.  Are your accounts secured?  Is your account information secure?

4. Your computer crashes losing all the information on the hard drive.  Have you backed up your information?  Ever?  Yesterday?  Today?

5. You back up your information, but you keep the back up disk in a filing cabinet next to the computer.  Your clinic catches fire and the disk is lost.  Do have another back up disk?

6. Your clinic is in a rural location on the outskirts of a large metropolitan area.  Your client base is changing so rapidly to small animal orientation, only, that you are unable to change with them.  Did you see these changes coming?

7. A panicked client attempts to open the glass door to your clinic with his foot and smashes the glass.  He is hurt with permanent injury to his foot and intends to sue you for the injury.  Does your insurance cover this cost?

8. Your associate opens a box that contains a brand new one meter endoscope worth $10,000.  When you walk in on him, he is startled, and drops the scope on the ground shattering all of the fibers and ruining the camera.  Was this equipment insured?

9. You open an email containing a virus that erases all the data on your hard drive.

10. The fan on the back of your computer becomes encrusted in dust-bunnies and cat hair and stops working.  Your hard drive becomes overheated and ruined.

While physical risks are common and do occur with some frequency, these are also easier to identify.  It is advisable to consult with the experts to answer the questions listed above, and to identify other physical risks that might be averted with preparation (e.g. smoke alarms, fire extinguishers, hurricane shudders, escape and evacuation plans, etc.).  The abstract risks are, by virtue of their insidiousness, more difficult to identify and often impossible to prevent.  Risk aversion or risk reduction is the only tool to use against these abstract threats.  

Risk aversion and reduction

Risk aversion and risk reduction are really part of your plan for continuity after a disastrous event. Your business continuity plan is actually your response to physical or abstract damage.  

Risk aversion is, by definition, to avoid risk or to prevent damages.  Risk reduction is either the act of minimizing damage or minimizing the chance of damage.

Averting risk

To avert risk, one must know the limitations of the physical aspects of the practice:

1. What is the building made of (wood, concrete, brick, etc.)?  Is it solid enough to withstand hurricane force winds?

2. Does it have sliding glass doors, large windows, or a large number of windows?  Do these have hurricane shutters or appropriate coverings for heat or cold emergencies?

3. If the facility has kennels, are they indoor/outdoor runs or all indoor?

4. What areas of the facility would be safe in a hurricane or tornado?  Are there interior areas that would be protected?

5. Is the roof secure?  Is it hurricane clipped or strapped?  Is it capable of water loading from heavy rains, snow, or ice?

6. Do you have exposed, overloaded, or old electrical wiring that could start a fire?

7. Does the facility have a number of fire extinguishers, and are they conveniently and easily located?

8. Do you have smoke detectors throughout the facility and are the batteries checked once a year?  Do you have a system that alerts the local fire department and automatic sprinklers?

9. Do you allow smoking in or around the building?  If so, is a proper smoking policy in effect?

10. Is the area around the facility cleared of underbrush and trees to prevent wildfire from spreading to the building?

11. Do you allow clients in the clinical examination area?

12. Are there objects, equipment, or physical characteristics of your clinic that are hazardous to patients, clients, and/or staff (e.g. concrete floors are slippery to horses, rusted cage doors may have sharp, ragged points that are dangerous to all involved, and an ice-covered sidewalk is a definite risk to clients and staff)?

13. Do you store hazardous materials in or around your clinical area?  Oxygen cylinders, gasoline-generators, and cleaning supplies are considered hazardous.

Your local fire department, health department, and emergency management agency can help you identify both physical hazards and the limitations of your clinical set-up.  Consulting with accounting firms, insurance agents, and computer experts will help to identify the more subtle limitations of your business and the potential risks to which you are exposed.

Reducing risk

Insurance coverage is absolutely mandatory, and a good inventory control program is the basis of thorough insurance coverage.  List everything in the practice, serial numbers, make, and model.  Take pictures of each item.  Store copies of this information in the clinic and in a safe deposit box or at home.

If you buy new equipment, have it fully insured before it is shipped from the supplier.  If that endoscope was insured before it left the supplier, the cost of replacement was covered before it hit the floor.

Insurance is good to have, but it doesn’t cover all the bases.  If your practice partner or the practice owner dies or is disabled, is there some security for you and your staff for business continuity?  Only if you have planned appropriately will you have such security.  

The manufacturing industry uses a system called HACCP (Hazard Analysis and Critical Control Points) to identify particular points of business that are crucial to safe and economical output. 

Since, insurance won’t cover lost information, and since the basis of any practice is the information that has been accrued over years of service, using a HACCP approach to your data handling can identify key information and areas needing security and backup. Accounts payable, accounts receivable, payroll and taxes, patient histories, client contact information, inventory information, and more is usually kept in a digital file in a computer in your office and backed-up, in most cases, by a hard copy in a file cabinet that is also in your office.  Trace the path that a client's record will take through your system and identify each of the critical points where data is stored. Likewise, trace vendor receipts to illuminate points of interest for accounts payable.

The security of your data starts with a system of checks and balances.  Most companies allow checks to be cut with only one signature.  However, a checking account requiring two signatures on every check will drastically reduce the temptation for dishonesty.  Have each associate and one or two managers on the signature card (more than two signatures drastically reduces the feasibility of this concept) of each account, and require at least two signatures for disbursements of any kind from any account.

Open a safety deposit box at a nearby bank.  Safety deposit boxes may serve as a depot for back up data, confidential and highly sensitive documents, and other information critical to your business plan.

If you have a computer system backed-up by hard copies or files that never go onto the computer, you’ll need to make copies of the paper documents to file separately in a separate location.  Box documents by the week or month, and remove the full boxes, clearly dated, labeled, and sealed to an off-premises storage location (e.g. an environmentally controlled rental storage unit).

Comparison of Removable Data Storage Options  

Each individual has his or her own needs towards data storage options.  There are many options available, but only a few of these are discussed below.  Larger hospitals or clinics with vast databases wishing to move more towards "paperless" record keeping may wish to investigate data storage services available through Internet or local computing service companies.  These data storage services charge by the gigabyte and usually have a monthly minimum fee.  The options discussed here are those most commonly used in the average-sized small business and animal clinic.  Data storage services, however, may represent a better option as prices become more reasonable.

Although they're not spacious enough to be a true backup option, removable-cartridge drives are good for transporting files that are too large to e-mail or to fit on a floppy disk. Capacities range from 100 mb to 2 gb, and though they don't offer a great cost per gigabyte stored, their portability is a plus. However, performance, cost, capacity, and data integrity can vary greatly depending on the type of drive you buy. Note: Iomega is about to raise the removable storage stakes. Its new Peerless drive can use 10 gb or 20 gb cartridges.  Drive prices range from $359.95 to $399.99.  Cartridge prices range from $159.95 to $199.95. (CNET)

CD-R/RW drives 

Compact discs are commonly known and almost ubiquitous. Using CD’s for music and data storage has become commonplace, and with more affordable CD recordable/re-writable drives serves as an acceptable means of backing-up data.

Capacity: 480 mb to 700 mb per disc 
Drive price: $75 to $350
Disc price: 40 cents to $1 (CD-R); $1.20 to $1.60 (CD-RW) 
Cost per gigabyte: 60 cents to $3
The good: Very cheap media; great for archiving files or making audio CDs.
The bad: Slow write speeds; can be a system-resource hog.




TDK VeloCD 12X/10X/32X

Source:  CNET: The Source for Computing and Technology   http://computers.cnet.com/hardware
In the last few years, drives costing as little as $75 have become available.   The costs for individual disc media have dropped respectively, with blank CDR’s costing as little as fifty cents and CDRW’s costing as little as a dollar each.  With a CD R/RW drive on your computer, you may “burn” (or write) either permanent (CDR) or re-writable (CDRW) discs in just minutes.  Write and read speeds are discussed below.

CD-R/RW drives can write data in a number of formats, depending on which CD-creation software you use. Many drives come with software that lets you create data, audio, and even video CDs; compile slide shows and photo albums; or use a CD-R/RW drive like a floppy or to back up your system. 

CD-R/RW drive speeds are expressed as a factor of X, where X is 150 kb per second, the transfer rate of the first CD-ROM drives. With CD-R/RW drives, you'll see speeds such as 12X/10X/32X listed. The first number notes how fast the drive burns CD-Rs; the second, how fast it writes to CD-RWs; and the last, how fast it reads CD-ROMs. Just remember that X is the maximum speed, which varies during operation. Still, it's pretty safe to assume that a 12X/10X/32X drive is faster than an 8X/4X/32X drive. A 12X drive, for example, can burn a disc in as little as five minutes. 

New innovations, such as Sanyo's BURN-Proof® and Ricoh's JustLink®  technologies, will  prevent buffer writing errors that can ruin your CD-R. Neither of these technologies, nor any other,  can prevent write errors due to bad discs or drive mechanical malfunction.

Zip®  drives
Zip®  drives
Capacity: 100 mb or 250 mb per disk
Drive price: $75 to $180
Disk price: $10 to $20
Cost per gigabyte: $80 to $100
The good: Low initial cost; widely used.
The bad: High cost per gigabyte; more prone to mechanical problems. 
[image: image2.png]






Iomega Zip 250 USB

Source:  CNET: The Source for Computing and Technology   http://computers.cnet.com/hardware

Iomega made the Zip®  drive a household name. The Zip®  is often offered to  as an option on new PCs, Power Macs®, and notebook computers.  It comes in a variety of external and internal models. There are 100 mb and 250 mb drives, and connection options include internal, external, FireWire (IEEE 1394), EIDE, SCSI, parallel, USB (including a version powered by the USB cable), and a combination parallel/SCSI model. 

The Zip®  has a few disadvantages.  The drives aren't fast, and you should not run applications from a Zip®.  Additionally, the Zip®  drives can't read standard 3.5-inch floppies. Nevertheless, if you need more room than a floppy affords but less than a CD-R/RW drive provides, the Zip®  drive is probably your best bet.  (CNET)

Tape and magneto-optical (MO) drives

Tape and magneto-optical (MO) are the work-horses of archiving data and backing up systems and networks. These are data protection devices Tape drives can back up enormous quantities of data, and the durable MO media can protect your data against the ravages of time. Tape and magneto-optical media are the systems of choice for keeping all of your server-bound information safe so that in the event of a disaster, all is not lost (CNET).

Tape drives
Capacity: 600 mb to 100 gb
Drive price: $150 to $1,000
Media price: $5 to $100
Cost per gigabyte: $1 to $100
The good: Great for system backup; low cost per gigabyte.
The bad: Slower; serial (as opposed to random-access) device.
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Imation Travan FireWire

Source:  CNET: The Source for Computing and Technology   http://computers.cnet.com/hardware

With the advent of digital file sharing (large files such as radiographs, ultrasound images, digital camera pictures), compression of information on tape drives becomes an issue.  Although compression on tape drives is supposed to be 2:1, it has been suggested that compression may be reduced when saving mostly JPEG, TIF, and other large graphic files such as digital photographs, radiographs, and scans. 

Tape drives offer a low cost per gigabyte stored, yet they also have the slowest performance. Transfer rates might be as high as 6 mb per second, so access time is measured in seconds, rather than milliseconds. If you're thinking of getting a tape drive to back up your desktop or your office network, consider how much data you want to safeguard compared with the capacity of each tape.  Consider the tape drive's transfer rate compared with how much time you have to perform a backup or a restore. 

Tape drives are best used for backing up small networks or large workstations. Home users would probably be better served by a CD-R/RW drive than a tape drive. Tape systems will store like your home video VHS collection and take up about the same amount of room.  It takes 10-20 times longer to back up data using a tape system than any other back-up format.

Experts advise backing-up all of your files to a tape every six months, and store these tapes off-premises, so that in the event of a complete loss of your facility, you will be able to restore from these backup tapes.  It is also recommended to buy new back-up tapes for your daily downloads at least twice, yearly.

The Power of UPS

Uninterruptible power supplies are peripheral devices that you may purchase to protect your information should there be a partial or complete power interruption to your facility.  These are relatively new technologies for the PC market and standards are quite varied.  Consequently, pricing is also quite varied.  

There are three types of UPS units available.  The true UPS runs power from the wall through an inverter at all times and provides the best protection of all UPS units.  There is no "switchover" from wall power to the UPS inverter, so protection is continuous against surges, brown-outs, and black-outs.  These units are the most expensive (>$500).

A "hybrid" UPS unit offers relatively good protection with fast switchover from wall to inverter through an automatic voltage regulator.  Should the voltage fall below a certain level (usually 80 percent), the inverter kicks-in, and the UPS takes over until the dip in power supply is rectified.  These units are also relatively expensive. (>$300)

The most popular UPS units are the "offline" units also known as "standby power supplies."  These units have a miniscule delay in switchover time from wall to inverter.  Some experts believe even the small delay is enough for some damage to occur.  Risk is therefore reduced but not averted with these units.  These are the least expensive the UPS types, however, pricing at around $300 depending on the number of outlets, length of backup time (up to 15 minutes without wall power), and other gadgets.  The APC Smart UPS® is an example of the offline unit and is a widely available product.

Remember that the UPS is basically a battery-powered standby.  Therefore, it is not advisable to plug any other peripheral devices (e.g. printers, scanners, PDA chargers, etc.) in to the UPS.  Use the UPS only for the PC, monitor, and essential devices.  Other devices will only decrease the amount of backup time that you have in the event of a power outage.

Examples of how individual practitioners backup their data:

Mark Richardson DVM, Bandera:

· Zip® drive with at least 80 mb, compressed. 

· Switch discs daily.

· Copy to laptop at least weekly.   
Jarod Peek DVM, Sweetwater:

· Tape backup with at least 525 mb, daily, on day-specific tape. 

· Tape backup monthly on month-specific tapes.

· Tape backup yearly on year-specific tapes.

William Moseley DVM, Harlingen:

· CD-RW disks (6), compressed, one for each day, and rewrite on them the next week. 

· Once a month, back up on a CD-R.
· QuickBooks® for checking account and back up QuickBooks® daily to a Zip®  disk, using a separate disk for each day.  Use a separate disk for each day of the week.  
Leah Starr DVM, Mesquite:

· CD-R, every evening  (50 mb storage for practice data).

· CD-R, once a month, comprehensive, compressed backup of everything on the network, usually 250 mb.

· Individual computers back up sensitive data every five minutes to a networked hard drive or to a Zip® drive.  
Key points to remember:

1. Identify critical information (information crucial to business continuity in the event of a disaster)

2. Choose a backup system that is easy to use.

3. Choose a backup system that has adequate, yet economical capacity.
4. Backup your data at least every day.
5. Make copies of your backup and store one of these copies off-premises every day.
6. Make back-up tapes of your entire system at least twice a year and store these off-premises.
7. Buy new tape for daily backup at least twice per year.
8. Use surge protectors and UPS units wherever possible.
9. Make copies of paper files and store these copies off-premises at least every month.
10. Store critical information in a safety deposit box.
11. Secure your accounts with multiple signatures.
12. Ensure that more than one person can access all copies, files, and documents.  
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