Authentication System Final

Problem statement:
For security-minded professionals, it is important that only the appropriate people gain access to data in a computer system. This is called authentication. Once users gain entry, it is also important that they only see data related to their role in a computer system. This is called authorization. For the zoo, you will develop an authentication system that manages both authentication and authorization. You have been given a credentials file that contains credential information for authorized users. You have also been given three files, one for each role: zookeeper, veterinarian, and admin. Each role file describes the data the particular role should be authorized to access.
Overall process:
The first step was allowing the users on file to log in using their username and password. Once the users were successfully logged in they will need proper authorization to their role. Once proper authorization is granted their data from the correct file is loaded and shown to them. 
Pseudocode:
MAIN
	DECLARE variables/Scanner/fileISS
	OPEN credentials and role files
	Copy contents of credentials file to local variables
	CLOSE credentials file
	WHILE user input string NOT EQUAL logout
Enter User Name:
IF username == logout
	Logging out.
		Enter Password:
		Convert password to MD5 user a class method call
		reset Failed attempts to 0
		For j < number of users on file
IF credentials string EQUAL one of the credentials on file
				Successful login
				Allow access to only the files they can see
				SWITCH:
Zookeeper: grant access to zookeeper role
					Veterinarian: grant access to vet role
					Admin: grant access to admin role
			ELSE
				Failed attempt 
				Failed attempts var + 1
		IF failed attempts >= num of usernames possible
			Total failed attempts++
		IF total failed Attempts >= 3
			User input = logout
	END while loop
CLOSE roles files
RETURN
Methods and Classes:
I created a class called m5Converter which converts the input password to M5Digest using the code provided. I created a method called Converter which takes in a String (the password to be converted) and returns a string (the digested password). 

Error Documentation:
I had quite a few errors, a major one that gave me lots of trouble was the way I was copying the credentials into my local variables. I was copying white space by accident so using string.equals was returning false even though the nonwhite space was exactly the same. Another was trying to figure out how to make the 3 attempts and your locked-out function work. When I would use the while loop to distinguish if the username = “logout” it would still ask me for a password. The rest were just misspelled or missing syntax.

Solution Documentation:
For the major error where I was copying white space into my local variables I had to change it from get next() to substring( indexOf(“\t”) , index of (“\””)) ext. to make sure I only got what I needed. Once I fixed the white space issue my other .equals checks worked. For the 3 strikes you’re out check I needed to add another counter for if the user input does not match any of the users on file instead of just the total number of mismatches. I added another if statement to check if the username input was “logout” (which breaks if it is) before asking for the user password. The rest were simple mistakes.

Actual Code:
// Jared Ramsey
// IT145R1673
// SNHU


import java.util.Scanner;
import java.lang.Math;     
import java.io.FileInputStream;
import java.io.IOException;
import java.util.ArrayList;


public class Final
{
   public static void main(String[] args) throws IOException, Exception
   {
      //	DECLARE variables/Scanner/fileISS
      Scanner scnr = new Scanner(System.in);       // Scanner

      FileInputStream fileByteStream = null;       // File input stream for credentials
      Scanner inFS = null;                         // Scanner object

      FileInputStream zooFileByteStream = null;    // File input stream for Zookeeper file
      Scanner zinFS = null;                        // Scanner object

      FileInputStream vetFileByteStream = null;    // File input stream for Veterinarian file
      Scanner vinFS = null;                        // Scanner object

      FileInputStream admFileByteStream = null;    // File input stream for Admin file
      Scanner ainFS = null;                        // Scanner object

      // User input vars
      String userName = "";                        // Username input
      String userPassword = "";                    // Password input
      String userPasswordM5 = "";                  // User password that is converted to M5

      // Credentials file data lists
      ArrayList<String> credUsername = new ArrayList<String>();      // List of usernames on file
      ArrayList<String> credPassword = new ArrayList<String>();      // List of passwords on file (for testing purposes)
      ArrayList<String> credPasswordM5 = new ArrayList<String>();    // List of M5 digested Passwords on file
      ArrayList<String> credRole = new ArrayList<String>();          // List of the persons roles on file

      // Support vars
      String temp = null;                          // Temp string used for testing and printing
      int failAttempt = 0;                         // Failed attempt counter
      int index = 0;                               // Number of employes credentials on file
      int epicFail = 0;                            // 3 strikes your out counter
      
      // Try to open files

      //	Open credentials file
      fileByteStream = new FileInputStream("credentials.txt");
      inFS = new Scanner(fileByteStream);
      // Open zookeeper file
      zooFileByteStream = new FileInputStream("zookeeper.txt");
      zinFS = new Scanner(zooFileByteStream);
      // Open vet file
      vetFileByteStream = new FileInputStream("veterinarian.txt");
      vinFS = new Scanner(vetFileByteStream);
      // Open admin file
      admFileByteStream = new FileInputStream("admin.txt");
      ainFS = new Scanner(admFileByteStream);

      // Files are open and valid if we got this far (otherwise exception thrown)
      
      // Copy the contense of credentials file to local variables
      while (inFS.hasNext())
      {
         temp = inFS.nextLine();                                                          // Get line from file
         credUsername.add(temp.substring(0, temp.indexOf("\t")));                         // Parse out Username from line
         credPasswordM5.add(temp.substring(temp.indexOf("\t")+1, temp.indexOf("\"")-1));  // Parse out m5 password from line
         credPassword.add(temp.substring(temp.indexOf("\"")+1, temp.lastIndexOf("\"")));  // Parse out password from line (testing perposes)
         credRole.add(temp.substring(temp.lastIndexOf("\t")+1, temp.length()));           // Parse out employee's role
         index++;                                                                         // Increase # of employee's var
      }
      
      // CLOSE credentials file
      // Done with file, so try to close it
      fileByteStream.close(); // close() may throw IOException if fails

      // Begin user interface
      
      //	WHILE user input string NOT EQUAL logout
      while (!userName.equals("logout"))
      {
         //    Enter User Name:
         System.out.print("Please enter Username: ");
         userName = scnr.nextLine();
         // Logout?
         if (userName.equals("logout"))
         {
            System.out.println("Logging out. ");
            break;
         }
         
         //		Enter Password:
         System.out.print("Please enter Password: ");
         userPassword = scnr.nextLine();

         
         //		Convert password to MD5 using class method call
         userPasswordM5 = m5Converter.Converter(userPassword);

         // Reset failed attempts to 0         
         failAttempt = 0;
         
         // Begin for loop to check per # of employee's times
         for (int j = 0; j < index; j++)
         {
            //		IF credentials string EQUAL one of the credentials on file
            if (  userPasswordM5.equals(credPasswordM5.get(j))  &&            
                  userName.equals(credUsername.get(j))
               )
            {
               //			Successful login
               System.out.println("\nSuccessfully logged in to " + userName + ".\n");
               //			Allow access to only the files they can see
               switch (credRole.get(j)) // What do you have access to?
               {
                  case "zookeeper" :                  //Zookeeper: grant access to zookeeper role
                  {
                     while (zinFS.hasNext())          // While there is stuff in the file
                     {
                        temp = zinFS.nextLine();      // Get a line from file
                        System.out.println(temp);     // Print that line
                     } 
                     System.out.println();     
                     break;
                  }
                  case "veterinarian" :               //Veterinarian: grant access to vet role
                   {
                     while (vinFS.hasNext())          // While there is stuff in the file
                     {
                        temp = vinFS.nextLine();      // Get a line from file
                        System.out.println(temp);     // Print that line
                     }
                     System.out.println();      
                     break;
                   }
                  case "admin" :                      //Admin: grant access to admin role
                   {
                     while (ainFS.hasNext())          // While there is stuff in the file
                     {
                        temp = ainFS.nextLine();      // Get a line from file
                        System.out.println(temp);     // Print that line
                     }
                     System.out.println();      
                     break;
                   }
               }
            }
            else  // user name and user password does not match this employee's credentials on file
            {
               //	Failed attempts var + 1
               failAttempt++;
            }
         }
         //		Username and password did not match any of the employee's on file
         if (failAttempt >= index)
         {
            epicFail++; // Strike out++
         }
         // If you Struck out
         if (epicFail >= 3)
         {
            userName = "logout";
            System.out.println("Locked out!!!");
         }
      }//	END while loop

      zooFileByteStream.close(); // close() zoo file may throw IOException if fails
      vetFileByteStream.close(); // close() vet file may throw IOException if fails
      admFileByteStream.close(); // close() admin file may throw IOException if fails

      return;
   }
}
