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Welcome to the CyberLeet family! CyberLeet is an increasingly popular local cybersecurity service that serves small businesses with their IT needs. Some clients need more security than others, for example, we serve day-care businesses that need to protect medical records according to HIPPA standards. We also serve tax firm’s which need important tax information like social security numbers to stay confidential. Some clients only require the basic services as well, which is a good place for you to start. CyberLeet is growing fast due to our high demand in the business environment. Without cybersecurity any business is vulnerable to attack and potentially heavy financial loss as well as a loss of reputation in their particular niche. Our customers come to us because they may not have the resources, peoplepower, or time to maintain their own IT department, but still realize the importance of having their business’s data secured. Without our services these businesses may face bankruptcy, as well as public humiliation and a great loss of time if they were to suffer an attack with no protection. Nobody deserves to be hurt by a cyber-attack, that’s where we come in. 
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It is our responsibility to protect these people who lack the knowledge, resources, and time to protect themselves. As a new member of the CyberLeet family, your role as a security analyst will be to stay up to date on the newest cybersecurity information which we will put out in our weekly memo. You will also serve our customers to the best of your ability with whatever their needs may be. You may need to travel to these businesses to set up security software on there servers, set security requirements such as password policy, account policy, etc… You may also be required to secure their network in house and remote. Your ultimate goal is to protect our clients like you would protect your loved ones. They came to us for help, and we are going to help them to the best of our ability. If you are not sure or require help, please ask! Our client’s security and satisfaction are our number one priority.
Some specific responsibilities may include:
· Installing and hardening networks and equipment
· Installing and hardening server policies
· Installing and hardening host devices
· Educating clients on security best practices
· Creating custom applications and certificates for them
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The purpose of this manual is to inform you on CyberLeet’s best practices and policy to insure you are representing us properly. It is also because CyberLeet is growing exponentially in popularity, so one on one training is unfortunately no longer possible. It is important that you as an information security analyst follow CyberLeet’s policy and best practices for many reasons including, cross training purposes, if you are needed elsewhere (new client, sick, vacation, ect) our replacement for you will know where to pick up where you left off. You are representing CyberLeet using industry standards. If our client decides to go with another cybersecurity company or if they implement their own IT department, their system will be up to industry standards and the newcomers will pick up where we left off without a problem. If you do not follow CyberLeet’s policy and provide the highest possible service to our clients, you will be letting the client down by leaving them vulnerable to attacks such as malware, viruses, spyware, social engineering attacks which can cripple a company and may even lead to bankruptcy and a ruined reputation. You will be letting CyberLeet down by compromising our reputation as a caring, knowledgeable, reputable, secure company that takes care of its customers. 
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Confidentiality means that the data is not disclosed to unintended people. Data is encrypted, people need proper clearance, authorization, and authentication to access the data. This is a very important step in security because if anyone had access to the data it would not be secure. Sensitive data like SSN and Medical Records in the wrong hands can lead to identity theft or worse. Access to those without a need to know can cause problems for a business as well, having escalated privileges can lead to insider trading or espionage. Having proper confidentiality is also important to the integrity of the data.
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Integrity of data means that the data is not corrupted or inappropriately altered. The data is protected from modification by users, authorized or not. The data must be consistent internally and externally. One way this can be achieved is by hashing the authentication process. While going through the AAA steps usernames, passwords, challenges, and tickets are hashed to prevent eavesdropping and other types of spyware. The data can also be backed up to ensure the integrity of the data. Integrity is important because if someone were to change sensitive data like SSNs, MRNs, addresses, phone numbers, etc. it can wreak a lot of havoc. Imagine trying to buy something online and it says your credit card is invalid or you receive the wrong item, or it’s delivered to the wrong address. Imagine how this could hurt companies’ reputations and put a bad taste in customers mouths so to speak. Some businesses rely solely on word of mouth for advertisement so this could be the end for a company if mistakes or attacks like this happen. It could also shut down the website or database depending how bad the corruption or attack is.
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Availability of data means the data is available when needed. The more available the better for the company who needs to use it. As long as it is available to the right people. Imagine trying to go on your favourite website or video game, and it says the server is down for maintenance. This is a necessary evil to prevent security problems, however if the sever is down too often for maintenance then you would be more frustrated than happy with this service. You would not choose to go to this site or game for entertainment anymore and the company would lose you as a customer/consumer. If you are at work trying to save or access files but can’t because the server is down, you are unable to work though no fault of your own. The company is paying you to do wait. This is bad news for a company, especially a start up mom and pop shop like most of our clients are. These companies can’t afford this down time, it is very expensive. Therefore, up time or availability is so important
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	[bookmark: _Toc461788134]3.1 Password Policies
Industry standards for password policies include having a complex, long password 8-12 characters in length, using alphanumeric plus at least 1 special character(s), no words from the dictionary. It is also recommended that you not use special names or birthdates ect… because these can be found on FaceBook in most cases. Old passwords should not be reused until 10 unique passwords are used and should be changed every 15 days. Different types of users should have different requirements for example administrators should have more complex and strict password policies (12-16 chars, 2 special chars, 20 password history, change passwords every 10 days) because they have greater privileges to the system, whereas regular users don’t need extreme password policies because they have limited privileges on the system. It also depends on what kind of business you are running and how big your business is, the bigger, higher profile your business the bigger the target and or payoff so your security practices need to be higher probably with multifactor authentication. With these password policies CyberLeet and its clients stay safe and secure. These policies will keep our data confidential; the integrity of our data will be safe, and it will still be available once authenticated.
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CyberLeet’s Acceptable Use Policies (AUP) explains to you employees what you are allowed to do with company property. Examples include, use of the internet, use of a computer, use of a laptop or some other device owned by CyberLeet ect… The AUP explains that the employee’s (your) activities will be monitored and to what extent (completely during your training period), that the employee will need to follow legal privacy requirements (HIPPA, Non-Disclosure Agreement, Non-Compete Agreement), as well as proper password security policy. Here at CyberLeet, employees are to use the company network for business purposes only, and only during business days and hours unless authorized to do overtime or remote work. Employee’s can NOT use CyberLeet’s resources to access inappropriate material, video games, social media, generally everything non-work related. Users should be aware of these policies, so they know what is expected of them and what they are allowed to do. These policies are kept track of when you signed the paperwork to work here and on the server side your actions are tracked and logged.



	[bookmark: _Toc461788136]3.3 User Training Policies
[bookmark: _GoBack]CyberLeet’s user training policies include education about phishing attacks, basic security standards like locking your computer when you leave your work station, not saving any passwords or form data to company devices (highly recommended for home as well), block third party cookies, make sure software is up to date (os, apps, virus and malware software definitions too), ect… Everyone in CyberLeet should be trained on these best practices, training will continue every month to keep us all up to date on security procedures because cyber security is an ever-changing field. Administrators will receive more in depth training so they can pass it down to their subordinates, they will be held to a higher standard of responsibilities as well.
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You will be required to wear your identification badge in plain sight at all times especially when at a client’s business. This is to look professional, keep those around you aware that you are representing CyberLeet, and because some people forget names easily. You will need your ID badge and fingerprint to get into the building as well as server rooms, your ID badge will be required to enter the locker rooms, and to check out hardware devices. This is required because we don’t want unauthorized individuals gaining access to our facility or our data. Employees with identification and high-level clearance are allowed to access all areas of the company. Our high-level employees are tasked with making repairs to the building and or equipment that we use, therefor they need access to everywhere. Everyone is responsible for keeping their own workstations clean and organized. Employees are not permitted to take work home with them under normal circumstances, however some rare situations call for working away from the office or client site, during these situations a company laptop can be used to connect to the company VPN for work purposes. Guests are not allowed on without a valid driver’s licence and an escort. Once the driver’s licence is validated and logged it is retained until they leave. Bringing guests or taking work home is a major security threat and CyberLeet avoids these situations as much as possible. 
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For a break-in type of theft I would recommend some perimeter defences such as fence’s that may or may not be electrified, guards patrolling or stationed at areas depending on the area that needs secured, and cameras to record evidence as well as inform the guards of any activity. An alarm system could also be implemented that would alert guards or police if a window or door is broken open. Equipment should be in a locked room and secured with locking cables when not in use. These secure rooms should use 2 factor authentication such as a key card and biometric scanners and these areas could be set to only open during business hours if it fits the company’s needs. 
As for a walk in theft I would recommend that there be secure areas that only employees can access, key cards and/or biometric security devices that help keep these areas secure, cameras to monitor and record who is coming and going with guards watching the footage. A log book for any visitors or clients that enter and exit the building would also be beneficial. Training employees in social engineering tactics such as piggybacking or tailgating and suggesting ways to stop this so unauthorized persons do not enter secure areas of the building. Having a check out system will allow the equipment to be accounted for if, it will keep track of who checked out what piece of equipment and when it is scheduled to be returned kind of like a library. 
For an insider theft I would recommend that management employs cross training, mandatory vacations, separation of duties, rotating roles, auditing, and other methods to make sure every employee is trustworthy. 
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To mitigate the threat of malware via social engineering I would recommend that the employees be trained on how to spot social engineering ploys such as phishing attacks and what to do about them when encountered. A fun way to test your employees would be to set up a mock phishing attack and send them to your employees to see if anyone is falling for them, those that follow proper procedure should be rewarded. Educate them that they should never disclose credentials and instead forward the person to the help desk. Instruct employees that business opportunities should come from the company email and not an outside source. Teach them to look at the URL’s and not to click on them. Have employees forward the emails to the IT department if they suspect a phishing attack so the attacker can be blocked. Have a social media policy so no one shares confidential information that could be used against the company in phishing or other attacks. Each method fits different situations so depending on what your current situation is, your method of defense will be different. 
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Many breaches can be credited to a lack in security, sometimes the simplest thing can be the weakest link in the chain. Lets say your company installs new networking equipment like a router and some switches and access points, gets everything connected and ready to go, everything works fine for a while but then you realize you have be infected with malware and sensitive information has been stolen. What happened? Chances are a hacker found the default username and password for one of your networking equipment devices and go it. Perhaps your switches or ap’s were broadcasting a Guest network that wasn’t restricted from the employee network. Maybe your firewall wasn’t set up properly, your user controls weren’t restrictive enough, your ap’s are broadcasting the Wi-Fi outside the building, your password policy isn’t strong enough, your physical defences aren’t enough, your malware definitions aren’t up to date, your employees are the latest victim of a phishing attack, its hard to know what happened. Our clients most likely won’t know what happened, that’s why they come to us. Its our job to help our clients get back on track and prevent these kinds of attacks and problems so that they can do their jobs. 
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