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The organization that I am developing an Acceptable Use Policy is for a small pharmaceutical company known as “Tarmac Pharmaceuticals. 

It employs approximately 10 mobile representatives servicing the Atlantic Provinces.  The office staff consists of 2 IT staff, the regional manager and 2 clerks.  All sales are ordered through the company website and is received as carbon copies of the emails that are sent to the main office.  All billing and delivery flows through the main office in Tucson Arizona.

Each employee has a laptop with Internet accessibility to the company’s’ web site.  The laptops are all PIII 650 with 56k modems.  Each of the employees are on the road for approximately five days at a time.
1. Employees of Tarmac Pharmaceuticals shall have access to the Internet and the Extranet via supplied laptop computers and access is unlimited. 

2. To ensure security from viruses such as worms and Trojan email attacks, each laptop shall be equipped with a reliable virus checker which IT staff shall update during the scheduled maintenance of the systems (laptop).

3. Usenet Newsgroups are prohibited on all systems owned or provided by Tarmac Pharmaceuticals due to the large amount of SPAM that has been attributed to the company’s server being over taxed.

4. Internet access on systems provided by Tarmac Pharmaceuticals is for work and educational related purposes only. This includes research activities, peer review of assigned work, and the exchange of project-related ideas, opinions, and questions via email.

5. Employees of Tarmac Pharmaceuticals are responsible for deleting old emails or other files that may take up excessive amounts of storage space. However History logs and cache files from all browser software must not be deleted or tampered with in any way and will be deleted during standard system (laptop) maintenance by IT staff.

6. Material created and/or stored on the system is private. IT Staff may review the system from time to time to ensure that the system is being used properly. For this reason, Employees of Tarmac Pharmaceuticals should expect that emails, material placed on the systems, and other work that is created or stored on the system may be viewed by a third party. 

7. For security purposes, System (laptop) allotted to employees of Tarmac Pharmaceuticals must keep their passwords private. Accounts and/or passwords may not be shared. 

8. The system (laptop) may not be used to download, copy, or store any software, shareware, or freeware without prior permission from the IT Staff. 

9. The system (laptop) may not be used for commercial purposes. Employees of Tarmac Pharmaceuticals may not buy or sell products or services through the system without prior permission from the IT Staff. 

10.  Due to the sensitivity of Tarmac Pharmaceuticals mandate to provide all customers non-biasley, 
the use of the system for advertising or political lobbying is prohibited. 

11. The system (laptop) may not be used for any activity, or to transmit any material, that violates Canadian or local laws. This includes, but is not limited to, illegal activities such as threatening the safety of another person, violating copyright laws or sexual/racial harassment as a result of e-mailed jokes.
12. Employees of Tarmac Pharmaceuticals may not log on to someone else’s account or attempt to access another user’s files. "Hacking" or otherwise trying to gain access to another person or organization’s computer system is prohibited. 

13. The IT staff of Tarmac Pharmaceuticals have installed “Net Nanny” to filter out Web sites, newsgroups, or chat areas that contain material that is obscene or that promotes illegal acts. If a user accidentally accesses this type of information, he or she should immediately notify IT Staff or the System administrator via email with the URL attached.  

14. Employees of Tarmac Pharmaceuticals are sales representatives and must adhere to quality service to clients and peers. Employees may not use vulgar, derogatory, or obscene language and may not engage in personal attacks, or post private information about another persons whether they are clients or peers

15. Employees of Tarmac Pharmaceuticals may not engage in "spamming" (sending an email to more than 10 people at the same time) or participate in chain letters.  These are grounds for dismissal.
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