Chapter 9 – Network Management Security


Learning Objectives:

· Introduction to SNMP Security

· Basic SNMP Concepts

· SNMP Architecture

· SNMP Entity

· SNMP v3 Applications

· Message Processing and the User Security Model

· User-based Security Model

· View-based Access Model

Introduction

Simple Network Management Protocol (SNMP) is the most widely used network management protocol on TCP/IP-based networks. The functionality of SNMP was enhanced with the publication of SNMPv2. However, both these versions of SNMP lack security features, notably authentication and privacy that are required to fully exploit SNMP. A recent set of RFCs, known collectively as SNMPv3, correct this deficiency.

Since its first publication in 1988, the Simple Network Management Protocol (SNMP) has become the most widely used network-management tool for TCP/IP-based networks. SNMP defines a protocol for the exchange of management information, but does much more than that. It also defines a format for representing management information and a framework for organizing distributing systems into managing systems and managed agents. In addition, a number of specific data base structures, called Management Information Bases (MIBs), have been defined as part of the SNMP suite; these MIBs specify managed objects for the most common network management subjects, including bridges, routers, and LANs.

Basic SNMP Concepts

The basic idea of any network management system is that there are two types of systems in any networked configuration: agents and managers. Any node in the network that is to be managed, including PCs, workstations, servers, bridges, routers, and so on, includes an agent module. The agent is responsible for
· Collecting and maintaining information about its local environment 

· Providing that information to a manager, either in response to a request or in an unsolicited fashion when something noteworthy happens 

· Responding to manager commands to alter the local configuration or operating parameters. 

A configuration will also include one or more management stations, or managers. The manager station generally provides a user interface so that a human network manager can control and observe the network management process. This interface allows the user to issue commands (e.g., deactivate a link, collect statistics on performance, etc.) and provides logic for summarizing and formatting information collected by the system.
The heart of the network management system is a set of applications that meet the needs for network management. At a minimum, a system will include basic applications for performance monitoring, configuration control, and accounting. More sophisticated systems will include more elaborate applications in those categories, plus facilities for fault isolation and correction, and for managing the security features of the network. 


All of the network management applications generally share a common network management protocol. This protocol provides the fundamental functions for retrieving management information from agents and for issuing commands to agents. This protocol, in turn, makes use of a communications facility, such as TCP/IP or OSI. 
Finally, each agent maintains a management information base (MIB) that contains current and historical information about its local configuration and traffic. The management station will maintain a global MIB with summary information from all the agents. 


The SNMPv1 and SNMPv2 specifications consists of a set of documents that define a network management protocol, a general structure for management information bases (MIBs), and a number of specific MIB data structures for specific management purposes. The specification includes minimal network management applications and no user presentation facility. Thus, SNMP is not a full-blown network management standard. Accordingly, vendors have provided their own proprietary network management applications to run on top of SNMP.


The operative word in SNMP is "simple." SNMP is designed to be easy to implement and to consume minimal processor and network resources. It is therefore a tool for building a bare bones network management facility. In essence the protocol provides four functions:

Get:
  Used by a manager to retrieve an item from an agent's MIB. 

Set:
  Used by a manager to set a value in an agent's MIB. 

Trap:
  Used by an agent to send an alert to a manager. 

Inform: Used by a manager to send an alert to another manager.
MIB – Management Information Base

This is about as simple as you can get. What gives SNMP its power is the extensive set of standardized MIB structures that has been defined. The MIB at an agent dictates what information that agent will collect and store. For example, there are a number of variables in the basic MIB that relate to the operation of the underlying TCP and IP protocols, including number of packets sent and received, packets in error, and so on. Since all agents maintain the same set of data variables, applications can be written at the management station to exploit this information.

SNMP Architecture

The SNMP architecture, as envisioned by RFC 2271, consists of a distributed, interacting collection of SNMP entities. Each entity implements a portion of the SNMP capability and may act as an agent node, a manager node, or a combination of the two. Each SNMP entity consists of a collection of modules that interact with each other to provide services. These interactions can be modeled as a set of abstract primitives and parameters. 
The RFC 2271 architecture reflects a key design requirement for SNMPv3: Design a modular architecture that will,

· Allow implementation over a wide range of operational environments, some of which need minimal, inexpensive functionality and some of which may support additional features for managing large networks 

· Make it possible to move portions of the architecture forward in the standards track even if consensus has not been reached on all pieces 

· Accommodate alternative security models 

SNMP Entity

Each SNMP entity includes a single SNMP engine. An SNMP engine implements functions for sending and receiving messages, authenticating and encrypting/decrypting messages, and controlling access to managed objects. These functions are provided as services to one or more applications that are configured with the SNMP engine to form an SNMP entity. 


Both the SNMP engine and the applications it supports are defined as a collection of discrete modules. This architecture provides several advantages. First, as we shall see, the role of an SNMP entity is determined by which modules are implemented in that entity. For example, a certain set of modules is required for an SNMP agent, while a different (though overlapping) set of modules is required for an SNMP manager. Second, the modular structure of the specification lends itself to defining different versions of each module. This in turn makes it possible to:

· Define alternative or enhanced capabilities for certain aspects of SNMP without needing to go to a new version of the entire standard (e.g., SNMPv4) 

· Clearly specify coexistence and transition strategies.

To get a better understanding of the role of each module and its relationship to other modules, it is best to look at their use in traditional SNMP managers and agents. The term traditional, equivalent to pure, is used to emphasize the fact that a given implementation need not be a pure manager or agent but may have modules that allow the entity to perform both management and agent tasks. 

Traditional SNMP Manager

A traditional SNMP manager interacts with SNMP agents by issuing commands (get, set) and by receiving trap message; the manager may also interact with other managers by issuing Inform Request PDUs, which provide alerts, and by receiving Inform Response PDUs, which acknowledge Inform Requests. In SNMPv3 terminology, a traditional SNMP manager includes three categories of applications. 

1) Command Generator Applications

The Command Generator Applications monitor and manipulate management data at remote agents; they make use of SNMPv1 and/or SNMPv2 PDUs, including Get, GetNext, GetBulk, and Set. 

2) Notification Originator Application
A Notification Originator Application initiates asynchronous messages; in the case of a traditional manager, the InformRequest PDU is used for this application. 

3) Notification Receiver Application

A Notification Receiver Application processes incoming asynchronous messages; these include InformRequest, SNMPv2-Trap, and SNMPv1 Trap PDUs. In the case of an incoming InformRequest PDU, the Notification Receiver Application will respond with a Response PDU. 


All of the applications just described make use of the services provided by the SNMP engine for this entity. The SNMP engine performs two overall functions:

· It accepts outgoing PDUs from SNMP applications, performs the necessary processing, including inserting authentication codes and encrypting, and then encapsulates the PDUs into messages for transmission. 

· It accepts incoming SNMP messages from the transport layer, performs the necessary processing, including authentication and decryption, and then extracts the PDUs from the messages and passes these on to the appropriate SNMP application.

In a traditional manager, the SNMP engine contains a Dispatcher, a Message Processing Subsystem, and a Security Subsystem. 

Dispatcher
The Dispatcher is a simple traffic manager. For outgoing PDUs, the Dispatcher accepts PDUs from applications and performs the following functions. For each PDU, the Dispatcher determines the type of message processing required (i.e., for SNMPv1, SNMPv2c, or SNMPv3) and passes the PDU on to the appropriate message processing module in the Message Processing Subsystem. Subsequently, the Message Processing Subsystem returns a message containing that PDU and including the appropriate message headers. The Dispatcher then maps this message onto a transport layer for transmission. For incoming messages, the Dispatcher accepts messages from the transport layer and performs the following functions. The Dispatcher routes each message to the appropriate message processing module. Subsequently, the Message Processing Subsystem returns the PDU contained in the message. The Dispatcher then passes this PDU to the appropriate application.

Message Processing Subsystem

The Message Processing Subsystem accepts outgoing PDUs from the Dispatcher and prepares these for transmission by wrapping them in the appropriate message header and returning them to the Dispatcher. The Message Processing Subsystem also accepts incoming messages from the Dispatcher, processes each message header, and returns the enclosed PDU to the Dispatcher. An implementation of the Message Processing Subsystem may support a single message format corresponding to a single version of SNMP (SNMPv1, SNMPv2c, SNMPv3), or it may contain a number of modules, each supporting a different version of SNMP.

Security Subsystem

The Security Subsystem performs authentication and encryption functions. Each outgoing message is passed to the Security Subsystem from the Message Processing Subsystem. Depending on the services required, the Security Subsystem may encrypt the enclosed PDU and possibly some fields in the message header, and it may generate an authentication code and insert it into the message header. The processed message is then returned to the Message Processing Subsystem. Similarly, each incoming message is passed to the Security Subsystem from the Message Processing Subsystem. If required, the Security Subsystem checks the authentication code and performs decryption. It then returns the processed message to the Message Processing Subsystem. An implementation of the Security Subsystem may support one or more distinct security models. So far, the only defined security model is the User-Based Security Model (USM) for SNMPv3, specified in RFC 2274.

SNMPv3 Applications

The services between modules in an SNMP entity are defined in the RFCs in terms of primitives and parameters. A primitive specifies the function to be performed, and the parameters are used to pass data and control information. We can think of these primitives and parameters as a formalized way of defining SNMP services. The actual form of a primitive is implementation dependent; an example is a procedure call. 

RFC 2273 defines, in general terms, the procedures followed by each type of application when generating PDUs for transmission or processing incoming PDUs. In all cases, the procedures are defined in terms of interaction with the Dispatcher by means of the Dispatcher primitives.

Command Generator Applications

A command generator application makes use of the sendPdu and processResponsePdu Dispatcher primitives. 

The sendPdu provides the Dispatcher with information about the intended destination, security parameters, and the actual PDU to be sent. The Dispatcher then invokes the Message Processing Model, which in turn invokes the Security Model, to prepare the message. The Dispatcher hands the prepared message over to the transport layer (e.g., UDP) for transmission. If message preparation fails, the return primitive value of the sendPdu, set by the Dispatcher, is an error indication. If message preparation succeeds, the Dispatcher assigns a sendPduHandle identifier to this PDU and returns that value to the command generator. The command generator stores the sendPduHandle so that it can match the subsequent response PDU to the original request. The Dispatcher delivers each incoming response PDU to the correct command generator application, using the processResponsePdu primitive.

Command Responder Applications

A command responder application makes use of four Dispatcher primitives (registerContextEngineID, unregisterContextEngineID, processPdu, returnResponsePdu), and one Access Control Subsystem primitive (isAccessAllowed).
The registerContextEngineID primitive enables a command responder application to associate itself with an SNMP engine for the purpose of processing certain PDU types for a context engine. Once a command responder has registered, all asynchronously received messages containing the registered combination of contextEngineID and pduType supported are sent to the command responder that registered to support that combination. A command responder can disassociate from an SNMP engine using the unregisterContextEngineID primitive. 

Notification Generator Applications

A notification generator application follows the same general procedures used for a command generator application. If an Inform Request PDU is to be sent, both the sendPdu and processResponsePdu primitives are used, in the same fashion as for command generator applications. If a trap PDU is to be sent, only the sendPdu primitive is used. 

Notification Receiver Applications

A notification receiver application follows a subset of the general procedures as for a command responder application. The notification receiver must first register to receive Inform and/or trap PDUs. Both types of PDUs are received by means of a processPdu primitive. For an Inform PDU, a returnResponsePdu primitive is used to respond. 

Proxy Forwarder Applications

A proxy forwarder application makes use of Dispatcher primitives to forward SNMP messages. The proxy forwarder handles four basic types of messages: 

· Messages containing PDU types from a command generator application. The proxy forwarder determines either the target SNMP engine or an SNMP engine that is closer, or downstream, to the target, and sends the appropriate request PDU. 

· Messages containing PDU types from a notification originator application. The proxy forwarder determines which SNMP engines should receive the notification and sends the appropriate notification PDU or PDUs. 

· Messages containing a Response PDU type. The proxy forwarder determines which previously forwarded request or notification, if any, is matched by this response, and sends the appropriate response PDU. 

· Messages containing a report indication. Report PDUs are SNMPv3 engine-to-engine communications. The proxy forwarder determines which previously forwarded request or notification, if any, is matched by this report indication, and forwards the report indication back to the initiator of the request or notification. 

Message Processing and the User Security Model

Message processing involves a general-purpose message processing model and a specific security model.

Message Processing Model 

RFC 2272 defines a general-purpose message processing model. This model is responsible for accepting PDUs from the Dispatcher, encapsulating them in messages, and invoking the USM to insert security-related parameters in the message header. The message processing model also accepts incoming messages, invokes the USM to process the security-related parameters in the message header, and delivers the encapsulated PDU to the Dispatcher.

The first five fields are generated by the message processing model on outgoing messages and processed by the message processing model on incoming messages. The next six fields show security parameters used by USM. Finally, the PDU, together with the contextEngineID and contextName constitute a scoped PDU, used for PDU processing. 

The first five fields are:

msgVersion: Set to snmpv3(3).

msgID: A unique identifier used between two SNMP entities to coordinate request and response messages, and by the message processor to coordinate the processing of the message by different subsystem models within the architecture. The range of this ID is 0 through 231​1.


msgMaxSize: Conveys the maximum size of a message in octets supported by the sender of the message, with a range of 484 through 231​1. This is the maximum segment size that the sender can accept from another SNMP engine (whether a response or some other message type).

msgFlags: An octet string containing three flags in the least significant three bits: reportableFlag, privFlag, authFlag. If reportableFlag = 1, then a Report PDU must be returned to the sender under those conditions that can cause the generation of a Report PDU; when the flag is zero, a Report PDU may not be sent. The reportableFlag is set to 1 by the sender in all messages containing a request (Get, Set) or an Inform, and set to 0 for messages containing a Response, a Trap, or a Report PDU. The reportableFlag is a secondary aid in determining when to send a Report. It is only used in cases in which the PDU portion of the message cannot be decoded (e.g., when decryption fails due to incorrect key). The privFlag and authFlag are set by the sender to indicate the security level that was applied to the message. For privFlag = 1, encryption was applied and for privFlag = 0, authentication was applied. All combinations are allowed except (privFlag = 1 AND authFlag = 0); that is, encryption without authentication is not allowed. 

msgSecurityModel: An identifier in the range of 0 through 231​1 that indicates which security model was used by the sender to prepare this message and therefore which security model must be used by the receiver to process this message. Reserved values include 1 for SNMPv1, 2 for SNMPv2c, and 3 for SNMPv3. 

User-Based Security Model (USM)

RFC 2274 defines the User Security Model (USM). USM provides authentication and privacy services for SNMP. Specifically, USM is designed to secure against the following principal threats:
Modification of Information:

An entity could alter an in-transit message generated by an authorized entity in such a way as to effect unauthorized management operations, including the setting of object values.

The essence of this threat is that an unauthorized entity could change any management parameter, including those related to configuration, operations, and accounting. 

Masquerade: 

Management operations that are not authorized for some entity may be attempted by that entity by assuming the identity of an authorized entity. 

Message Stream Modification:
SNMP is designed to operate over a connectionless transport protocol. There is a threat that SNMP messages could be reordered, delayed, or replayed (duplicated) to effect unauthorized management operations. For example, a message to reboot a device could be copied and replayed later. 

Disclosure:
An entity could observe exchanges between a manager and an agent and thereby learn the values of managed objects and learn of notifiable events. For example, the observation of a set command that changes passwords would enable an attacker to learn the new passwords. 

USM is not intended to secure against the following two threats.
Denial of Service:

An attacker may prevent exchanges between a manager and an agent. 

Traffic Analysis:

An attacker may observe the general pattern of traffic between managers and agents.
The lack of a counter to the denial-of-service threat may be justified on two grounds: First, denial-of-service attacks are in many cases indistinguishable from the type of network failures with which any viable network management application must cope as a matter of course; and second, a denial-of-service attack is likely to disrupt all types of exchanges and is a matter for an overall security facility, not one embedded in a network management protocol. As to traffic analysis, many network management traffic patterns are predictable (e.g., entities may be managed via SNMP commands issued on a regular basis by one or a few management stations) and therefore there is no significant advantage to protecting against observing these traffic patterns. 

Cryptographic Functions

Two cryptographic functions are defined for USM: authentication and encryption. To support these functions, an SNMP engine requires two values: a privacy key (privKey) and an authentication key (authKey). Separate values of these two keys are maintained for the following users: 

Local users: Any principal at this SNMP engine for which management operations are authorized. 

Remote users: Any principal at a remote SNMP engine for which communication is desired. 

View-Based Access Control

Access control is a security function performed at the PDU level. An access control document defines mechanisms for determining whether access to a managed object in a local MIB by a remote principal should be allowed. Conceivably, multiple access control mechanisms could be defined. The SNMPv3 documents define the view-based access control (VACM) model.


VACM has two important characteristics:

· VACM determines whether access to a managed object in a local MIB by a remote principal should be allowed. 

· VACM makes use of a MIB that: defines the access control policy for this agent and makes it possible for remote configuration to be used. 

Elements of the VACM Model 

RFC 2275 defines five elements that make up the VACM: groups, security level, contexts, MIB views, and access policy.


Groups

A group is defined as a set of zero or more <securityModel, securityName> tuples on whose behalf SNMP management objects can be accessed. A securityName refers to a principal, and access rights for all principals in a given group are identical. A unique groupName is associated with each group. The group concept is a useful tool for categorizing managers with respect to access rights. For example, all top-level managers may have one set of access rights, while intermediate-level managers may have a different set of access rights. 

Any given combination of securityModel and securityName can belong to at most one group. That is, for this agent, a given principal whose communications are protected by a given securityModel can only be included in one group. 


Security Level

The access rights for a group may differ depending on the security level of the message that contains the request. 

For example, an agent may allow read-only access for a request communicated in an unauthenticated message but may require authentication for write access. Further, for certain sensitive objects, the agent may require that the request and its response be communicated using the privacy service. 

Contexts

A MIB context is a named subset of the object instances in the local MIB. Contexts provide a useful way of aggregating objects into collections with different access policies. 
The context is a concept that relates to access control. When a management station interacts with an agent to access management information at the agent, then the interaction is between a management principal and the agent's SNMP engine, and the access control privileges are expressed in a MIB view that applies to this principal and this context. Contexts have the following key characteristics: 

· An SNMP entity, uniquely identified by a contextEngineID, may maintain more than one context. 

· An object or an object instance may appear in more than one context. 

· When multiple contexts exist, to identify an individual object instance, its contextName and contextEngineID must be identified in addition to its object type and its instance.

MIB Views

It is often the case that we would like to restrict the access of a particular group to a subset of the managed objects at an agent. To achieve this objective, access to a context is by means of a MIB view, which defines a specific set of managed objects (and optionally specific object instances). VACM makes use of a powerful and flexible technique for defining MIB views, based on the concepts of view subtrees and view families. The MIB view is defined in terms of a collection, or family, of subtrees, with each subtree being included in or excluded from the view. 

Access Policy

VACM enables an SNMP engine to be configured to enforce a particular set of access rights. Access determination depends on the following factors: 

· The principal making the access request. The VACM makes it possible for an agent to allow different access privileges for different users. For example, a manager system responsible for network-wide configuration may have broad authority to alter items in the local MIB, while an intermediate level manager with monitoring responsibility may have read-only access and may further be limited to accessing only a subset of the local MIB. As was discussed, principals are assigned to groups and access policy is specified with respect to groups.

· The security level by which the request was communicated in an SNMP message. Typically, an agent will require the use of authentication for messages containing a set request (write operation). 

· The security model used for processing the request message. If multiple security models are implemented at an agent, the agent may be configured to provide different levels of access to requests communicated by messages processed by different security models. For example, certain items may be accessible if the request message comes through USM, but not accessible if the Security Model is SNMPv1. 

· The MIB context for the request. 

· The specific object instance for which access is requested. Some objects hold more critical or sensitive information than others, and therefore the access policy must depend on the specific object instance requested. 

· The type of access requested (read, write, notify). Read, write, and notify are distinct management operations, and different access control policies may apply for each of these operations. 
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