Lesson No. 8: Web Security


Learning Objectives: 

· Web Security Considerations

· Secure Socket Layer (SSL) & Transport Layer Security (TLS)

· Secure Electronic Transaction (SET)

Web Security Considerations

The World Wide Web is fundamentally a client/server application running over Internet and TCP/IP intranets. The web presents new challenges not generally appreciated in the context of computer and network security:

· The Internet is two ways. Unlike traditional publishing environments, even electronic publishing systems involving teletext, voice response, or fax-back, the Web is vulnerable to attacks on the Web servers over the Internet.

· The web is increasingly serving a highly visible outlet for corporate and product information and as the platform for business transactions. Reputations can be damaged and money can be lost if the Web servers are subverted.

· A web server can be exploited as a launching pad into the corporation’s or agency’s entire computer complex. Once the web server is subverted, an attacker may be able to gain access to data and systems not part of the Web itself but connected to the server at the local site.

· Casual and untrained (in security matters) users are common clients for Web-based services. Such users are not necessarily aware of the security risks that exist and do not have the tools or knowledge to take affective countermeasures.

Web Security Threats

The following table provides a summary of the types of security threats faced in using the web:
	
	Threats
	Consequences
	Countermeasures

	Integrity


	Modification of user data
	Loss of information and privacy
	Cryptographic checksums

	Confidentiality


	Eavesdropping on the Net
	Loss of information and privacy
	Encryption, web proxies

	Denial of service
	Killing of user threads

Flooding machine with bogus requests
	Disruptive

Annoying
	Difficult to prevent

	Authentication


	Impersonation of legitimate users
	Misrepresentation of user
	Cryptographic techniques


Web security threats can also be classified in terms of the location of the threats: Web server, Web browser, and network traffic between browser and server. Issues of server and browser security fall into the category of computer system security.

Web Traffic Security Approaches

A number of approaches to providing web security are possible. The various approaches that have been considered are similar in the services they provide and, to some extent, in the mechanisms they use, but they differ with respect to their scope of applicability and their relative location within TCP/IP protocol stack.

IPSec

The following figure illustrates the difference. One way to provide Web Security is to use IP Security (IPSec). The advantage of using IPSec is that it is transparent to end users and applications and provides a general-purpose solution. Further, IPSec includes a filtering capability so that only selected traffic need incur the overhead of IPSec processing

SSL and TLS

Another relatively general-purpose solution is to implement security just above TCP. The foremost example of this approach is the SSL and TLS. Both Netscape and Microsoft browsers come equipped with SSL, and most Web servers have implemented the 

protocol.
SET

Application–specific security are embedded within the particular application. The advantage of this approach is that the service can be tailored to the specific needs of a given application. In the context of Web security, an important example of this approach is Secure Electronic Transaction (SET).

Diagram 1

Secure Socket Layer (SSL) & Transport Layer Security (TLS)

Netscape originated SSL. Version 3 of the protocol was designed with public review and input from industry and was published as an Internet draft document. Subsequently, when a consensus was reached to submit the protocol for Internet standardization, the TLS working group was formed within IETF to develop a common standard. The current work on TLS is aimed at producing an initial version as an Internet Standard. This first version of TLS can viewed as essentially an SSLv3.1 and is very close to and backward compatible with SSLv3.

SSL Architecture

SSL is designed to make use of TCP to provide a reliable end-to-end secure service. SSL is not a protocol but rather two layers of protocols.

The SSL Record Protocol provides basic security services to various higher layer protocols. In particular, the hypertext transfer protocol (HTTP), defined in RFC2068 and which provides the transfer service for Web client/server interaction, can operate on top of SSL. Three higher-layer protocols are defined as part of SSL: the Handshake Protocol, The Change Cipher Spec Protocol, and the Alert Protocol.

Two important SSL concepts are the SSL session and the SSL connection, which are defined in the specification as follows:

SSL Connection: A connection is the transport that provides a suitable type of service. For SSL, such connections are peer-to-peer relationships. The connections are transient. Every connection is associated with one session.

SSL Session: An SSL session is an association between a client and server. Sessions are created by the Handshake Protocol. Sessions define a set of cryptographic security parameters, which can be shared among multiple connections. Sessions are used to avoid the expensive negotiation of new security parameters for each connection.

The SSL Record Protocol provides two services for SSL connections:
Confidentiality: The Handshake Protocol defines a shared secret key that is used for conventional encryption of SSL payloads.
Message Integrity: The Handshake Protocol also defines a shared secret key that is used to form a message authentication code (MAC).
Transport Layer Security (TLS)

TLS is an IETF standardization initiative whose goal is to produce an Internet standard version of SSL. The current Proposed Standard of TLS, defined in RFC 2246, is very similar to SSLv3

Version Number: The TLS Record Format is the same as that of the SSL Record Format, and the fields in the header have the same meanings. There is difference only in version values.

Message Authentication Code (MAC): There are two differences between the SSLv3 and TLS MAC schemes: the actual algorithm and the scope of the MAC calculation. TLS makes use of the HMAC algorithm defined in RFC 2104.
Secure Electronic Transaction (SET)

SET is an open encryption and security specification designed to protect credit card transactions on the Internet. The current version, SETv1, emerged from a call for security standards by MasterCard and Visa in February 1996. A wide range of companies was involved in developing the initial specification, including IBM, Microsoft, Netscape, RSA, Terisa, and Verisign.
SET is not itself a payment system. Rather it is a set of security protocols and formats that enables users to employ existing credit card payment infrastructure on an open network, such as the Internet, in a secure fashion.
Key Features of SET:

To meet the requirements just outlined, SET incorporates the following features:

Confidentiality of information:

Cardholder account and payment information is secured as it travels across the network. An interesting and important feature of SET is that it prevents the merchant from learning the cardholder’s credit card number; this is only provided to the issuing bank. Conventional encryption by DES is used to provide confidentiality.

Integrity of data:

Payment information sent from cardholders to merchants includes order information, personal data, and payment instructions. SET guarantees that these message contents are not altered in transit.
Cardholder account authentication:

SET enables merchants to verify that a cardholder is a legitimate user of a valid card account number. SET uses X.509v3 digital certificates with RSA signatures for this purpose.
Merchant authentication:

SET enables cardholders to verify that a merchant has a relationship with a financial institution allowing it to accept payment cards. SET uses X.509v3 digital certificates with RSA signatures for this purpose.
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