Lesson No. 7: IP Security


Learning Objectives:

· IP Security Overview

· IP Security Architecture

· Authentication Header

· Encapsulating Security Payload

· Combining Security Associations

· Key Management

IP Security Overview

The Internet community has developed application-specific security mechanisms in a number of application areas, including electronic mail (S/MIME, PGP), client/server (Kerberos), web access (Secure Socket Layer), and others.
By implementing security at the IP level, an organization can ensure secure networking not only for applications that have security mechanisms but also for the many security-ignorant applications.

Network traffic should safe from:

· Data modification while en route

· Interception, viewing or copying when intercepted

· Being accessed by unauthenticated parties

TCP/IP protocol layer security: 

1. Application Layer – PGP (e-mail), SSL (browser)

2. Transport Layer – Kerberos (client / server)

3. Network Layer – IPSec

4. Physical Layer – wire shielding  

Network traffic without IPSec


IPSec is a framework of open standards for ensuring private, secure communications over IP networks through the use of cryptographic security services, security protocol and dynamic key management. The goals are:

· To protect IP packets

· To provide a defense against network attacks

Network traffic with IPSec


In-Depth Defense – data protection through private and public network and 

· Perimeter security – preventing attacks from outside private network e.g. firewall, secure routers (security gateways) & user authentication of dial-up access – 

· User-access control security methods – protection against attack from within the networks e.g. user name and password

· IPSec end-to-end security model – protection when data crosses multiple networks (internet) – the sending computer encrypts the data prior transmission (before it ever reaches the network wires) and the receiving computer decrypts the data only after it has been received.

IP level security encompasses three functional areas:
1) Authentication – to identify the originality of IP packets sender

The authentication mechanism assures that a received packet was, transmitted by the party identified as the source in the packet header.

2) Confidentiality – conceal IP packets content
The confidentiality facility enables communicating nodes to encrypt messages to prevent eavesdropping by other parties.
3) Key Management – key used to encrypt IP packets

The key management facility is concerned with the secure exchange of keys.
In 1994, the Internet Architecture Board (IAB) issued a report entitled Security in the Internet Architecture (RFC 1636). The report stated the general consensus that the Internet needs more and better security, and it identified key areas for security mechanisms. Among these were the need to secure the network infrastructure from unauthorized monitoring and control of network traffic and the need to secure end-user-to-end-user traffic using authentication and encryption mechanisms.
These concerns are fully justified. As confirmation, the 1998 annual report from the Computer Emergency Response Team (CERT) lists over 1300 reported security incidents affecting nearly 20,000 sites [CERT99]. The most serious types of attacks included IP spoofing, in which intruders create packets with false IP addresses and exploit applications that use authentication based on IP addresses, and various forms of eavesdropping and packet sniffing, in which attackers read transmitted information, including logon information and database contents.
In response to these issues, the IAB included authentication and encryption as necessary security features in the next-generation IP, which has been issued as IPv6. Fortunately, these security capabilities were designed to be usable both with IPv4 and IPv6. This means that vendors can begin offering these features now, and many vendors do now have some IPSec capabilities in their products.

Applications of IPSec

IPSec provides the capability to secure communications across a LAN, across private and public WANs, and across the Internet. Examples of its use includes the following:

Router to router

Secure branch office connected over the Internet: A company can build a secure virtual private network (VPN) over the Internet or over a public WAN. This enables a business to rely heavily on the Internet and reduce its need for private networks, saving costs and network management overhead.
e.g. data exchange between Penang branch with KL head quarter

Dial-up clients and Internet access from private network

Secure remote access over the Internet: An end user whose system is equipped with IP security protocols can make a local call to Internet service provider (ISP) and gain secure access to a company network. This reduces the cost of toll charges for traveling employees and telecommuters.
e.g. marketing staff connecting to company server through home PC

Client/server, peer-to-peer

Establishing extranet and intranet connectivity with partners: IPSec can be used to secure communications with other organizations, ensuring authentication and confidentiality and providing a key exchange mechanism.

Intranet

e.g. peer-to-peer communication e.g. legal department or executive committees 

e.g. client/server communication to protect sensitive information stored on servers

Extranet 

e.g. data exchange between supplier and company for the product order confirmation

Enhancing electronic commerce security: Even though some Web and electronic commerce applications have built-in security protocols, the use of IPSec enhances that security.

e.g. online flight booking through company web site 



Benefits of IPSec

[MARK97] lists the following benefits of IPSec:

· When IPSec is implemented in a firewall or router, it provides strong security that can be applied to all traffic crossing the perimeter. Traffic within a company or workgroup does not incur the overhead of security-related processing.

Only the IP packets enable IPSec will be processed.

· IPSec in a firewall is resistant to bypass if all traffic from outside must use IP and the firewall is the only means of entrance from the Internet into the organization.

· IPSec is below the transport layer (TCP, UDP) and so is transparent to applications. There is no need to change software on a user or server system when IPSec is implemented in end systems, upper-layer software, including applications, is not affected.

Easy configuration at the network level. 

· IPSec can be transparent to end-users. There is no need to train end users on security mechanisms, issue keying material on a per-user basis, or revoke keying material when users leave the organization.

Centralized IPSec configuration at the server level managed by server admin.

· IPSec can provide security for individual users if needed. This is useful for offsite workers and for setting up a secure virtual subnetwork within an organization for sensitive applications.

Flexible implementation at individual (transport mode – peer-to-peer) or corporate level (tunnel mode – intranet / extranet )

Diagram 1

IP Security Architecture

The IPSec specification has become quite complex. To get a feel for the overall architecture, we begin with a look at the documents that define IPSec. Then we discuss IPSec services and introduce the concept of security association.

IPSec Documents

The IPSec specification consists of numerous documents. The most important of these, issued in November 1998, are RFCs 2401, 2402, 2406, and 2408:


RFC 2401: An overview of security architecture
RFC 2402: Description of a packet authentication extension to IPv4 and IPv6

RFC 2406: Description of a packet encryption extension to IPv4 and IPv6

RFC 2408: Specification of key management capabilities
In addition to these four RFCs, a number of additional drafts have been published by the IP Security Protocol Working Group set up by the IETF. The documents are divided into following seven groups:

1) Architecture:

Covers the general concepts, security requirements, definitions, and mechanisms defining IPSec technology.

e.g. IPSec implemented at network layer of TCP/IP

2) Encapsulating Security Payload (ESP):

Covers the packet format and general issues related to the use of the ESP for packet encryption and, optionally, authentication.
Secure IP packet content and IP packet authentication

3) Authentication Header (AH):

Covers the packet format and general issues related to the use of AH for packet authentication.
Secure IP packet authentication 

4) Encryption Algorithm:

Sets of documents that describe how various encryption algorithms are used for ESP.
e.g. using Blowfish, 3DES encryption alogorithm

5) Authentication Algorithm:

A set of documents that describe how various authentication algorithms are used for AH and for the authentication option of ESP.
e.g. using MMAC-SHA1, HMAC-MD5 hash algorithm 

6) Key Management:

Documents that describe key management schemes.
e.g. using Oakley/ISAKMP key management schemes

7) Domain of Interpretation (DOI):

Contains values needed for the other documents to relate to each other. These include identifiers for approved encryption and authentication algorithms, as well as operational parameters such as lifetime.
e.g. standard implementation of IPSec on different patform

IPSec Services

IPSec provides security services at the IP layer by enabling a system to select required security protocols, determine the algorithm(s) to use for the service(s), and put in place any cryptographic keys required to provide the requested services. Two protocols are used to provide security: an authentication protocol, Authentication Header (AH), and a combined encryption/authentication protocol designated by the format of the packet for that protocol, Encapsulating Security Payload (ESP). The services are as follows:

· Access control – ensure only authorized user can access the network access point e.g. client computer

· Connectionless integrity – ensure secure transfer of UDP packets through the LAN

· Data origin authentication – ensure IP packets send by authorized sender
· Rejection of replayed packets (a form of partial sequence integrity) – ensure packets is not reused for malicious purpose

· Confidentiality (encryption) – conceal original content of IP packets

· Limited traffic low confidentiality – provide end-to-end data transfer security 

Diagram 2

Security Associations (SA)

Before IP datagrams can be transmitted from one computer to another, a security association must be established between the two computers. A security association is a set of parameters that defines the common security services and mechanisms used to protect the communication e.g. keys and security properties 

A key concept that appears in both the authentication and confidentiality mechanisms for IP is the security association (SA). An association is a one-way relationship between a sender and a receiver that affords security services to the traffic carried on it. If a peer relationship is needed, for two-way secure exchange, then two security associations are required. Security services are afforded to an SA for the use of AH or ESP, but not both. A security association is uniquely identified by three parameters:
1) Security Parameters Index (SPI):

A bit string assigned to this SA and having local significance only. The SPI is carried in AH and ESP headers to enable the receiving system to select the SA under which a received packet will be processed.

2) IP Destination Address:

Currently, only unicast addresses are allowed; this is the address of the destination endpoint of the SA, which may be an end user system or a network system such as firewall or router.
Unicast – one sender to another one receiver data transmission (end-to-end) 

Multicast – one sender to multiple receivers data transmission 

3) Security Protocol Identifier:

This indicates whether the association is an AH or ESP Security association.


Authentication Header (AH)

The Authentication Header provides support for data integrity and authentication of IP packets. The data integrity feature ensures that undetected modification to a packet’s content in transit is not possible. The authentication feature enables an end system or network device to authenticate the user or application and filter traffic accordingly; it also prevents the address spoofing attacks observed in today’s Internet. Authentication Header consists of the following fields:

Diagram 3

Next Header (8 bits): Identifies the type of header immediately following this header.

Payload Length (8 bits): Length of Authentication Header in 32-bit words, minus 2. For example, the default length of the authentication data field is 96 bits, or three 32-bit words. With a three-word fixed header, there are a total of six words in the header, and the Payload Length field has a value of 4.

Reserved (16 bits): For future use only.

Security Parameter Index (32 bits): Identifies a security association.

Sequence Number (32 bits): A monotonically increasing counter value.
Authentication Data (variable): A variable-length field (must be an integral number of 32-bit words) that contain the Integrity Check Value (ICV), or MAC, for this packet.

Encapsulating Security Payload (ESP)

The Encapsulating Security Payload provides confidentiality services, including confidentiality of message contents and limited traffic flow confidentiality. As an optional feature, ESP can also provide the same authentication services as AH.

Diagram 4


An ESP packet contains the following fields:

Security Parameter Index (32 bits): Identifies a security association.

Sequence Number (32 bits): A monotonically increasing counter value; this provides an anti-reply function, as discussed for AH.

Payload Data (variable): This is a transport-level segment (transport mode) or IP packet (tunnel mode) that is protected by encryption.
Padding (0 to 255 bytes): This is used to expand the plaintext to the required length.
Pad Length (8 bits): Indicates the number of pad bytes immediately preceding this field.
Next Header (8 bits): Identifies the type of data contained in the payload data field by identifying the first header in that payload (for example, an extension header in IPv6, or an upper-layer protocol such as TCP).

Authentication Data (variable): a variable-length field (must be an integral number of 32-bit words) that contains the Integrity Check Value computed over the ESP packet minus the Authentication data field.
Combining Security Associations

An individual SA can implement either the AH or ESP protocol but not both. Sometimes a particular traffic flow will call for the services provided by both AH and ESP. Further a particular traffic flow may require IPSec services between hosts and, for that same flow, separate services between security gateways, such as firewall. In all of these cases, multiple SAs must be employed for the same traffic flow to achieve the desired IPSec services. The term security association bundle refers to a sequence of SAs through which traffic must be processed to provide a desired set of IPSec services. The SAs in a bundle may terminate at different endpoints or at the same endpoints:

Security associations may be combined into bundles in two ways:

Transport adjacency - Transport Mode

Refers to applying more than one security protocol to the same IP packet, without invoking tunneling. This approach to combining AH and ESP allows for only one level of combination; further nesting yields no added benefit since the processing is performed at one IPSec instance: the (ultimate) destination.

Directly encrypt the traffic between two hosts e.g. peer-to-peer 

Iterated tunneling – Tunnel Mode

Refers to the application of multiple layers of security protocols affected through IP tunneling. This approach allows for multiple levels of nesting, since each tunnel can originate or terminate at a different IPSec site along path.
Build “virtual tunnel: between subnets, which could be used for secure communication between two corporate networks  e.g. intranet / extranet


Key Management

The key management portion of IPSec involves the determination and distribution of secret keys. A typical requirement is four keys for communication between two applications: transmit and receive pairs for both AH and ESP. The IPSec Architecture document mandates support for two types of key management:

Manual:

A system administrator manually configures each system with its own keys and with the keys of other communicating systems. This is practical for small, relatively static environment.
Automated:

An automated system enables the on-demand creation of keys for SAs and facilitates the use of keys in a large distributed system with an evolving configuration.
The default automated key management protocol for IPSec is referred to as ISAKMP/Oakley and consists of the following elements:

Oakley Key Determination Protocol:

Oakley is a key exchange protocol based on the Diffie-Helman algorithm but providing added security. Oakley is generic in that it does not dictate specific formats.
Generates the actual keys that will be used to encrypt and decrypt the transferred data

Internet Security Association and Key Management Protocol (ISAKMP):

ISAKMP provides a framework for Internet key management and provides the specific protocol support, including formats, for negotiation of security attributes.
Centralizes security association management, reducing connection time.

Two phases of operations for Oakley/ISAKMP :

1. Establishes a secure channel between the two computers for the communication. It authenticates computer identities, and exchanges keying data to establish the shared, secret key the computers will use to encrypt and decrypt the data.

2. Establishes a security association between the two computers, which is passed to the IPSec driver, along with the shared key, on both the sending and receiving computers
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