CS164 – Chapter 7 – IPSec notes

Network traffic should safe from:

· Data modification whole en route

· Interception, viewing or copying when intercepted

· Being accessed by unauthenticated parties

TCP/IP protocol layer security: 

1. Application Layer – PGP (e-mail), SSL (browser)

2. Transport Layer – Kerberos (client / server)

3. Network Layer – IPSec

4. Physical Layer – wire shielding  

IPSec is a framework of open standards for ensuring private, secure communications over IP networks through the use of cryptographic security services, security protocol and dynamic key management. The goals are:

· To protect IP packets

· To provide a defense against network attacks

In-Depth Defense – data protection through private and public network and 

· Perimeter security – preventing attacks from outside private network e.g. firewall, secure routers (security gateways) & user authentication of dial-up access 

· User-access control security methods – protection against attack from within the networks e.g. user name and password

· IPSec end-to-end security model – protection when data crosses multiple networks (internet) – the sending computer encrypts the data prior transmission (before it ever reaches the network wires) and the receiving computer decrypts the data only after it has been received.

Security Associations (SA)

Before IP datagrams can be transmitted from one computer to another, a security association must be established between the two computers. A security association is a set of parameters that defines the common security services and mechanisms used to protect the communication e.g. keys and security properties 

Two phases of operations for Oakley/ISAKMP :

1. Establishes a secure channel between the two computers for the communication. It authenticates computer identities, and exchanges keying data to establish the shared, secret key the computers will use to encrypt and decrypt the data.

2. Establishes a security association between the two computers, which is passed to the IPSec driver, along with the shared key, on both the sending and receiving computers

