Chapter 6: Cryptography & Firewalls


Learning Objectives:

· To explain Cryptology, Cryptography & Cryptanalysis

· To Identify and explain Conventional Encryption Principles & Its Ingredients

· To explain Encryption And Decryption Techniques

· To explain Principles Of Firewalls

· To list and explain Different Types Of Firewalls

· To explain Data Access Model An Its Elements

CRYPTOLOGY, HASH FUNCTION AND MESSAGE AUTHENTICATION CODE (MAC)

Cryptology, Cryptography & Cryptanalysis

The following is the comparison between cryptology, cryptanalysis and cryptography:

Cryptology:

This is the study of secure communications, which encompasses both cryptography and cryptanalysis.
Cryptography:

This is the branch of cryptology dealing with the design of algorithm for encryption and decryption.

Cryptanalysis:

This is the branch of cryptology dealing with the breaking of a cipher to recover information.


Conventional Encryption Principles

Conventional encryption, also referred to as symmetric encryption or single-key encryption, was the only type of encryption in use prior to the introduction of public-key encryption in the late 1970s. The Conventional encryption has been used for secret communication by countless individuals and groups, from Julius Caesar to the German U-boat force to present-day diplomatic, military, and commercial users. It remains by far the more widely used of the two types of encryption.

 
A conventional encryption scheme has five ingredients:

1. Plaintext

This is the original message or data that is fed into the algorithm as input
2. Encryption Algorithm

The encryption algorithm performs various substitutions and transformations on the plain text.
3. Secret Key

The secret key is also input to the algorithm. The exact substitutions and transformations performed by the algorithm depend on the key.

4. Cipher text

This is the scrambled message produced as output. It depends on the plaintext and the secret key. For a given message, two different keys will produce two different cipher texts.
5. Decryption Algorithm
This is essentially the encryption algorithm run in reverse. It takes the Cipher text and the same secret key and produces the original plaintext.

e.g. DES – Data Encryption Standard

There are two requirements for secure use of conventional encryption: 

1. We need a strong encryption algorithm. At a minimum, we would like the algorithm to be such that an opponent who knows the algorithm and has access to one or more ciphertexts would be unable to decipher the ciphertext or figure out the key. This requirement is usually stated in a stronger form: The opponent should be unable to decrypt ciphertext or discover the key even if he or she is in possession of a number of ciphertexts together with the plaintext that produced each ciphertext. 

2. Sender and receiver must have obtained copies of the secret key in a secure fashion and must keep the key secure. If someone can discover the key and knows the algorithm, all communication using this key is readable.

There are two general approaches to attacking a conventional encryption scheme.

The first attack is known as cryptanalysis

Cryptanalytic attacks rely on the nature of the algorithm plus (perhaps) some knowledge of the general characteristics of the plaintext or even some sample plaintext-ciphertext pairs. This type of attack exploits the characteristics of the algorithm to attempt to deduce a specific plaintext or to deduce the key being used. Of course, if the attack succeeds in deducing the key, the effect is catastrophic: all future and past messages encrypted with that key are compromised.
The second method, known as the brute-force attack

This is to try every possible key on a piece of ciphertext until an intelligible translation into plaintext is obtained. On average, half of all possible keys must be tried to achieve success.
Secure Hash Function

An essential element of most authentication and digital signature schemes is a secure hash function. A hash function accepts a variable-length message M as input and produces a fixed size hash code H(M), sometimes called a message digest, as output. A hash value is generated by a function H of the form.

h = H(M)

M is a variable-length message, and H(M) is the fixed-length hash value. 
To be useful for message authentication and digital signature, a hash function H must have the following properties:
1. H can be applied to a block of data of any size. 

2. H produces a fixed-length output. 

3. H(x) is relatively easy to compute for any given x, making both hardware and software implementations practical. 

4. For any given code m, it is computationally infeasible to find x such that H(x) = m. 

5. For any given block x, it is computationally infeasible to find y not equal to x such that H(y) = H(x). 

6. It is computationally infeasible to find any pair (x, y) such that H(x) = H(y). 

A one-way hash function:
· Takes variable-length input - a message of any length, even thousands or million of bits - and produces a fixed-length output e.g. 160 bits

· It ensures that, if information is changed in any way - even by just one bit - an entirely different output value is produced
The result of applying a hash function is varyingly call:
· Hash value

· Message digest

· Checksum

Examples:

· SHA-1 (Secure Hash Algorithm) for US DSA (Digital  Signature Standard)

· MD4 (Message Digest 4 - not that strong)

· MD5 (standard choice in Internet protocols)

· RIPE-MD


IF calculated message digest = received message digest THEN


The sender is valid and the message is valid

Message Authentication Code (MAC)

Message authentication is a procedure that allows communicating parties to verify that received messages are authentic. The two important aspects are to verify that the contents of the message have not been altered and that the source is authentic.
The message authentication code (MAC) is a widely-used technique for performing message authentication, and one MAC algorithm has emerged as the Internet standard for a wide variety of applications: HMAC (Keyed-Hash Message Authentication Code)

A MAC algorithm involves the use of a secret key to generate a small block of data, known as a message authentication code that is appended to the message. 

This technique assumes that two communicating parties, say A and B, share a common secret key K. When A has a message to send to B, it calculates the message authentication code as a function of the message and the key. The message plus code are transmitted to the intended recipient. 

The recipient performs the same calculation on the received message, using the same secret key, to generate a new message authentication code. The received code is compared to the calculated code. 

If we assume that only the receiver and the sender know the identity of the secret key, and if the received code matches the calculated code, then: 

· The receiver is assured that the message has not been altered. If an attacker alters the message but does not alter the code, then the receiver's calculation of the code will differ from the received code. Because the attacker is assumed not to know the secret key, the attacker cannot alter the code to correspond to the alterations in the message.

· The receiver is assured that the message is from the alleged sender. Because no one else knows the secret key, no one else could prepare a message with a proper code.

· If the message includes a sequence number (such as is used with X.25, HDLC, and TCP), then the receiver can be assured of the proper sequence, because an attacker cannot successfully alter the sequence number. 

Typical usage
A pizza restaurant that suffers from attackers that place bogus orders may insist that all its customers deposit a secret key with the restaurant. Along with an order, a customer must supply the order's HMAC digest, computed using the customer's secret key. The restaurant, knowing the customer's secret key, can then verify that the order originated from the stated customer and has not been tampered with.
FIREWALLS  AND DATA ACCESS  MODEL OF DBMS

Firewalls
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The term "fire wall" originally meant, and still means, a fireproof wall intended to prevent the spread of fire from one room or area of a building to another. The Internet is a volatile and unsafe environment when viewed from a computer-security perspective; therefore "firewall" is an excellent metaphor for network security.


Network without firewall

Problems:

· Direct attack through the weakest host

· Stealing ligitimate’s user accounts

· Replacing system software with modified (doctored) copy

· System administration :

· Difficult to protect 

· Difficult to detect any intruder


Network with firewall

Firewalls are systems (e.g. computer, routers) to control the traffic between the local and the global network. The task is to increase the client and server security by 

· Screening the traffic 

· Restrict the hosts 

· Restricting the applications/protocols 

Restrictions involve requests from local clients to outside servers, as well as outside clients to local servers. 

Principles Of Firewalls

The following are the four general techniques that firewalls use to control and enforce the site’s security policy. Originally, firewalls focused primarily on service control, but they have since evolved to provide all four:

1) Service Control:

Determines the types of Internet services that can be accessed, inbound (incoming) or outbound (outgoing)
2) Direction Control:

Determines the direction in which particular service requests may be initiated and allowed to flow through the firewall.
3) User Control:

Controls access to a service according to which user is attempting to access it.
4) Behavior Control:

Controls how particular services are used. For example, the firewall may filter e-mail to eliminate Spam, or it may enable external access to only a portion of the information on a local Web server.
Types Of Firewalls

The following are the three common types of firewalls:


1) Packet filters:

A packet-filtering router applies a set of rules to each incoming IP packet and then forwards or discards the packet.

2) Application-level gateways:

An application-level gateway also called a proxy server, acts as a relay of application-level traffic.

3) Circuit-level gateways:

Circuit-level gateway can be a stand-alone system or it can be a specialized function performed by an application-level gateway for certain applications.
Data Access Model An Its Elements

A general model of access control as exercised by a file or DBMS is that of an access matrix. 
The basic three elements of that model are:

Subject

Subject is an entity capable of accessing objects. Generally, the subject equates with that of process. Any user or application actually gains access to an object by means of a process that represents that user or application.

Object

Object is anything to which access is controlled. Examples include files, portions of files, programs, and segments.
Access Right

This is the way in which a subject accesses an object. Examples are read, write, and execute.
e.g. banking system

Subject – Branch Manager, Customer, Staff

Object – customer account, monthly report, saving application

Access right: – 

· Branch Manager only can access monthly report

· Customer only can access his/her account

· Staff can access saving application 
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