	Packet Filtering

Filters incoming IP packets based on several screening rules which again are based on information transmitted on IP level (IP address of sender, IP address of receiver, protocol that is used (e.g. TCP,UDP), as far as this can be decided based on IP envelope information) 
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It is a firewall approach that validates connections before allowing data to be exchanged.

The firewall doesn't simply allow or disallow packets but also determines whether the connection between both ends is valid according to configurable rules, then opens a session and permits traffic only from the allowed source and possibly only for a limited period of time. Whether a connection is valid may for examples be based upon:

· Destination IP address and/or port 

· Source IP address and/or port 

· Time of day 

· Protocol 

· User 

· Password 

Every session of data exchange is validated and monitored and all traffic is disallowed unless a session is open.

Application-level gateways

Acts as a proxy for applications, performing all data exchanges with the remote system in their behalf. This can render a computer behind the firewall all but invisible to the remote system.

It can allow or disallow traffic according to very specific rules, for instance permitting some commands to a server but not others, limiting file access to certain types, varying rules according to authenticated users and so forth. It can check for Telnet, Rlogin, FTP, HTTP/Web or NNTP/Usenet news.
 It may also perform very detailed logging of traffic and monitoring of events on the host system, and can often be instructed to sound alarms or notify an operator under defined conditions.
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