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Chapter 5 :Handling An Attack

Learning Objectives

· To list and explain Phases Of Response Plan

· To explain Password File Protection

· To list and explain Password Selection Strategies

· To Identify Different Types Of Malicious Programs

· To explain The Nature Of Viruses

· To explain Types Of Viruses

Structure Security Team to handle an attack?

A good way to provide a general response plan for an attack is to decide not who will handle a specific task but what are the most important tasks at specific times. Then you can plan for specific situations and assign roles and backups appropriately.

The following section explains the phases of a response plan that works for many circumstances:

7 Phases Of Response Plan

1) Confirming the attack:

In this phase, it is confirmed that the network is in a dangerous situation and an emergency is declared throughout the network.
2) Attack Response Preparation:

In this phase, the attack is confirmed and all the available team members get ready to begin an investigation.
3) Lockdown:

In this phase, it is identified how, when and from where the attacker penetrated the system. 




4) Stabilization:

In this phase, attacker is blocked, and he may respond. 

5) Cleanup:

In this phase, you try to make sure that attacker has no further access to the network.
6) Restart:

In this phase, all attacker entry systems are believed to be close and all compromised systems are rebuilt and tested.
7) Monitoring:

In this phase, it is assured that all problems are resolved but Response team still monitors the network a little longer.
Password File Protection

A system must maintain a file that associates a password with each authorized user. If such a file is stored with no protection, then it is an easy matter to gain access to it and learn passwords. The password file can be protected in one of the following two ways:
1) One-way encryption
The system stores only an encrypted form of the user’s password. When the user presents a password, the system encrypts that password and compares it with the stored value
2) Access control

Access to the password file is limited to one or a very few accounts.
Password Selection Strategies:
The effective strategy would be to force users to select passwords that are difficult to guess. Our goal, then, is to eliminate guessable passwords while allowing the user to select a password that is memorable. Four basic techniques are in use:

1) User Education

Users can be told the importance of using hard-to-guess passwords and can be provided with guidelines for selecting strong passwords. PROBLEM - This user education strategy is unlikely to succeed at most installations, particularly where there is a large user population or a lot of turnover. Many users (mistakenly) believe that reversing a word or capitalizing the last letter makes a password unguessable.

2) Computer-generated passwords

Computer-generated passwords also have problems. PROBLEM - If the passwords are quite random in nature, users will not be able to remember them. Even if the password is pronounceable, the user may have difficulty remembering it and so be tempted to write it down. In general, computer generated password schemes have a history of poor acceptance by users.

3) Reactive Password Checking

A reactive password-checking strategy is one in which the system periodically runs its own password cracker to find guessable passwords. The system cancels any passwords that are guessed and notifies it to the user. PROBLEM - This tactic has a number of drawbacks, for example, any existing passwords remain vulnerable until the reactive password checker finds them.

4) Proactive Password Checking

The most promising approach to improved password security is a proactive password checker. In this scheme, a user is allowed to select his own password. However, at the time of selection, the system checks to see if the password is allowable and, if not, rejects it. Such checkers are based on the philosophy that, with sufficient guidance from the system, users can select memorable passwords from a fairly large password space that are not likely to be guessed in a dictionary attack.
Malicious Programs

The following figure provides an overall taxonomy of software threats, or malicious programs. These threats can be divided into two categories: those that need a host program, and those that are independent.
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1) Trap Door:

A ‘trap door’ is a secret undocumented point in a program. It is used to grant access without normal methods of access authentication.
2) Logic Bomb:

This is a program that checks for a certain set of conditions to be present in the system. When the conditions are met, it executes and performs unauthorized actions.


3) Trojan Horse:

This is a program that contains additional hidden function. It tends to exploit authorization or security.
4) Virus:

This is a program that causes a copy of itself to be inserted in one or more other programs. The virus usually performs some unwanted function.
5) Bacteria:

This is a program that consumes system resources by replicating itself.

6) Worm:

A program that replicates itself and sends copies from computer to computer across network connections. On arrival, the worm may be activated to replicate and propagate again.


Examples of program logic

Trap Door

If user id = 313 and pwd = 313 then open Server-Admin Module
Else open User-Checking Module
User-Checking Module

If user-id is valid in database and pwd is valid in database then open Server-Admin Module

Server-Admin Module

Can do anything to manage the network resources

Logic Bomb

If time = 1.00 pm and date = 1/4/06 then pop up msg “April Fool”

Trojan Horse

e.g. clicking “britney-spears-wedding-clip.mpeg” will fool people into thinking it’s a video. But it carries dangerous cargo e.g. format drive C and overwrite every file.  

Virus

If the infected file is executed then

Erase every .exe file

If the new file does not has a Melisa virus signature then

Attach Melisa virus at the beginning of the new file

Signature – method of spreading

Bacteria

I

f the size of drive C s not equal with zero then

Copy myself into drive C

OR 

Copy myself into drive C until the size = 0

Worm

Copy myself into drive C until the size = 0

If size = 0 then

Send myself to the next computer though the network

The Nature of Viruses

A virus can do anything that other programs do. The only difference is that it attaches itself to another program and executes secretly when the host program is run. Once a virus is executing, it can perform any function, such as erasing files and programs. During its lifetime, a typical virus goes through the following four stages:

1) Dormant Phase

The virus is idle. The virus will eventually be activated by some event, such as date, the presence of another program or file, or the capacity of the disk exceeding some limit. Not all viruses have this stage.

2) Propagation Phase

The virus places an identical copy of itself into other programs or into certain system areas on the disk. Each infected program will now contain a clone of the virus, which will itself enter a propagation phase.

3) Triggering Phase

The virus is activated to perform the function for which it was intended. As with the dormant phase, the triggering phase can be caused by a variety of system events, including a count of the number of times that this copy of the virus has made copies of itself.
4) Execution Phase

The function is performed. This function maybe harmless, such as a message on the screen; or damaging, such as the destruction of programs and data files.

Simple virus replicator task:

1. Open new file

2. Check if the executable file has already been infected ( if it is, return to the finder module)

3. Append the executable’s starting point

4. Change the executable’s starting point so that it points to the start location of the newly copied virus code

5. Save the oldest location to the virus in a way so that the virus branches to that location right after its execution

6. Save the changes to the executable file

7. Close the infected file

8. Return to the finder so that it can find new files for the replicator to infect

Types of Viruses

There has been a continuous arms race between virus writers and writers of anti-virus software since viruses first appeared. As effective countermeasures have been developed for existing types of viruses, new types have been developed. 
The following categories are being among the most significant types of viruses:
1) Parasitic Virus

This is a traditional and still most common form of virus. A parasitic virus attaches itself to executable files and replicates, when the infected program is executed, by finding other executable files to infect.

2) Memory-resident Virus

Lodges in main memory as part of a resident system program. From that point on, the virus infects every program that executes.

3) Boot Sector Virus

Infects a master boot record or boot record and spreads when a system is booted from the disk containing the virus.

4) Stealth Virus

A form of virus explicitly designed to hide itself from detection by anti-virus software.
5) Polymorphic Virus

This is a virus that mutates with every infection, making detection by the “signature” –  of the virus impossible.
Examples of program logic

Parasitic Virus
If the infected file is executed then

Erase every .exe file

If the new file does not has a Melisa virus signature then

Attach Melisa virus at the beginning of the new file

Memory-resident Virus
If the infected file is executed then

Erase every .doc files

Copy myself into the main memory

If the new executed file doesn’t has my signature then

Attached my self into the new executed file

Boot Sector Virus
Diskette infection

If the new diskette doesn’t has my signature then

Copy myself into the new diskette 

Drive c infection

If the new drive c doesn’t has my signature then

Copy myself into C:/Program File

If user executed myself then

Pop up msg “ You are fool!!”

Stealth Virus
Method to avoid detection;

· The “last modified “ date of a host file stays the same when the file in infected by the virus

· Can infect file without increasing their sizes or damaging the files

· Forcefully fill the tasks associated with the virus before it can detect them 

Polymorphic Virus

Method of mutation

· Use encryption under various keys to make the stored form of virus different

· Randomly intersperses harmless instructions throughout its code e.g. add zero to a number, jump to the next instruction

To avoid detection, not every copy of the virus has to differ from every other copy
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