Chapter 4: Monitoring & Auditing The Network

Learning Objectives:

System Monitoring and Logging

· Goals Of A Monitoring System

· Understanding Commensurate

· The Shape Of A Logging System

· What To Log?

· Logging Mechanisms and its key components

· Discuss Pros & Cons of Different Logging Mechanisms

· Log Management and Log Analysis

Security Audit

· Understanding Audit

· Areas Of Audit and Types Of Audit

· What Should Be The Audit Measure

· Who Should Do The Audit & Their Strength And Weaknesses

· Understanding What You Should Expect From Auditor

· Understanding What Auditor Should Expect From You

System Monitoring and Logging

Goals Of A Monitoring System

Reduce the likelihood of an attack going unlogged to as close to zero as is affordable.

Increase the likelihood that the events logged for an attack will be recognized as an attack to as close to 100 percent as affordable.

Commensurate - Corresponding in size or degree or extent

Commensurate is the word used to describe the relationship between the cost of what is being protected and the cost of the security system protecting it.
The Shape Of A Logging System

What enables an attacker to tamper with logs? From an attacker perspective, there are two types of entries to worry about:

· Entries that have already been made.

· Entries that will be made at some point in future.

Logs should not be accessible to an attacker. 
Following mechanisms can deny access to logs:
· The logs are kept on a separate machine.

· The logs are encrypted.

· The logs are stored in a write-only fashion.

· The logs are stored on a multiple places.

What To Log?

· The network should log any events necessary to detect known attack patterns.

e.g. receiving huge amount of packets through the firewall 

· The network should log any events necessary to detect unusual patterns to access.

e.g. failed attempt of logging during odd hours

· The network should log information about the continued trustworthiness of the logging system.

e.g. logging process activities of the servers

Logging Mechanisms & its key components

While knowing what to log, we should think about the mechanisms for implementing an organization-wide logging system.
Syslog

This is the most common logging mechanism in the TCP/IP world. 
It is compatible with all kind of systems, for example, Windows 95/98/NT & Unix.
Three key components of Syslog are:


1) 
5.1.1.1.1.1.1.1.1 Syslog Daemon

This is the program that runs in the back ground on all machines using Syslog. It serves several purposes:
· It collects messages from Syslog-enabled programs on the machine hosting it and files them according to its Ruleset.

· It collects certain messages from the system that is not Syslog enabled (such as kernel messages regarding start-up and some device problems) and files them as Syslog messages.

· It listens to the Syslog port for messages and files them according to their Ruleset.
2) Syslog Ruleset

This file contains directives to the Syslog daemon that determine where various types of messages should be logged. Choices for logging are typically limited:

· Put a message into a file

· Log a message to another machine via UDP (User Datagram Protocol)

· Write a message to a system console

· Write a message to all logged-in users

3) Syslog-Enabled Programs

Because, Syslog is a standard facility in Unix, many Unix programs have calls to Syslog built into them. This enables them to log various activities to the local Syslog daemon, which can in turn forward them to the central logging server if configured to do so. 

Syslog id the primary logging mechanism for most Internet related equipment. Routers are generally configured to Syslog their status, for example. This is both helpful and a problem at the same time.

Pros and Cons of Syslog


Pros

· Universally available It is free
· Standard Implementation . Easy to learn and implement

· Available from non-programmable devices. Can run on multiple devices

· Is a read-only logging mechanism

Log only can be appended, avoid log modification by un-authorized user

Cons

· Unauthenticated Protocol, can be spoofed

e.g. hacker can use this protocol to cause break in without being noticed by system administrator

Spoof: To capture, alter, and retransmit a communication
stream in a way that misleads the recipient. As used by hackers,
refers especially to altering TCP/IP packet source addresses or
other packet-header data in order to masquerade as a trusted
machine

· Unencrypted transmissions can be eavesdropped by attackers. Log message is not secure.

· Unreliable UDP transmission mechanism. Not all Syslog messages reach their intended destination even without attack
SNMP

Another major logging mechanism is SNMP – Simple Network Management Protocol. It is a more recent development than Syslog. It was developed for controlling routers remotely. Now its use has been extended to general-purpose computing devices as well. 

It is an application layer protocol that facilitates the exchange of management information between network devices. It is part of the Transmission Control Protocol/Internet Protocol (TCP/IP) protocol suite. SNMP enables network administrators to manage network performance, find and solve network problems, and plan for network growth. 

A set of protocols for managing complex networks. The first versions of SNMP were developed in the early 80s. SNMP works by sending messages, called protocol data units (PDUs), to different parts of a network. SNMP-compliant devices, called agents, store data about themselves in Management Information Bases (MIBs) and return this data to the SNMP requesters.

An SNMP-managed network consists of three key components: managed devices, agents, and network-management systems (NMSs).

A managed device is a network node that contains an SNMP agent and that resides on a managed network. Managed devices collect and store management information and make this information available to NMSs using SNMP. Managed devices, sometimes called network elements, can be routers and access servers, switches and bridges, hubs, computer hosts, or printers.

An agent is a network-management software module that resides in a managed device. An agent has local knowledge of management information and translates that information into a form compatible with SNMP.

An NMS executes applications that monitor and control managed devices. NMSs provide the bulk of the processing and memory resources required for network management. One or more NMSs must exist on any managed network.

Pros and Cons of SNMP


Pros

· Universally available

· Future Mechanism

Cons

· Weakly unauthenticated protocol

· Attacker can eavesdrop on unencrypted transmissions

· Unreliable UDP-based transmission mechanism

· Primarily intended as a polling protoco9l rather than a reporting protocol

· Can allow read/write access to device

· Requires additional integration into system software

Log Management

Log Management is the process of making sure that the logging system is stable and useful over the long run. For Example: Syslog Daemon is generally configured to write Syslog messages into one or more files. These files will continue to grow in size until all available disk space on the machine is exhausted. Even if it has not happened yet, searching through the Syslog files will become increasingly slow as the files grow in size.

Log Analysis

Log Analysis is the procedure to store the data retrieved from the network, in the form of useful information that can be used later. The logging system should be able to handle the following regimes properly:

1) 
Short-term patterns

Short-term patterns have importance right now. Many network attacks fall into this category, as do imminent failure situations such as the router power and supply failure.
e.g. power failure – it happen all of sudden, without prior notice, it can happen for few seconds to few hours

2) Medium-term patterns

Medium-term patterns require some context for understanding. Some actions are not attacks if done only once, such as access to a public Web server. But repeat that same action a million times in the course of a day, and it is quite likely to be an attack. Denial-of-service are usually medium-term patterns.
e.g. DoS attack – before it can attack the system, it already happen for few hours or few days

3) Long-term patterns

Long-term patterns are w
here you will find evidence of very subtle attacks, as well as information regarding operational issues such as capacity planning.

e.g. Salami attack – it has been planned for a long time, it takes few months or few years to affect the system

Security Audit

Why Auditing is required?

An audit keeps you honest, even if you have no deliberate intention of being dishonest.
To maintain employees’ honesty 

Areas of Audit

There are many typical areas in Network that can be audited, such as:

· Network Design e.g. topology layout specification
· Network Implementation e.g. device specification
· Host Systems Architecture e.g. hardware specification
· Host Security e.g. log files specification
· Physical Security e.g. security guide procedure

· Disaster Recovery e.g. backup procedure


· Process and Procedures e.g. change password procedures
· Response time for problem resolution e.g. implementation procedure
· Emergency Response e.g. contingency plan

· Off-hours Response e.g. implementation procedure
Types of Audit

1. Zero-Knowledge Penetration: 





The auditor only knows the target.
The auditor must gather every other bit of information used for penetration.
2. Partial-Knowledge Penetration:



The auditor already knows a lot about the target.
3. Full-Knowledge Penetration: 

Involves an attacker with a map of network, passwords and any other advantage you can give him. 

4. Zero-Effect Penetration: 

Restricting Auditor from using any attack that will modify the target systems or that will degrade the service of target systems. 
5. Full Penetration:

Auditor is allowed to modify the system, to prove that penetration is possible, no matter what the cost to the target.

6. No-Holds-Barred Penetration:

Any technique that could be used by the attacker is permissible.
Who Should Be The Audit Measure?

The goal of a serious audit should be to reveal interesting and comprehensive information about the security of your network.
Serious Audit

Some audits are not serious but are done as a matter of due diligence. An example might be an audit that is required by a business partner as a prerequisite to doing business.
e.g. audit that is compulsory – for business partners, customer or government

Interesting

The results of an audit are only interesting if you didn’t know them beforehand. Paying someone to tell you about holes that you already know about is good for the auditor but not much good for you.

e.g. audit done to identify cause of unfamiliar or new problems that never occur before – such as for new version hardware or software that just been installed

Comprehensive

You not only want to know what is wrong with the security of your network, you want to know everything you possibly can about it. The more interesting facts an auditor can reveal to you, the better off you are.

e.g. to know all the details about Salami attack that occur at the company

Security of your Network

A security audit is an audit of your security, not of your router performance or your skill in disk partition management.
e.g. checking on the process and procedure practice of the network 

Who Should Do The Audit?

The selection process of an auditor can vary greatly, depending on the network being audited and your concerns about the security of that network. The following are some examples:


Independent Consultants

These are the most numerous of your choices for auditors. A concern with independents is that the ones who really know what they are doing also tend to be the ones with friends on the “dark side”. 

There is a great deal of risk in using them as they may leak out the company information, while having casual conversation with outsiders.

Hiring independent consultants should therefore involve practices similar to hiring a security employee, even more stringent ones. If possible, Non-disclosure agreements, background checks, character interviews and references are an important part of this process.

Pros

· Relatively easy to find e.g. there are many consulting firm available to choose from
· Can be very cost effective e.g. payment on contract basis
· Some significant talent is available e.g. some consultant are specialized in their own field, very skillful with vast of experience 

Cons

· Quality varies widely e.g. depends on their standard practice

· Trustworthiness can become an issue e.g. depends on their purpose of doing business 

· Consistency and audit standards are difficult to guarantee

· May be an attacker in disguise

· May be informal channel to attackers

Select consultant that is well establish with have good track records 

Security Firms

A security firm is a company that specializes in security issues. They may be a collection of consultants, but more often their audit group is an offshoot of a larger, security-related business.

e.g. security guide, ethical hacking, project management

Using security firms can give you access to top-notch talent, but you must be careful if you don’t want the results of your audit to become part of that group’s statistics collection process. (Typically, groups that do this are very good about anonymizing such information, however.)

e.g. they are very professional and they will include their finding from your company in their statistic for comparison of performance 


Pros
· This is their core business, so quality tends to be high
· They have probably gone through the background checks for you. And if they haven’t, that tells you something about the firms e.g. ensure your company have good financial record and do business legally

· They are probably up-to-date on the latest problems. And if they haven’t that tells you something else about the firm e.g. always update themselves with latest issue of audit and network security
Cons

· Often oversubscribed e.g. do extra audit that are not necessary for your company

· Moderately expensive e.g. they can charge you higher for their high quality auditing standard
Audit Houses


These would be one of the top-auditing firms
. Some are developing groups for in-depth security auditing.


Pros

· Highly detailed reporting

· Strong on methodology

Very systematic, thorough auditing with complete and clear documentation

Cons

· Auditing methodology may not be flexible enough to tell you what you want to know

· May not be as technically sophisticated as you need

· Likely to be extremely expensive

Sometimes they only specialized in some area with strict and limited methodology

What You Should Expect From The Auditor?

Professionalism - Does his work with integrity 

Your auditor should conduct himself or herself with the highest level of professionalism.
Caution – Safety

An audit should never involve any physical danger to the auditors, to the network or machines being audited, or to any people involved.
Full Disclosure – Clarify audit activities

Some aspects of a security audit involve some odd behavior on the part of the auditor. Your auditor should explain to you in the beginning of what he intends to do; and a written sanction should be given, before he does anything even slightly unusual.
Well-Written Report and Thorough Presentation – A must !

An auditor should create a well-thought-out report that is understandable and presents well justified conclusions.
Assurance That Your Data Will Be Treated Correctly – No abuse of data intention, it used for the auditing purpose

Before the audit begins, you and the auditor should come to document understanding about the storage, use, and disposition of any data, direct or derived, that is a result of the audit process.
Strict Confidentiality - Privacy and confidentiality agreement

The auditor and his employer should hold any information pertaining to your audit, even anecdotal information, in the strictest confidence.
What The Auditor Should Expect From You?

“Safe-Conduct” Letter – contract letter about the audit service

You are paying the auditor to test certain parts of your security. In order to ensure this, the auditor has every right to demand a written statement absolving him of blame for whatever you and he have agreed to allow.
Sensible Behavior – respect the auditor

Every security auditor has had the experience of being followed around the building by an employee who did his best to warn co-workers that an audit was in progress. If you are paying an auditor to reveal interesting facts about your security, you should agree with her in advance as what is off limits and then let her go about her work unmolested.
Commitment Follow-Up – provide full cooperation to the auditor
No matter, how much advance warning is given, auditors rarely come away from an audit with all the information or access they were promised. If you say that you will mail the security policy next week, then you need to do so.

Minimum Last-Minute Changes – any changes should be agreed upon 

Some changes are inevitable, but by the time the auditor shows up at your door, you will have gone through a long and possibly painful negotiation as to the scope and duration of your audit. A last-minute major change in expectations should also be accompanied by a willingness to renegotiate the pricing of the audit.

Political Independence – audit for the purpose of effectives and efficiency only

If you are interested in conducting a serious audit, then the auditor should not be a weapon against your enemies in another department. The auditor cannot be expected to take part in internal politics of your organization, and attempting to have him to do so only reduces the value of the audit.




































