CS164 – Chapter 4 Extra Reading Notes

Logging and Monitoring

Server can create a variety of logs recording system events, and the need for administrators to review or analyze these logs for significant events, that require either corrective action or further investigation. 

Syslog Concepts

Syslog is designed to make an administrators life easier by centralizing the logs from many devices or systems on the network. With all of these logs in one place administration is simplified; monitoring, archival and compliance can be addressed easily from one repository. All logs from all hosts can be monitored for critical (or warning or whatever) messages. Host failures will not lose the logs and they won't be lost if the original host catches fire. If necessary a policy can be put in place to archive the logs for a set time period, possibly for compliance reasons. 

UNIX System Logging

Every program that creates logs, has a choice of writing directly to it's own log file or logging through the syslogd service. When the syslogd service is used, output from various programs can be merged and split in various ways and can be saved on the local machine or sent to a central log server. The administrator can control how any type or seriousness of message is handled. The same log entry can be routed to more than one destination or printed to a local or remote printer. Different actions can be taken based on the origin and seriousness of a log entry, which may range from discarding the entry to simply saving it to disk in the appropriate log. More serious log entries can be sent to the system console, to all logged in users, to a printer, to e-mail, to web pages, or to a pager or any combination of these. 

UNIX log files are almost always text files. As text files, all of UNIX's scripting and text manipulation utilities can be used to examine and analyze the contents of the log files. The ability to examine, manipulates, select, and or summarize information, in a structured text file. UNIX logs can be routed to virtually any destination, the analysis and response can be performed anywhere. 

Logs should be very detailed, but administrators should only need to look at interesting events in the logs. This can only occur if detailed logs are filtered and analyzed before being presented to an administrator. 

Log files can be automatically analyzed for anything that may be of concern. Other examples could include excessive failed login attempts, odd hour logins, excessive CPU, disk or file transfer use by any users, unusual system load averages, etc. 

Syslog Daemon

It's THE system event logger. A multitude of important information is generated between a system’s 
daily processes; examples are changed passwords, failed login attempts, connections from the Internet, and system reboots. If each program kept its own logs, they would be very difficult to locate and manage. Syslog solves this problem by centralizing control of system logging. 

Example - Here's a portion of a(n edited) log on the isp, and what each part means: 

Jun 19 19:03:26 ice in.telnetd[13244]: connect from ug01-10.brandon.edu 
Jun 19 19:07:14 ice in.telnetd[13317]: connect from ug06-19.brandon.edu 
Jun 19 19:09:45 ice in.telnetd[13381]: connect from ug02-02.brandon.edu 
Jun 19 19:11:07 ice in.cfingerd[13451]: connect from jeeves 
 -------------  ---  --------  -----    -------------------------------- 
      (1)       (2)     (3)     (4)                   (5) 

(1) Date/Time of the logged information           Jun 19 19:13:45 
(2) The system the message originated from     ice 
(3) The process the message originated from     in.telnetd 
(4) The ID of the originating process                13550 
(5) The actual system message                           connect from... 

Severity levels are used in messages to rate their importance and the kind  of information they contain. The standard severity levels are: 

        emerg                   panic situtations 
        alert                     urgent situations 
        crit                       critical conditions 
        err                        error situations 
        warning                warning messages 
        notice                  unusual conditions 
        info                      informational messages 
        debug                   for debugging 

Syslog facility names

Facility names tell the general class of program that is generating the message. These are some of the more commonly used facility names, although there are more: 

        kern                    the operating system 
        user                    user processes 
        mail                    the mail system  
        auth                    user authentication 
        daemon              system daemons (ie ftpd, telnetd) 
        syslog                 syslog internal messages 
        lpr                      file printing 
        local0-7              local classifications 

Syslog actions

Actions are things that Syslog will do in response to certain events. The most obvious action is logging  to a file, for example, but Syslog is capable of much more: 

        <filename>                Logs information to the file 
        <username>              Logs information to the user's screen 
        @<system>                Logs information to another system 
        *                                 Logs information to everyone's screen 

Configuration file

The configuration file has several entries, which tell Syslog what action to perform in the case of different events. The format for a log entry is: 

               lpr.err                  /var/adm/lpd-errs 
        <facility>.<severity>               <action> 

 This example can be read as, "if the printer sends a message of severity level err[or] or above, log it to the file /var/adm/lpd-errs".

While logs will give you an indication of what has been recorded, the configuration file can tell you what will be recorded. 

Modifying a log 

Syslog are normal textfiles which may be opened in any text editor. Entries may be deleted by editting them out, or added the same way. None of this will affect the operation of Syslog. Syslog looks at an event message, uses its configuration file to decide where the message should go, and appends it there. Typically only the root account has permission to modify the logs. 

Logs Security

Any user can add an entry to a logfile under any facility or program name, casting doubt on what is 
recorded. It's even possible for a non-user to add bogus information in some cases. If a hacker actually succeeds in entering a system, they could erase all traces of themselves, or frame someone else. And there's always the possibility of an unscrupulous system administer doctoring fake logs to use against something they don't like. Syslog just doesn't take any of these trust issues into account, and is just too easy to manipulate. 

General log security

The default file permissions on the log files are usually read / write for root, and nothing for anyone else. The only user able to modify the logs will be the root user (and if someone cracks the root account all bets are off). Set the log files to append only. This will prevent any deletion / modifications to the log files unless root unsets the append only attribute first. 

Adding a log entry

There's a command just for this purpose called "logger", and any user can use it to add an entry into the system logs. Here's the usual syntax: 

        logger -p <facility>.<severity> -t <tag> -i <message> 

   -p specifies a priority level. If none is given then user.notice is selected, which probably won't be logged. 

   -t specifies an identity for the source. If none is given then your user name is selected by default. 

   -i specifies whether or not to include a process id. Most systems log process ids, however check your system to be sure. 

  For example: 

        logger -p daemon.alert -t in.telnetd -i connect from jericho 

  Would generate a log message like: 

        Jun 19 19:13:45 ice in.telnetd[13550]: connect from jericho 

Centralized System Logging

Ability of syslog is to log messages to a remote host running syslog. Since you can define multiple locations for syslog messages (i.e. send all kern messages to the /var/log/messages file, and to console, and to a remote host or multiple remote hosts) this allows you to centralize logging to a single host and easily check log files for security violations and other strangeness.

Examples

Logging in the simplest form.

source s_all { internal(); pipe("/proc/kmsg"); unix-stream("/dev/log"); };

source d_file { file("/var/log/messages"); };

log { source(s_all); destination(d_file); }

Using the macros defined by syslog-ng create a unique file for every facility. Use of the other macros can create directories and files based on date. Notice also that a single source is sent to multiple destinations. 

source s_all { internal(); pipe("/proc/kmsg"); unix-stream("/dev/log"); };

destination d_file { file("/var/log/$FACILITY.log"); };

destination d_date { file("/var/log/$YEAR/$MONTH/$DAY/$FACILITY.log" create_dirs(yes) ); };

log { source(s_all); destination(d_file); destination(d_date); };

This example shows how to setup the system logging to send everything to a central host at 192.168.0.1 Hopefully it's listening and has nice rules for processing setup. 

source s_all { internal(); pipe("/proc/kmsg"); unix-stream("/dev/log"); };

source d_net { udp( "192.168.0.1" ); }

log { source(s_all); destination(d_net); }

The standard log files that are usually defined in syslog.conf are:

/var/log/messages

/var/log/secure

/var/log/maillog

/var/log/spooler

The first one (messages) gets the majority of information typically; user logins, TCP_WRAPPERS , IP firewall packet logging etc. The second typically records entries for events like users changing their UID/GID (via su, sudo, etc.), failed attempts when passwords are required and so on. The maillog file typically holds entries for every pop/imap connection (user login and logout), and the header of each piece of email that goes in or out of the system (from whom, to where, msgid, status, and so on). The spooler file is not often used anymore as the number of people running usenet or uucp has plummeted, uucp has been basically replaced with ftp and email, and most usenet servers are typically extremely powerful machines to handle a full, or even partial newsfeed, meaning there aren't many of them (typically one per ISP or more depending on size). 

Log monitoring

Log files are not much good unless you actually check them once in a while, this is an almost impossible task for most of us however due to the sheer volume of log files.

Syslog-ng (system logging next generation) Concepts

Syslog-ng is highly configurable through the use of sources, destinations and filters. Sources are where log information comes from, destinations are where it goes. Filters are used to filter messages on their path through the logging system. Syslog-ng  supports digital signatures to prevent log tampering, and can filter based on content of the message.
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