Chapter 3: Personnel & Physical Security


Personnel & Physical Security

Learning Objectives:

· Security Staff Policy

· To explain Management Issues.

· To explain Hiring Process.

· To explain Interview Process And Identifying Its Key Elements.

· To list and explain areas To Be Covered While Checking Background Checks.

· To explain Firing Process And Access Termination Policy.

· To explain Resignation Process

· Physical Security

· To explain Physical Security Threats

· To identifying and explain Physical Access.

· To explain Backups And Strategies, While Taking Backups.

Security Staff Policy 

Management Issues:

Different Management issues can be generated while hiring a new employee in an organization. In some situation, at some point it is entirely possible that you may not agree with the HR Dept. for hiring a young brilliant engineer that has been selected, because he may too much of a security risk.
e.g. always eager to try new things that are not related with company’s affair, might lead to network lope hole for intruder break in

Hiring Process:

The most challenging role is that of finding the person who can be hired and trusted. This process of deciding whether or not to hire a person is very crucial and this where you as a Security Manager can be most effective.

e.g. young brilliant, responsible and trusted

Designing a safe and legal hiring policy is something a computer security manager can give advice about but should not undertake fully without a great deal of thought and training.
Interview Process:

Process Design

It is very important to identify the candidate and thorough checking should also be done before interviewing the candidate, because it is very natural to tell the candidate about your network and various tasks that are involved. You may also give a tour to the candidate as well. This is all very normal, but it may turn out to be dangerous, if the candidate is an intruder and learns a great deal from walking through machine, while looking at the network diagrams on the wall and the IP addresses labeled on the machines (if any).
For the save side - Only provide general information of the security system to the potential candidate that is enough for him to get overall view of the job.

Background Checks:

The following areas should be covered while checking the backgrounds of a candidate:
Identity Checks: Name, Address etc.

Is this person who she say she is? Does she live where she says she lives?

Employment Verification: Working experience 

Did this person work at all the places listed on his resume?

Reference Verification:

What do her references have to say about her? Are her references really who she says they are, or are they clandestine relatives and friends?

Law Enforcement Issues:

Any arrests, convictions, prison terms?
Financial Issues:

Does this person have a financial problem? Would he be a good candidate for a bribe because of those problems?
Acceptance/Denial Criteria

Background issues can be very sensitive. It is important to document what criteria can be used to withhold an employment offer; and it should be done very carefully. If you ever find yourself in a lawsuit about background checks, the completeness of your documentation, the clarity of your criteria, the degree to which you stick to your criteria will save you.
Employee must follow the employment rules and regulation. They can be penalized for any action deviate from.

Conditions Of Employment

Once you have made a job offer to someone, you can set certain condition that should be met before they are allowed to become an employee. For example, this is an excellent time to have people read, and sign as having read, and as having read, the part of the security policy that pertains to them.

Probationary Period

A probationary period gives a new employee time to acclimatize to the environment and to learn the quirks and details of the systems they will be working on, without any danger of them accidentally destroying sensitive information or damaging systems.
Firing Process

Sometimes, despite a great policy, you may need to let someone go because of a security problem. A clear policy for handling the network security aspects of a termination is extremely important.

Access Termination Policy:

A good access termination policy has these characteristics:
· Universal and quick disablement access

· Mechanism for terminated employees to retrieve or delete personal information from your network without endangering the network

· Means for gently but firmly conveying to terminated employees a sense that they would be foolish to attempt further abuse of the network
Resignation Process

Handling a resignation is similar in the principle to handling a firing, except that in a firing, the element of surprise is working in your favor most of the time. If the resigning employee intended to cause security problems, they have already happened by the time you become aware of the resignation.

Because a resignation is often a surprise, there will be added pressure to allow resigning employees to retain access for a few weeks, and a good policy has a means of handling this issue as well.

Physical Security

What are the Physical Security Threats?

Physical Security Threats are related to any issues that are directly in physical contact with the secure information. A number of troublesome threats can be faced, some of them are:

· Employee tampering with equipment

· Improper access to backup tapes

· Accidental disconnection of production equipment

· Power circuit overload from unplanned equipment addition

· Power failure

· Water damage

· Theft

Understanding Physical Access

As a Physical Security Access Designer you should consider the following issues:
· Access controls to machine rooms. 

e.g. only authorized person has the room key

· Layered access to high-security areas within machine rooms.

e.g. only the security manager and server admin can enter the server room

· Access logging and log recovery

e.g. check the log file from time to time for any abnormal pattern of log in 

· Visitor management

e.g. visitor only allowed at the public area

· Fire and safety issues related to secure facility access.

e.g. provide smoke detector, fire extinguisher etc

Onion Model For Physical Security
The following are the key Elements Of An Onion Model:
Outside World – e.g. people on the street 


Permitted Location: Uncontrolled area surrounding the facility
Casual Visitors – e.g. family members of the employee


Permitted Location: Waiting area in lobby for visitors
Normal Employees – e.g. personnel 


Permitted Location: Area for normal business functions
MIS/IT – e.g. IT employees


Permitted Location: Business-critical computer equipment, supplies
Security – e.g. security head 


Permitted Location: Core security systems plus core networking systems
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What are Backups?

Backups are precautionary measures that are taken to avoid any trouble of losing data; by making copies of original information to another media or another place.
A major concern of your physical security should be backups
. Some questions should be considered while taking backups:

· Have backups been done regularly? Daily, Weekly, Monthly or Yearly
· Were they done correctly? Handling procedure

· Are the backups useable? Backup data can be used for System Restore

· How the backups should be stored on site? Local site or out station
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