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Lesson 2: Security Process & Team Development

Learning Objectives:

· To define security policy

· To explain the importance to write a security policy

· To list and describe major difficulties that maybe encountered while writing a security policy

· To understand and explain the goals in writing a Security Policy

· To understand and explain classes of intruders

· To identify and explain the reasons behind an attack

· To understand and explain on how to defend a system against an attack

· To understand and explain Active System Vs Passive System
· To list and explain characteristics to be considered, while looking for an employee.

· To explain job functions in a security team.

· To understand and explain on how to interviewing security candidate.

· To understand and explain background checks.

· To describe an agreement policy

What Is Security Policy?

Security
· Freedom from risk or danger; safety. 

· Freedom from doubt, anxiety, or fear; confidence. 

Policy
· A plan or course of action, as of a government, political party, or business, intended to influence and determine decisions, actions, and other matters: American foreign policy; the company's personnel policy

· A course of action, guiding principle, or procedure considered expedient, prudent, or advantageous: Honesty is the best policy
Security Policy
A security policy serves several purposes:

· It describes what is being protected and why.

· It sets priorities about what must be protected first and at what cost.
· It allows an explicit agreement to be made with various parts of the organization regarding the value of security.

· It provides the security department with a valid reason to say “no” when that is needed.
· It provides the security department with the authority to back up the “no”.
· It prevents the security department from acting frivolously.

Why it is important to write a security policy?

The single most important thing you can do to protect your network is to write a good security policy.
Difficulties to write a good security policy 

If writing a security policy is the single most important thing to secure a network, why do most organization find it so difficult to create a workable policy?

The organizations often find it difficult to create a workable policy. There are several reasons:

**Less Priority

A policy is important, but for some reasons certain members of an organization gives less priority
e.g. no proper policy for the office boy to do their works 

BUT office boy is the person to delivery all important documents within the organization 

Internal Politics

In any organization, large or small, a number of internal factors affect any decision or practice like urgency of producing security policy

e.g. operation department needs the system support to submit server report everyday

BUT it is difficult for the system support to prepare since they are busy

Ownership

Commonly, in many organizations, the fight is between several groups who want to own the policy, and in others, the fight is between several groups who most explicitly do not want ownership of the policy.
e.g. fight between Top Management and IT Department to define security policy

e.g. Account Department refuse to define their own security policy due to heavy workload

Hard–to–write

A good policy is an inordinately difficult document to get exactly right, especially if it is to be comprehensive. You can’t think of all cases and all details in advance.

Need vast knowledge and experience in computer security and law to write complete policy. Sometime, need to see consultant or external auditor for advice.

Common Goals In Writing A Security Policy

1. Keep it understandable (To know thoroughly)
A security policy should be understandable. A policy is only useful if it is in the hands of the people who are expected to live by it, and they must read and remember it.
Written in a simple and easy language. Provide full explanation for all affected employees in the organization. Provide assistance for employees for any further clarification.

2. Keep it relevant (Having a bearing on or connection with the matter at hand)

A security policy is mostly a large document, but it has to be relevant to the people who will use that policy. For example, the Finance person is not required to know about the off-site tape storage policy.

Only include related issues that are important to the organization. Avoid the unnecessary matters.

3. Know what is not relevant

Some parts of the policy may not need to be known by everybody. Therefore, the sensitive information should not be written openly, so it cannot be discussed with outsiders.

e.g. strategic planning security policy only for the top management to know 

4. Give it teeth
A security policy works only if people take it seriously. Therefore, every point in the policy must be cleared in advance. So they can be disciplined if they violate or fail to take any actions, in accordance with the policy.

Everybody understand the policy and know the consequences if they don’t follow the policy.

5. Keep it current

A security policy must be an ongoing process, just like the network security it represents. If you fail to keep the document alive, it very quickly becomes worthless.
Ensure it is always up-to-date to the latest issue in computer technology and business environment.

6. Distribute it to the people who must live up to it

The security policy should be accessible to the relevant people in an organization. A good way to do it, is creating an internal website and then keep up the website updated.
Ensure every employee affected know and practice the policy

7. The worst time to develop a new policy is in a crisis

A crisis is typically a situation with too much adrenaline and not enough perspective.
e.g. only when there is a virus attack, then the company produce the password policy

8. Nevertheless, you will develop the policy in crises

Even if the policy is created in a crisis situation, have a mechanism for sanity checking a policy you come up with on the fly, distributing it to the people who need to know it, and then review it after the crisis has ended.

When new problem arises, have to provide proper guidelines for employees to react.

Sane: Having or showing sound judgment; reasonable.
Three classes of Intruders: 
Intrude: to come in rudely or inappropriately; enter as an improper or unwanted element
Intruder: someone who intrudes on the privacy or property of another without permission
1. Masquerader

Masquerader is an individual who is not authorized to use the computer and who penetrates a system’s access controls to exploit a legitimate user’s account.
Masquerade: a disguise or false outward show; a pretense

2. Misfeasor

Misfeasor is a legitimate user who accesses data, programs, or resources for which such access is not authorized, or who is authorized for such access but misuses his/her privileges.
Misfeasance: improper and unlawful execution of an act that in itself is lawful and proper

Misfeasor: one guilty of misfeasance

3. Clandestine User

Clandestine user is an individual who seizes supervisory control of the system and uses this control to evade auditing and access controls or to suppress audit collection.
Clandestine: kept or done in secret, often in order to conceal an illicit or improper purpose. Secret

Seize: to grasp suddenly and forcibly; take or grab

Evade: to escape or to avoid         

Suppress: to keep from being revealed, published, or circulated
Reasons behind an attack:

An attack will be successful if the attacker has sufficient Skills, Motivation and Opportunities.
Skill: (knowledge and experience)
Skill level of attacker can be defended in two ways:

· General skill level:

This is the skill and knowledge required of an attacker of any network

Custom skill level:

This is the skill and knowledge of your specific network.

Motivation: (desire)

Addressing the following factors can defend attacker’s motivation:


Satisfaction: (pleasure of the fulfillment or gratification of a desire, need, or appetite)

A network is satisfying to break into if it yields after an interesting struggle.
Tenacity: (persistent determination)

You want to require of the attacker a great deal of patience to get anywhere.
Ego: (self pride)

An attacker can be especially motivated if his or her ego is involved.

Opportunity: (chance)
Following are some general ways to minimize opportunity:



Parsimony: (unusual or excessive frugality)

Your system should offer the minimum number of opportunities to the attacker as possible.
 
Justifiability: (reasonability) 

Any outside access opportunity must be present for a very good reason or not present at all.
 

Completeness: (perfect ness)

Any service available on your network should be fully up-to-date with all known bug fixes, patches and security modifications.

 
Awareness: (knowing)

The network should monitor itself and be aware of any attempt to violate policy; it should also be able to notify the proper people about such a problem.
 
Robustness: (strength, vigorous) 

Any limitation of services applied to a part of your network should be replicated throughout the entire network.

The Shape Of Your Defenses
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The above figure shows the layering of the various defenses, as they would be applied to any network. Now, let’s discuss each layer.

Organizational Network:

This is the network you are protecting, the reason for security in the first place. A secure defense layer around a weakly secured network is not a good idea. Your organizational network, no matter in size, should be designed for functionality, robustness, and security in more or less equal measures.
Contains valuable data and information

Passive Outer Defenses:  (Accepting or submitting without resistance or objection)
The defenses that surround your network and guard each and every connection of your organizational network to the outside world are the ones that react to attacks that you know about.
e.g. fences, security guide OR firewall, anti-virus 

Active Inner Defenses: (Producing an intended action or effect)
Active defenses require your participation. Active defenses are designed to allow you to take action against attackers; unlike Passive defenses, which will keep you safe from many things as long as they remain in place, regardless of your attention to them.

e.g. use Card  to get into the room, key in User ID and Password before log on

Passive Monitoring:

The passive monitoring system is the collection of modifications to network components that cause them to log that an event has occurred and the systems that receive that logging message and interpret it.
e.g. Log Book for every visitors, CCTV OR Log File at your network

Active Monitoring:

Active Monitoring is essentially a series of hard questions that you force your defenses to answer for you. Active Monitoring allows you to ask your defenses if this protection is still working – perhaps by simulating the requests and watching if the appropriate messages are logged.

e.g. checking on Log Book, CCTV or Log File

The Shape (structure) Of Your Security Organization

A security organization is needed to run the defense. The following explanation illustrates how the various parts of your organization, organize themselves to bear on an attack.

Response Team:

The Response Team is directly responsible for meeting any serious attack. They operate the active defenses of your organization and work to assess and coordinate repair of any damage caused by an attack.
e.g. security head 

Forensics Team:

The Forensics Team provides in-depth research and assistance to the response team. They are tasked with developing an intimate knowledge of the network they are protecting.

e.g. internal and external auditors

Watch Team:

The Watch Team is the twenty-four-hour-a-day eyes and ears of the security organization. This team is responsible for monitoring the warning system that guards your organizational network and responding to alarms.

e.g. security guide and technical support

Technical Employee Training:

The Technical branch works with the people who need to be aware of security policies, practices, and procedures as a part of the design of their systems, both internal and external.
General Employee Training:

The General branch trains all employees in their responsibilities as network citizens with regard to security and security awareness.
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Characteristics To Be Considered While Looking For An Employee

One of the hardest parts of computer and network security is building a team of people to set and carry out your security policies. The following characteristics should be considered while looking for an employee:
Who should I be looking for?

Most importantly, you are looking for good people. That is true in any job, but it is especially necessary in the computer security field. These are the people you will be trusting with the defense of your company’s business function, so they will need to be trustworthy and capable of defending the network.

Should I be a hiring a hacker?
In terms of hiring an employee, as a team member of a Security Team that will protect your network, it is very important to identify the nature of the candidate. A hacker maybe useful at times to help in identifying the hole in the network, but it’s not always a wise choice.

Should I be hiring from a conventional security forces?
Another group of people suitable for employment are the people who are trained to secure facilities and situations. These may include police, military security, etc.
Who should I be hiring, then?
The best choices for network security people are people who are skilled computer programmers who have experience in “thinking evil thoughts” but enough restraint and judgment not to act on them. You want people who are good defenders.
e.g. able to see possible security attacks from the intruder points of view BUT never try to break into the system for a bad intention 

Interviewing Security Candidate:

The following unique areas should be considered:

Trustworthiness

The members of the security team are the people who are responsible for the security of your network. Therefore, you need to have a team that is trustworthy as possible.
Thinking Evil Thoughts
The ability to think like an attacker is the essential good quality of a good security professional. A security personnel who can think of evil thoughts also knows how to break into system – and knowing all this never puts it to use.
Background Checks

In addition to skills, temperament, and intangible qualities, your security people should be able to pass a thorough background check. A reasonable set of levels might be the following:

No Check Required

Temporary workers, such as catering staff or carpenters, who are allowed only in open areas and generally have some level of escort, would not require a background check.
Basic Check Required

Longer-term temporary staff with unescorted access or people working in support jobs such as the loading dock or lobby reception positions would need a minimal check.
Full Check Required

Most security employees, especially those with access to internal documentation and facilities, would need a pretty careful check. For example: Has he/she been trusted with sensitive information in other positions?

e.g. programmer, accountant 

Deep Check Required
Employees given a great deal of trust within your system should be thoroughly checked. Some of the checks would be: Would this person’s financial situation leave them open to bribery? 
Is or has this person been under a great deal of personal stress now or in the past?

e.g. server admin

Agreement Policy

In your job, as an employer and as an architect of your security policy you need to layout in advance what you expect of your security personnel. The following are the agreement rules that must be set out before hiring the candidates.
· Nondisclosure Agreement. – 

Nondisclosure - Failure of a party to tell facts or hand over relevant documents in a legal procedure

e.g. employee is responsible to keep private and confidential data in a safe place

· Intellectual Property Agreement

e.g. copyright, patents, trademark

· “Acceptable behavior” Agreement

· Comprehension of security policies as they apply to specific position.

e.g. able to follow security procedures as an Account Manager

All agreements should be written and available for the prospective employee’s inspection well before they must be signed. People who will be a good asset to your organization will tend to take such things very seriously and so want time to read them.






































- 10 -

