Chapter 10: E-Commerce Security


Learning Objectives: 
· Why secrecy, integrity, and necessity are three parts of any security program

· The roles of copyright and intellectual property and their importance in any study of electronic commerce

· Threats and counter measures to eliminate or reduce threats

· Specific threats to client machines, Web servers, and commerce servers

· Enhance security in back office products, such as database servers

· How security protocols help plug security holes

· Roles encryption and certificates
· Security measures that can reduce or eliminate intellectual property theft

· Securing client computers from attack by viruses and by ill-intentioned programs and scripts downloaded in Web pages

· Authenticate users to servers and authenticate servers

· Available protection mechanisms to secure information sent between a client and a server

· Message integrity security, preventing another program from altering information as it travels across the Internet

· Safeguards that are available so commerce servers can authenticate users

· Protecting intranets with firewalls and corporate servers against being attacked through the Internet

· The difference and the goals of Secure Socket Layer, Secure HTTP.

Security Overview
Many fears to overcome:

Like, Intercepted e-mail messages
Or, Unauthorized access to digital intelligence
Such as, Credit card information falling into the wrong hands
Two types of computer security

Physical – hardware 

Protection of tangible objects
Logical – data and program 

Protection of non-physical objects
Computer Security Classification

Secrecy – confidentiality 

Protecting against unauthorized data disclosure and ensuring the authenticity of the data’s source
Integrity

Preventing unauthorized data modification
Necessity – availability 

Preventing data delays or denials (removal)
Copyright and Intellectual Property
Copyright

Copyright is the protection of expression of ideas – some entity’s intellectual property – and it typically covers items such as: Literary and musical works, Pantomimes and choreographic works, Pictorial, graphic, and sculptural works, Motion pictures and other audiovisual works, Sound recordings, Architectural works.
Intellectual property

The ownership of ideas and control over the tangible or virtual representation of those ideas
Intellectual Property Threats

The Internet presents a tempting target for intellectual property threats
· Because it is very easy to reproduce an exact copy of anything found on the Internet.

· People are unaware of copyright restrictions, and unwittingly infringe on them.

Fair use allows limited use of copyright material when certain conditions are met.
e.g. license payment 

Cybersquatting

The practice of registering a domain names that is the trademark of another person or company. Cyber squatters hope that the owner of the trademark will pay huge dollar amounts to acquire the URL. Some Cyber squatters misrepresent themselves as the trademark owner for fraudulent purposes
Electronic Commerce Threats
Client Threats

Active Content

Active content refers to the programs that are embedded transparently in Web pages and that cause actions to occur. Active content can display moving graphics, download and play audio, or implement Web-based spreadsheet programs.
The best-known active contents forms are Java applets, Active X controls, JavaScript, and VBScript. These are the programs that interpret or execute instructions embedded in downloaded objects. Malicious active content can be embedded into seemingly innocuous Web pages.
Cookies remember user names, passwords, and other commonly referenced information

Java Applets and JavaScript
· Java is a high-level programming language developed by Sun Microsystems

· Java code embedded into appliances can make them run more intelligently

· Largest use of Java is in Web pages (free applets can be downloaded)

· Platform independent - will run on any computer

ActiveX Controls

· ActiveX is an object, called a control that contains programs and properties that perform certain tasks
· ActiveX controls only run on Windows 95, 98, or 2000

· Once downloaded, ActiveX controls execute like any other program, having full access to your computer’s resources
Graphics, Plug-ins, and E-mail Attachments

· Codes can be embedded into graphic images causing harm to your computer

· Plug-ins are used to play audiovisual clips, animated graphics and could contain ill-intentioned commands hidden within the object

· E-mail attachments can contain destructive macros within the document 

Communication Channel Threats

Secrecy Threats

Secrecy is the prevention of unauthorized information disclosure. Privacy is the protection of individual rights to nondisclosure. Theft of sensitive or personal information is a significant danger

Your IP address and browser you use is continually revealed while on the web.

Integrity Threats

An integrity threat, also known as active wiretapping, exists when an unauthorized party can alter a message stream of information. Unprotected banking transactions, such as deposit amounts transmitted over the Internet, are subject to integrity violations.

Cyber vandalism is an example of integrity violation. Cyber vandalism is the electronic defacing of an existing Web sites page. Cyber vandalism occurs, whenever individuals replace a Web site’s regular content with their own.
Masquerading or spoofing – pretending to be someone you are not or representing a website as an original when it really is a fake – is one means of creating havoc on websites.
Necessity Threats

Also known as delay or denial threats. Disrupt normal computer processing or deny processing entirely. A computer that has experienced a necessity threat slows processing to intolerably slow speeds. Denial attacks remove a file entirely, or delete information from a transmission or file.
One documented denial attack caused selected PCs that have Quicken, an accounting program, installed on every computer to divert money to a different bank account. The denial attack denied money from its rightful owners.

Server Threats

The more complex software becomes, the higher the probability that errors (bugs) exist in the code.

Web Server Threats

Servers run at various privilege levels:

· Highest levels provide greatest access and flexibility

· Lowest levels provide a logical fence around a running program

· Secrecy violations occur when the contents of a server’s folder names are revealed to a Web browser.

· Administrators can turn off the folder name display feature to avoid secrecy violations.

· Cookies should never be transmitted unprotected.

· One of the most sensitive files on a Web server holds the username and password pairs.

· The Web server administrator is responsible for ensuring that this, and other sensitive files are secure.

Database Threats

Disclosure of valuable and private information could irreparably damage a company.
· Security is often enforced through the use of privileges.

· Some databases are inherently insecure and rely on the Web server to enforce security measures

Common Gateway Interface (CGI) Threats

· CGIs are programs that present a security threat if misused.
· CGI programs can reside almost anywhere on a Web server and therefore are often difficult to track down.

· CGI scripts do not run inside a sandbox, unlike JavaScript

The Common Gateway Interface (CGI) is a standard for interfacing external applications with information servers, such as HTTP or Web servers. A CGI program, on the other hand, is executed in real-time, so that it can output dynamic information. A CGI program can be written in any language that allows it to be executed on the system, such as:

· C/C++ 
· Fortran 

· PERL 

· TCL 

· Any Unix shell 

· Visual Basic 

· AppleScript 

A security measure in the Java development environment. The sandbox is a set of rules that are used when creating an applet that prevents certain functions when the applet is sent as part of a Web page. When a browser requests a Web page with applets, the applets are sent automatically and can be executed as soon as the page arrives in the browser. If the applet is allowed unlimited access to memory and operating system resources, it can do harm in the hands of someone with malicious intent. The sandbox creates an environment in which there are strict limitations on what system resources the applet can request or access. Sandboxes are used when executable code comes from unknown or untrusted sources and allow the user to run untrusted code safely. 

The Java sandbox relies on a three-tiered defense. If any one of these three elements fails, the security model is completely compromised and vulnerable to attack: 

· byte code verifier -- This is one way that Java automatically checks untrusted outside code before it is allowed to run. When a Java source program is compiled, it compiles down to platform-independent Java byte code, which is verified before it can run. This helps to establish a base set of security guarantees. 

· applet class loader -- All Java objects belong to classes, and the applet class loader determines when and how an applet can add classes to a running Java environment. The applet class loader ensures that important elements of the Java run-time environment are not replaced by code that an applet tries to install. 

· security manager -- The security manager is consulted by code in the Java library whenever a dangerous operation is about to be carried out. The security manager has the option to veto the operation by generating a security exception.

Other programming threats:

· Programs executed by the server.

· Buffer overruns can cause errors.

· Buffer overflow attacks occur when an authorized program releases control, but the intruder code instructs control to be turned over to it.

[image: image3.png]N
Pain st
Herb. Allison
s tion
g b B st prive

LH —O
SR PN

| e T rpr—





Buffer Overflow Attack

Diagram 1

In computer security and programming, a buffer overflow, or buffer overrun, is an anomalous condition where a process attempts to store more data in a buffer than there is memory allocated for it. The result is that the extra data overwrites adjacent memory locations. The overwritten data may include other buffers, variables and program flow data.

Buffer overflows may cause a process to crash or produce incorrect results. They can be triggered by inputs specifically designed to execute malicious code or to make the program operate in an unintended way. As such, buffer overflows cause many software vulnerabilities and form the basis of many exploits. Sufficient bounds checking by either the programmer or the compiler, can prevent buffer overflows.
Commonly, attackers exploit buffer overflows to get an interactive session (shell) on the machine. If the program being exploited runs with a high privilege level (such as root or administrator), then the attacker gets that privilege in the interactive session. The most spectacular buffer overflows are stack smashes that result in a superuser, or root, shell

Protecting Electronic Commerce Assets
You cannot hope to produce secure commerce systems unless there is a written security policy:

· What assets are to be protected?

· What is needed to protect those assets?

· Analysis of the likelihood of threats

· Rules to be enforced to protect those assets

Both defense and commercial security guidelines state that you must protect assets from:

· Unauthorized disclosure

· Modification

· Destruction

Typical security policy concerning confidential company information - Do not reveal company confidential information to anyone outside the company
Minimum Requirements For Secure Electronic Commerce

	Requirement
	Meaning

	Secrecy
	Prevent unauthorized persons from reading messages and business plans, obtaining credit card numbers or deriving other confidential information.

	Integrity
	Wrap information in a digital envelope so that the computer can automatically detect the modified messages.

	Non repudiation
	Provide undeniable, end-to-end proof of each message’s origin and recipient.

	Key management
	Provide secure distribution and management of keys needed to provide secure communications.

	Authentication
	Securely identifies clients and servers with digital signatures and certificates.


Protecting Intellectual Property
The dilemma for digital property is how to display and make available intellectual property on the Web while protecting those copyrighted works. Intellectual Property Protection in Cyberspace recommends:
· Host name blocking

· Packet filtering

· Proxy servers

Protecting Client Computers
Active content, delivered over the Internet in dynamic Web pages, can be one of the most serious threats to client computers

Threats can hide in:

· Web pages – at the active content 

· Downloaded graphics and plug-ins – can carry malicious code

· E-mail attachments – can carry malicious code

Cookies

Small pieces of text stored on your computer and contain sensitive information that is not encrypted. Anyone can read and interpret cookie data. Do not harm client machines directly, but potentially could still cause damage
Dealing with Cookies

· Can be set to expire within 10, 20, or 30 days
· Retrievable only by the site that created them

· Collect information so that the user doesn’t have to continually enter usernames and passwords to access Web sites

· Earlier browsers simply stored cookies without comment

· Today’s browsers allow the user to store cookies without permission or warning

· Receive a warning that a cookie is about to be stored

· Unconditionally disallow cookies altogether

Misplaced trust

Web sites that aren’t really what they seem and trick the user into revealing sensitive data
Monitoring Active Content
Netscape Navigator and Microsoft Internet Explorer browsers are equipped to allow the user to monitor active content before allowing it to download. Digital certificates provide assurance to clients and servers that the participant is authenticated.
Digital Certificates

· Also known as a digital ID
· An attachment to an e-mail message

· Embedded in a Web page

· Serves as proof that the holder is the person or company identified by the certificate

· Encoded so that others cannot read or duplicate it

VeriSign
Oldest and best-known Certification Authority (CA), Offers several classes of certificates:

Class 1 (lowest level)

· Bind e-mail address and associated public keys

Class 4 (highest level)

· Apply to servers and their organizations

· Offers assurance of an individual’s identity and relationship to a specified organization

Protecting Electronic Commerce Channels
Protecting assets while they are in transit between client computers and remote servers
Providing channel security includes:

· Channel secrecy

· Guaranteeing message integrity

· Ensuring channel availability

· Authentication
Encryption

Encryption is the coding of information by using a mathematically based program and secret key to produce unintelligible characters.
Steganography

Makes text invisible to the naked eye.
Cryptography

Converts text to strings that appear to have no meaning
40-bit keys are considered minimal, 128-bit keys provide much more secure encryption. Encryption can be subdivided into three functions:

Hash Coding e.g. SHA

Calculates a number from any length string
Asymmetric (Public-key) Encryption e.g. RSA

Encodes by using two mathematically related keys
Symmetric (Private-key) Encryption e.g. DES

Encodes by using one key, both sender and receiver must know
Hash Coding, Private-key, and Public-key Encryption

Diagram 2
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Secure Sockets Layer (SSL) Protocol 

The Secure Socket Layer (SSL) system from Netscape Communicators and the Secure Hyper Text Transfer Protocol (S-HTTP) from CommerceNet are two protocols that provide secure information transfer through the Internet. SSL and S-HTTP allow both the client and server computers to manage encryption and decryption activities between each other during a secure Web session.
Difference of Goals Between SSL and S-HTTP

· SSL secures connections between two computers, while S-HTTP sends individual messages securely.

· Encryption of outgoing messages and decryption of incoming messages happens automatically and transparently with both SSL and S-HTTP.

· SSL works at the transport layer, while S-HTTP works at the application layer – the top layer.

Provides a security handshake in which the client and server computers exchange the level of security to be used, certificates, among other things. Secures many different types of communications between computers. 
Provides either 40-bit or 128-bit encryption. Session keys are used to create the cipher text from plain text during the session. The longer the key, the more resistant to attack

Establishing an SSL Session - Diagram 3
Protecting the Commerce Server

e.g. lelong.com, Amazon.com, Maybank2U.com

· Access control and authentication

· Controlling who and what has access to the server

· Requests that the client send a certificate as part of authentication

· Server checks the timestamp on the certificate to ensure that it hasn’t expired

· Can use a callback system in which the client computer address and name are checked against a list
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