Chapter 1: Computer & Network Security


Computer & Network Security

Learning Objectives:

· Understanding The Security and Privacy

· Understanding Three Aspects of Information Security

· Identify The General Categories of An Attack

· Basic Network Security Model

· Organizations Involved In Network Security Standards

· Security Process and Its Components

· Trend Analysis

· Need for computer security, threats & countermeasures 

· Introduction to cryptography 

· Classical cryptography 

· Modern private key ciphers 

· Introduction to number theory 

· Public-key ciphers 

· Authentication and integrity 

· Key management 

· Security in practice - secure email & SMTP 

· User identification 

· Trusted computer systems 

· TCSEC & ITSEC standards 

· CMW 

· SECMAN standards 

Computer Security, Why?

· Information is a strategic resource 

· A significant portion of organizational budget is spent on managing information 

· There are many types of information 

· Have several security related objectives 

· Confidentiality (secrecy) - protect information value 

· Integrity - protect information accuracy 

· Availability - ensure information delivery 

· Threats to information security .Various surveys, with results of order: 

· 55% human error 

· 10% disgruntled employees 

· 10% dishonest employees 

· 10% outsider access
IS Security Aspects


Potential Security Solutions
· Personnel - Access Tokens, Biometrics 

· Physical - Integrated Access control 

· Managerial - Security Education 

· Data Networking - Configuration control

· S/W & O/S - use "Trusted" systems 

· H/W - h/w handshake 

Risk Assessment

· Use a risk matrix to evaluate threat & counter-measure 
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· Use a risk management model to manage threat 
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Assets
· Hardware 

· Software 

· Documentation 

· Data 

· Communications 

· Environment 

· People 

Threats
                Users                                       Hackers                    

                Terrorists                                 Criminals                   

                Accidents                                Arts of God                   

Issue Motivated Groups                   Foreign Intelligence              

                                                    ||

                                                    ||

                                                    ||

                                                    \/

          Destroy                                                     Disrupt             

                                                Lose                                            

           Modify                                                     Disclose            

Vulnerabilities
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Countermeasures
A check or restraint implemented to: 

· Reduce the Threat 

· Reduce Vulnerability 

· Reduce Impact 

· Detect a Hostile Event 

· Recover from an Event 

· 20% cost => 80% protection 

· Best security comes from basic security management 

· Rest of cost is hi-tech to provide remainder 

· Have a trade-off tree
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Defense Security Policy & Standards
DSB have developed a set of 7 SECMAN manuals

1. Policy 

2. Industrial Security 

3. Info Systems Security 

4. Protective Security 

5. Personnel Security 

6. Project Security 

7. Security Design & Construction Guidelines 

(Facility Security) 

- Designed to provide checklists and procedures to assist in implementing security in various situations 

Security Vs Privacy:

Security:
Security is needed by an organization to protect it from Intruders.
Privacy:
Privacy is wanted by an organization to protect the rights of an individual.
Three Aspects of Information Security:

Security Attack:

It is an action that compromises the security of information owned by an organization. 

Security Mechanism:

A mechanism that is designed to detect, prevent, or recover from a security attack.
Security Service:

A service that enhances the security of the data processing systems and the information transfers of an organization. The services are intended to counter security attacks, and they make use of one or more security mechanisms to provide the service.
The Four General Categories Of An Attack

Interruption:

An asset of a system is destroyed or becomes unavailable or unusable. This is an attack on availability. Examples include, destruction of hardware, such as a hard disk, breaking a communication line, or the disabling of the file management system.

Interception:

An unauthorized party gains access to an asset. This is an attack on confidentiality. The unauthorized party could be a person, a program, or a computer. Examples include wiretapping to capture data in a network, and the unauthorized copying of files or programs.

Fabrication:

An unauthorized party counterfeit objects into system. This is an attack on authenticity. Examples include the insertion of spurious messages in a network or the addition of records to a file.

Modification:

An unauthorized party not only gains access to but also tampers with an asset. This is an attack on integrity. Examples include changing values in a data file, altering a program so that it performs differently, and modifying the content of messages being transmitted in a network.

Another useful categorization of the above named attacks can be in terms of passive attacks and active attacks.
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Passive attacks:

Passive attacks are in the nature of eavesdropping on, or monitoring of, transmissions. The goals of the opponent are to obtain information that is being transmitted. Two types of passive attacks are:

Release of Message Content:

A telephone conversation, e-mail message, or transfer a file that contains sensitive data or confidential information. These kinds of information need to be preventing from the opponent.

Traffic Analysis:

In this phase, the content of information is encrypted, so that its still be secure, even if the opponent taps it on. The opponent can still determine the origin, frequency and the length of message; and guess the nature of communication that is taking place.
Active attacks:

Active attacks involve some modification of the data stream or the creation of a false stream and can be subdivided into four categories:

Masquerade:

This takes place when an entity pretends to be a different entity. For example, an authentication sequence is captured and replayed after a valid authentication sequence has taken place.

Replay:

This involves the capture of data unit and its subsequent transmission to produce an unauthorized effect.

Modification of messages:

It means that some portion of a legitimate message is altered, or that messages are delayed or reordered, to produce an unauthorized effect.

Denial of service:

This prevents or inhibits the normal use or management of communication facilities.
Basic Network Security Model
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The above model represents a very general Network Security Architecture. A message is to be transferred from one party to another across some sort of Internet. The two parties, who are the principles in this transaction, must cooperate with each other for the exchange to take place.

A trusted third party may be needed to achieve a secure transmission. For example, a third party may be responsible for distributing the secret information to the two principles while keeping it from any opponent. A Third party may also be needed to arbitrate disputes between the two principals concerning the authenticity of a message transmission.
The Internet Society
Three organizations under the Internet Society are responsible for the actual work of standards development and publications:

Internet Architecture Board (IAB):
This organization is responsible for defining the overall architecture of the Internet, providing guidance and broad direction to the IETF.

Internet Engineering Task Force (IETF):
This organization is the protocol engineering and development arm of the Internet.

Internet Engineering Steering Group (IESG):
This organization is responsible for technical management of IETF activities and the Internet standards process.

Security Process

Security is a process. You can apply the process again and again to your network and the organization that maintains it, and by doing so; you will improve the security of the systems. 

If you stop applying the process or have not yet started, your security will worsen as new threats and techniques emerge.

Components Of Security Process

The following are the three components of Security Process:
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Analyze:

Analyze the problem you face based on everything you know.
Synthesize:

Synthesize a solution to it, based on your analysis.
Evaluate:

Evaluate the solution and learn where it did not live up to your expectations.
Trend Analysis
1990: The amazing growth of Internet.

1995: Amusing diversions in capabilities.

1999: Business-critical systems replaced the diversions in capabilities.

The massive growth of Internet has also cause an increase in crime, fraud and network abuse. 
Many Computer professionals feels that the use of the Internet for terrorism and acts of war is inevitable in the coming decade, and that places your network and computer systems on the front line of each and every war, major and minor, anywhere in the world.
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