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INTERNATIONAL ADVANCED DIPLOMA IN COMPUTING
Computer Security

ASSIGNMENT QUESTION PAPER

TERM TWO 2007
Instructions:

· Answer ALL questions.
· Marks will be awarded for good presentation and thoroughness in your approach
· NO marks will be awarded for the entire assignment if any part of it is found to be copied directly from printed materials or from another student.
· Complete this cover sheet and attach it to your assignment.
Student declaration:

I declare that:



· I understand what is meant by plagiarism

· The implication of plagiarism has been explained to me by my institution

· This assignment is all my own work and I have acknowledged any use of the published and unpublished works of other people.

Student’s signature:…………………………….

Date:………………………
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HACKS and ATTACKS

With so many different kinds of cyber attack on every part of today’s connected systems, it’s not surprising that some doubts it’s possible to defend adequately against the threats.

Your “assignment report” (2000 words) should looks at the types of attack and what organizations can do to protect themselves against these invisible foes.

Your assignment should cover at least the following areas:

· Keeping up with technical threats

· Worms






[5 marks]

· Database and application worms



[5 marks]

· Web-based malicious mobile code



[5 marks]

· Distributed DoS





[5 marks]

· How to secure against threats






· Deploy a firewall 





[5 marks]
· Use strong authentications methods, such as SSL

[5 marks]
· Implement IDS





[5 marks]
· Encrypt important critical assets



[5 marks]
ASSIGNMENT GUIDELINES

· This is a research-based assignment.

· You have to prepare using an essay-writing style – topics are divided into sub-topics and each topic is provided with a suitable title.

· Compile your assignment points / ideas based on your own understanding following the assignment requirements.

· PLEASE do not simply “CUT and PASTE” all points or ideas directly from your findings – articles, books etc. into your assignment.

· PLEASE do not include any “YOU or YOUR” words in your assignment, as that’s the writing style for Web Site. 

· PLEASE do not simply “DUMP” all points and ideas that you are also not sure about it into your assignment and expect your lecturer to read it and award you with higher mark.

· References are compulsory. An assignment without any complete reference won’t be accepted. You have to provide reference for each diagram/picture/illustration that you copy from Internet or books. Also you have to provide another main reference and attach it at the back of your assignment. 

Other Guidelines

1. Indicate all references, e.g. Web-site URL or reference books, used in the preparation of the assignment.

Students are to indicate the following items of information in referencing:

· Author of the reference

· Title of the reference

· Publisher

· Edition

· Year of edition

· Pages to which information was taken from.

An example of such a referencing would be as follows:

[PRE97]
Pressman, Roger S., Software Engineering: A Practitioner’s Approach (4th Edition), McGraw-Hill International Editions, 1997. Pages 400 to 405.

If you are drawing information from a website, indicate the following:

· Website URL

· Title of URL

· Author of URL/Publisher of URL

· Year of last modification

[TAT97]  Tate, Debi  (1997).  NT Firewalls take charge of network.  LAN Times Online.  

http://www.lantimes.com/97/97aug/708a005a.html
If you refer the diagram from any sources, please write the reference as an example below:

[image: image2.wmf]
(Reference - http://www.howstuffworks.com/firewall.htm)

Marks will be deducted for improper or inadequate referencing. 

2.  Plagiarism, i.e. copying and treating it off as original material, particularly for Sections B and C, will result in your entire assignment being awarded zero marks. In the event that quotations from various published works are used, you are to indicate the reference behind the quotation. 

3.  The marks indicated behind each question part of the assignment are indications of the weight of your answer. You should correspondingly accord more attention to the parts that have been allocated more marks.
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