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Chapter 9 : VIRTUAL PRIVATE NETWORK 

You can provide external users with secure access to private network resources. You can use a VPN to provide secure access between private networks by using it to provide secure access with a WAN and to provide secure access across a public network. If it seems like a pretty handy tool, it can be.

Remote Access Service (RAS): Provide external users with secure access to private network resources thru:

· Wide Area Network (WAN) - using leased line

· Public network e.g. Internet - using VPN


· Traditional remote access required companies to purchase expensive dedicated leased lines for remote offices and maintain costly dial-up users
· The cost rises as the distance between the offices increases

· By replacing long-haul leased lines and long-distance telephone charges with local Internet connections, companies can cost-effectively connect remote offices and users together via a VPN
· VPN uses “virtual” connections routed through the Internet from the company’s private network to the remote site or employee 

· VPN creates a private means for communication between geographically distributed locations
· Companies can work smarter, reduce costs and gain competitive advantage

Virtual Private Network (VPN):
· A network that is constructed by using public wires to connect nodes. 

· For example, there are a number of systems that enable you to create networks using the Internet as the medium for transporting data.

· These systems use encryption and other security mechanisms to ensure that only authorized users can access the network and that the data cannot be intercepted 

· VPN uses “tunnels” between two gateways to protect private data as it travels over the Internet
· Tunneling is the process of encapsulating private IP packets into a public IPSec packet

· Once the authentication and authorization between the VPN gateways is established, the tunnel is created and the users can send and receive data across the Internet
9.1
Introduction to VPN  
A virtual private network (VPN) is simply a private network that has been extended across a shared network or across a public network like the Internet, or in other words it means using the Internet for your very own private purposes. With a VPN, you can send data between two computers across the shared or public network in a way that is very similar to a point-to-point private link. When you actually configure and create the VPN, you are doing what is known as virtual private networking.

The goal of a VPN is to simulate a regular network connection. Now, to do that, or to create a virtual point-to-point link, any data that is transmitted is encapsulated. VPN is a tunneling protocol; their information packets are encapsulated or tunneled into the network packets. 

Encapsulate - enclose in a capsule or other small container, to surround, encase, or protect in or as if in a capsule, to form a capsule or sheath around


Encapsulated / tunneled packet

Internet Protocol (IP) is a connectionless protocol that gateways use to identify networks and paths to networks and hosts.
In other words, IP handles the routing of data between networks and nodes on those networks. 

E.g. 192.85.1.26

Transmission Control Protocol (TCP), which manages the movement of data between applications 
Recall that since IP chops messages up into packets, we need to assure that the messages are assembled correctly at the other end of transport. And if any errors occur during transport, such as message degradation or the loss of some packets, the sender will know to resend. 

This encapsulation requires that there be a header, the header provides all the routing information necessary to allow the packet to travel across the shared or public network and reach its destination. To create the virtual private network hookup, the data that is being sent has to be encrypted. Once the packets are encrypted, any of the packets intercepted along the way would be indecipherable without the encryption keys. So this link is known as a VPN connection.

VPN can be deployed to provide E-banking services using mobile devices. It is possible as wireless communication is now taking place. VPN just a technique that can be implemented using wireless protocol e.g. booking of Air Tickets using notebook

9.2 Security Fundamentals of VPN

Security fundamentals such as authentication, message integrity, confidentiality, and encryption are very important to VPN implementation. 

To protect data from any unauthorized modification – use hash function to create signature of packets at AH level. AH can protect at least the address information in the IP header. ESP protects the content of packets.


Data integrity is what protects information from any type of unauthorized modification while it is on the wire. This makes sure that the information that has been received is exactly the same information that was sent. This is done by making use of mathematical hash functions to mark, or "sign," each and every packet. The receiving computer is responsible for checking the signature before it opens the packet. If the signature has been changed, it means the packet has been changed. That means the packet will be discarded to guard against a possible network attack. The Authentication Headers (AH) provide this authentication, integrity, and anti-replay protection for the IP header and for the entire data payload that is carried in the packet. The process means that the data is readable while it travels the wire, but it is protected from modification during the time it is being transported.

To assure a valid sender and valid receiver of packets through such as public key protocol – at AH and ESP levels.

Authentication is to verify the origin and also verify the integrity of each message by making sure of the genuine identity of each of the computers that is part of the communication process. Without this strong authentication, any unknown computer can be suspect, and that can include any information it sends. There are multiple types of authentication that may be listed in each policy. Both AH (Authentication header) and Encapsulating Security Payload (ESP) assure the sender and the receiver that only they are sending and receiving the IP packets. The AH provides authentication, integrity, and anti-replay protection for both the IP header and the data payload that is carried in the packet. Again, the IP header and all the data are readable while on the wire, but they are protected from modification during transport through the network infrastructure.

To hide the content of packets through encryption done at ESP level.

Confidentiality makes sure that the data is given only to its intended recipients. When it is put in place, the Encapsulating Security Payload (ESP) format of IPSec packets is used. With ESP, the packet data is encrypted before it is transmitted. This makes sure that the data cannot be read while it is being transmitted. This is true even if the packet is sniffed or intercepted by a potential attacker. Only the computer that has the shared, secret key is able to open, read or change the data. The United States Data Encryption Standard (DES) algorithms, DES and Triple DES, are used to make sure the security negotiations and the exchange of data are confidential.

To strengthen the encryption technique of packets. Identical packets are converted to a unique one using IV.

Cipher Block Chaining (CBC), on the other hand, is used to disguise patterns of identical blocks of data that may occur within a certain packet. CBC does not increase the size of the data after it has been encrypted. The reason this is important is that repeated encryption patterns can actually compromise security by providing a clue that the attacker can use to try to discover the encryption key. An Initialization Vector (IV), which is a fancy name for an initial random number, is used as the first random block to encrypt and decrypt a block of data. These different random blocks are then used with the secret key to encrypt each block. This makes sure that identical sets of unsecured data are changed into unique sets of encrypted data.
ESP encrypts IP packet contents.
ESP provides data confidentiality through data encryption of the contents of the IP packet. ESP does provide an option to provide both integrity and authenticity, but not the privacy that is similar to what AH provides. ESP is not able to protect the IP header from modifications, whereas AH can protect at least the address information in the IP header. ESP can be used alone or in combination with AH. So, when you configure IPSec on your network, start by figuring out what role you want IPSec to play. If you are ensuring that only authorized users are allowed to communicate with a specific server using a predetermined protocol, you can configure Authentication Headers. If AH cannot be used by the client, communication will not take place.

The standard for VPN is IEEE 802.10 This standard provides a secure pathway for data across a shared path. An implementation of this is using the public Internet as a backbone for a private interconnection between locations. Because VPN costs are less than the cost for direct private connections, VPN is likely to become popular in the near future.
9.3 VPN Connection Types

So, how do you go about creating the VPN connection? Actually, it is very much like setting up a point-to-point dial-up networking connection and a demand-dial routing procedure. As we said earlier, there are just two types of VPN connections that we have to deal with: the remote access VPN connection and the router-to-router VPN connection.

9.3.1 Remote Access VPN Connection

A remote access connection is made by a client, which is usually a single-user computer. This client uses the connection to connect to the private network. The VPN server is put in place to provide the access to all of the resources of the server or even to the network that the VPN server is attached too. All of the packets that are sent across the VPN connection come from the remote access client. In the parlance of the Microsoft objective writers, this would be to "provide external users with secure access to private network resources."
The remote access client has to authenticate itself to the remote access server. To be sure the authentication is mutually agreed upon, the server also has to authenticate itself to the client. 

Used by mobile workers using dial-up Internet connections
A single VPN tunnel is used for each VPN client 

Secure, scalable, encrypted tunnels across a public network, client software

Cost savings over toll-free number expenditures

Say you have a job as a traveling instructor. Now, while you are toiling away in Lower East Duluth, Minnesota, you need to access information from your network. In this case, you can use your laptops connects to the modem, and dial into our nationwide Internet Service Provider. Once connected to the ISP, you would use the VPN client to establish a session with the VPN server. In this case, the laptop would authenticate itself to the server and the server would authenticate itself to the laptop. Once the authentication was completed, you would have complete access to the network resources.


9.3.2 Router-to-Router VPN Connection

The router-to-router VPN connection is made between two routers and it will connect two portions of a private network. In this scenario, the VPN server has to provide a routed connection to the network to which the other VPN server is attached. On a router-to-router connection, packets that are sent from either router across the connection do not start at either of the routers.

Now, in this case, differentiation is getting somewhat challenging. Let's call the router that is initiating the connection the VPN client. In this case, the client has to authenticate itself to the other system. Since we already have a VPN client, this server must be considered the VPN server. Again, for mutual authentication, the VPN server will authenticate itself to the VPN client.
In this case, we can be talking about two scenarios: LAN segment to LAN segment (Intranet), or between WAN segments (Extranet: company to business partners). So, when we look at these, we are looking at two objectives-provide secure access within a LAN, and provide secure access with a WAN.
LAN segment to LAN segment (Intranet-based) 
· VPN allows remote offices and users to securely access internal TCP/IP applications running on the corporate Intranet

· Low cost, tunneled connections with rich VPN services like IPSec encryption and Quality of Services (QoS) to ensure reliable throughput 

WAN segments (Extranet-based) 
· VPN enable secure access to the corporate Extranet for vendors, partners and customers
· Extends WANs to business partners 

· Safe Layer 3

Here is how it works. For the LAN scenario, Nick used to be a consultant in New York City. He received a call one day to come out and bid a project that called for the linking of two network segments. In each case, the network segments were small, with a minimum number of users on each segment. The two segments were even very close together, probably less than 200 yards apart. Nick was thinking that this task was going to be a piece of cake, until he showed up on the client site. When he got there, he found that the two segments were about 200 yards apart, as the pigeon flew. The segments were in different towers of the World Trade Center. The two offices were close enough so occupants of one could see the occupants of the other, but as far as networking was concerned, they were miles apart. In this case, Nick could set up access between the two network segments using a public internetwork as an intermediary much more easily than he could have arranged for a cable to be run between the two buildings.

In the second case, assume that the corporate home office is in Chicago. In addition, there is a very tiny satellite office in St. Louis. Both offices are hooked to the Internet and the St. Louis office really wants to share information with the Chicago office. In this case, both these sites have routers that are capable of establishing a VPN. Now, whenever someone on the St. Louis network wants to access a resource in Chicago, the router in St. Louis calls the router in Chicago and authenticates itself. The Chicago router authenticates itself to the St. Louis router and you have a VPN.

9.4 VPN implementation Standard

There are three popular standards for implementing VPN

1. Point to Point tunneling protocol (PPTP)

2. Layer-2 Tunneling Protocol (L2TP)

3. IP Security (IPSec)

9.4.1 Point to Point Tunneling Protocol

It is a popular VPN tunneling protocol that encapsulates protocols and transmits them over the Internet using encryption. It is designed to establish a private channel between a client and a server over a public network such as the Internet. The protocol encapsulates data and information/control packets using the Internet Generic Routing Encapsulation (GRE) protocol. Mainly for IP protocols.

9.4.2 Layer-2 Tunneling Protocol

L2TP is an IETF (Internet Engineering Task Force) standard tunneling protocol. It is primarily used to support VPN over the Internet for non-IP protocols. For example, Apple Network can create VPN over the network using L2TP, so does NOVELL networks. It is a combination of PPTP and Cisco’s Layer 2 Forwarding (L2F) protocol.
9.4.3 IPSec

Network traffic should safe from:

· Data modification while en route

· Interception, viewing or copying when intercepted

· Being accessed by unauthenticated parties

TCP/IP protocol layer security: 

1. Application Layer – PGP (e-mail), SSL (browser)

2. Transport Layer – Kerberos (client / server)

3. Network Layer – IPSec

4. Physical Layer – wire shielding  

It is another IETF standard that provides packet-level encryption, authentication and integrity for VPN. It functions at layer 3 of the OSI and can secure all packets transmitted over a network. IPSec is expected to become the VPN standard because it was designed for IP and IPv6 compatible. 

IPSec is a framework of open standards for ensuring private, secure communications over IP networks through the use of cryptographic security services, security protocol and dynamic key management. The goals are:

· To protect IP packets

· To provide a defense against network attacks

Network traffic without IPSec

Network traffic with IPSec


The whole purpose of IPSec is to make data so difficult to decrypt that an attacker will give up because it is either too hard or just impossible to interpret. Usually, making things very difficult is enough to cause the attacker to go play somewhere else. In any case, there is the combination of the algorithm and a key that is used to secure this information. The higher level of security is achieved by using the complex cryptography-based algorithms and keys. When we are talking about IPSec, the algorithm is the mathematical process the information is put through to make it secure; the key, on the other hand, is the secret code or a number that is required to read, modify, or verify the secured data.

When you decide to use IPSec, you can choose between one of two different protocols. They are the Authentication Headers (AH) or Encapsulating Security Payloads (ESP) 

Here are some of the things that IPSec uses to protect your information.
1. Automatic Key Management 
We have discussed different types of keys and different types of key management throughout this course. With IPSec, key management can be automatic. The first thing that has to be done with the key is to have it generated.

2. Key Generation

Before two computers can communicate securely, they have to be able to agree on a key. Now, this is not as simple as it sounds. You might think that one computer would generate the key and send it to the other, and communication would start. That would work, as long as there was some guarantee that the key would not be intercepted. The two computers just have to determine and use the same, shared key. To make the process somewhat more challenging, this should be done without sending that key across the network where it could possibly be sniffed. To accomplish this, IPSec uses the Diffie-Hellman algorithm (PUBLIC KEY PROTOCOL) to enable this key exchange, and to provide the key material for any of the other encryption keys.
The two computers start the Diffie-Hellman process. The computers will then have to exchange an intermediate result publicly and securely. This is done using authentication. Neither computer can ever send the actual key. However, by using the shared information that comes from the intermediate exchange, each computer can generate an identical secret key. Then, to make sure this stays really secure, it is up to expert users to change the default key that is exchanged and to alter data encryption key settings.

3. Key Lengths

The longer the key, the more possible combinations there are. Every time the length of a key is incremented by just one bit, the number of possible keys doubles. As the number of possible keys grows, it becomes exponentially more difficult to break or decipher the key. The IPSec Security negotiation that goes on between these two computers generates two kinds of shared secret keys. There are master keys and there are session keys. Master keys are long, usually either 768 bits or 1,024 bits long. The master keys are then used as the source from which the session keys are derived. Session keys come from the master keys in a standard way. There is one session key allowed for each encryption and integrity algorithm.

4. Dynamic Re-keying

To make the communication even more secure, IPSec can be configured to automatically generate new keys during the course of a communication. In this case, even if an attacker had compromised a single key, she could not obtain the entire communication. In addition, the default keying intervals can be changed.

9.5 The Properties of VPN Connections

The VPN connections that will be using PPTP and L2TP over Internet Protocol Security (IPSec) have the following things in common. First of all, the information sent across the VPN is encapsulated. Secondly, to make sure all the parties are who they say they are, the client and the server use some form of authentication. Thirdly, the data sent across the VPN link is encrypted. Finally, there has to be some mutually agreeable way to handle the assignment of IP addresses. Let's take a closer look at each of the properties.

9.5.1 Encapsulation

As we have seen earlier, in order to use VPN technology, it must have a way of encapsulating the private data with a header that allows the data to travel across the public network. If you are not comfortable with the term encapsulating or encapsulation, think of it this way. If we were talking about snail-mail here, the data packet would be the letter inside an envelope. If the packet were encapsulated, you would simply take the envelope and letter, add a note to it, put it inside a larger envelope, address that envelope, and mail it.

9.5.2 Authentication

Since there is a two-sided communication, authentication for the VPN connections can take two forms:

User authentication     In order for the VPN connection to be established, we have seen that the VPN server must authenticate the VPN client that is attempting the connection. This is called user authentication. The VPN server also must verify that the VPN client has all of the right permissions. If mutual authentication is in place, then the VPN client also has to authenticate the VPN server. This process provides protection against masquerading VPN servers. In this case, both parties are simply exchanging the super-secret handshake.
Data authentication and integrity     Now that the two machines are convinced they are who they say they are, there has to be a way in place to check the data being sent on the VPN connection. There should be a way of making sure that it originated at the other end of the connection and that someone or something has not modified it in transit. The data may contain a cryptographic checksum based on an encryption key known only to the sender and the receiver. This means that once the two sides have exchanged the super-secret handshake (established data authentication and integrity), they can begin exchanging information. As long as all these pieces are in place, you have a secure communication.

9.5.3 Data Encryption

To make sure that the data that travels the public network is really secure, it is encrypted by the sender and decrypted by the machine that receives it. The way the encryption and decryption processes unfold depends on both sides knowing about the common encryption key. In our example, think of a magic decoder ring. As long as you and I both have the same magic decoder ring, our messages make sense.

Because they are encrypted, intercepted packets would be unusable to anyone who does not have the encryption key. The length of the encryption key is a really important security parameter. There are computational techniques around for determining the encryption key, but cracking larger and larger keys requires more and more computing power. If you can, use the largest possible key size.

On the flip side, the more information that is encrypted with the same key, the easier it is to decipher the encrypted data. With some encryption technologies, you can even specify how often the encryption keys will be changed during any individual connection.

9.5.4 Address Allocation

When a VPN server is configured, it has to create what is called a virtual interface. This virtual interface represents the interface on which all VPN connections are made. When a client establishes a connection, the virtual interface is created on the VPN client that represents the virtual interface connected to the server. This creates the point-to-point VPN connection.

These virtual interfaces have to be assigned IP addresses. This is called address allocation. It is up to the VPN server to handle the assignment of these addresses. By default, the VPN server gets these addresses for itself and for the clients using the Dynamic Host Configuration Protocol (DHCP). If necessary, a static pool of IP addresses can be defined by a simple IP network ID and a subnet mask.

There are other pieces that must also be put in place. Since this is a network connection, there must be some form of name server assignment. This can include the assignment of domain name system (DNS) and Windows Internet Name Service (WINS) servers. The VPN client obtains the IP addresses of the DNS and WINS servers from the VPN server for the intranet to which the VPN server is attached.
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