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Chapter 6: Physical security

Physical security is the term used to describe protection provided outside the computer system. Typical physical security facilities are guards, locks, and fences to deter direct attacks, although protection against less direct disasters is also a part of physical security. Many good physical security measures result from just good common sense.

6.1
Perils

6.1.1
Natural

Computers are subject to the same natural disasters that can occur to houses, stores, and automobiles. They can be flooded, burned, melted, hit by falling objects, and destroyed by earthquakes, storms, and tornadoes. Additionally, computers are sensitive to their operating environment, so that excessive heat or inadequate power is also a threat. Since many of these perils cannot be prevented or predicted, controls focus on limiting possible damage and recovering from disaster. Issues to be considered include (1) the cost of replacing equipment, (2) the speed with which equipment can be replaced, (3) the need for available computing power, and (4) the cost of difficulty of replacing data and programs.

6.1.2
Human Vandals

Since computers and their media are rather sensitive, a vandal can do a great amount of destruction rather easily. Human attackers can be people off the street, disgruntled employees, bored operators, saboteurs, people seeking excitement, or unwitting bumblers. Crude attacks using axes or bricks can be effective, but more subtle people's attacks can also be quite serious. An unskilled vandal may try the crude attack, but people carrying large or dangerous objects are often seen and stopped. People with only slightly more sophisticated knowledge can create short circuit on a computer with a car key or disable a disk drive with a paper clip. These implementations would not attract attention until the attack has been completed.

6.1.3
Interception

Interception is a serious problem with computer system. With $300 worth of parts from any local electronic shop, a person can construct a device to read the data from a computer screen several hundred feet away. This attack requires no direct connection. A person needs only a moderate knowledge of electronics for this attack.

6.2
Unauthorised Access and Use

Movies and newspaper reports exaggerate the ease of gaining access to a computing system. Still, a distributed computing system becomes more prevalent, protecting the system from outside access becomes more difficult and more important. Interception is a form of unauthorized access; in this context, interception is a passive attack, but active use is also a concern. Protection is needed both to prevent unauthorized users from obtaining access to the system and to verify the identity of accepted users. The following section expands on these four vulnerabilities: natural perils, human intrusion, interception, and unauthorized access and use.

6.3
Natural Disasters

It is impossible to prevent natural disasters, but through careful planning it is possible to reduce the damage they inflict. Some measures can be taken to reduce their impact. Examples of natural disaster include: flood, rising water, falling water, fire, power loss, and on interruptible power supply.

Fire and Smoke:

· Install smoke detectors near equipment and check them periodically.

· Keep fire extinguishers in and near computer rooms, and be sure every one knows they are there.

· Enforce no-smoking policies; these are also important to controlling smoke, another hazard to computers.

Climate:

· Keep temperatures approximately at 10-26 degrees Celsius.

· Keep the humidity level at 20-80 percent.

· Equip heating and cooling systems with air filters to protect against dust.

Earthquakes and Vibration:
· Keep computers away from glass windows and high surfaces.

· Be sure that if strong vibration occurs, other objects won’t fall on computers.

Water (Flood):

· Install a water sensor on the floor near computer.

· If computer does get wet, let it dry thoroughly before attempting to turn it on again.

Electricity:

· Computer will suffer if it gets too much or too little electricity.

· For best results, install an uninterruptible power supply (UPS).

· Install a line filter on computer’s power supply.

Lightning:

· If a lightning storm hits, try to turn off the computer and unplug it.  Lightning generates an enormous power surge.

· Protect the backup from the magnetic field created by the lightning.

6.4
Resumption after Crisis

The key to successful recovery is adequate preparation. Seldom does a crisis destroy irreplaceable equipment; most computing systems-personal computers to mainframe are standard, off-the-shelf systems that can be easily replaced. Data and locally developed programs are more vulnerable, since these cannot be quickly substituted from another source. Some of the recovery method includes: backup, off-site backup, cold site, and hot site.

6.5
Intruders

Preventing unauthorized access has meant preventing knowledgeable users from obtaining access to protect objects. Another class of unauthorized access is the physical presence of people who are not even users. With good reason, banks and hospitals exclude total strangers; computing installations should do the same. Unauthorized visitors can cause three problems: theft of machinery or data, destruction of machinery, and viewing sensitive data.

Hints for keeping Intruders Out:
· Dropped ceilings: Be sure the walls extend above the dropped ceiling so intruders can’t climb over the walls.

· Raised floors: Be sure the walls extend down beyond the raised floor so intruders can’t crawl under the raised floor.

· Air ducts: Be sure the air ducts are small enough to intruders can’t crawl through them.

· Glass walls: They are too easy to break and easily get access to sensitive information. So, don’t use glass wall

· Network connections: Intruders can cause damage by unplugging or cutting cables, also opens up the possibility of wiretapping. So, hide the n/w connection

6.6
Disposal of Sensitive Media

When disposing of a draft copy of a confidential report containing a company’s sales strategies for the next five years, the company wants to be especially sure the report is not reconstructed. With computers they may be two or more copies of the report: one printed on paper, and the others on magnetic media. Even the printer ribbon may disclose which characters were printed. There are several ways to destroy data on all form of media. Examples on some of them are: Shredders, overwriting magnetic media, degaussor (a device that produces strong magnetic field to erase magnetic media), and emanation protection (shielding).
Several ways to destroy data on all form of media are (from unauthorised visitor): 
· Draft copy - shredders (machine which tears paper into very small pieces)

· Magnetic media - overwriting magnetic media, degaussor (device used to erase magnetic media).

· Printer ribbon - dispose it and do not leave it unattended 

6.7
Control of Access to Computers

Traditionally the major computer vendors have not produced especially secure access control systems for stored programs or data. For this reason, add-on access control packages have been developed for the low degree of protection in the architecture. Finally, network access control is an entirely different problem: network hosts needs to be continually reassured of the authenticity of other hosts on the network. Examples: Mainframe data access control software, microcomputer access control hardware/ software, store file encryptors, and network penetration detectors.

6.8
Environmental Issues 

Environmental conditions, as they relate to installing or upgrading a network and its components, are important. Just like human beings, computers require a proper environment in order to function correctly. If the environment is harsh, the device will not function at peak efficiency. Surprisingly, environmental conditions and their consequences may be the most over-looked topic in the entire industry of networking. Often problems that seem to appear out of nowhere and appear to make no sense are caused by environmental conditions. Let's examine the frequently elusive challenges that we all face at one time or another, including:

 Power problems

 ESD problems

 EMI problems

 RFI problems

 Climate problems
6.8.1 Power Problems
Alternating current (AC), which is the main power supply to PCs and other network devices, is normally 110 volts and changes polarity 60 times a second (or 60 Hertz). These values are referred to as line voltage. Any deviation from these values can create problems for a PC or other network device. Power problems fall into three categories:

 Power Overage

 Power Underage

 Quality

6.8.1.1 Power Overage Problems
During a power overage, too much power is coming into the computer. Power overage can take two forms:

 A power spike occurs when the power level rises above normal levels and then drops back to normal in less than one second.

 A power surge occurs when the power level rises above normal levels and stays there for more than one or two seconds.

Typically, power surges last longer than a second or two, and they may last for several minutes. For this reason, surges are usually more damaging than spikes (although a very large spike can damage a computer's power supply just as much as a surge). Figure 6.1 shows the difference between a spike and a surge.
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Two types of devices are used to protect computers and other network devices from power overage problems:

 Surge protectors

 Line conditioners

A surge protector contains a special electronic circuit that monitors the incoming voltage level and trips a circuit breaker when the over voltage reaches a certain level (called the over voltage threshold). The problem with surge protectors is that the threshold is set too high to be safe. By the time the circuit breaker trips, some over voltage has gotten to the power supply of the computer, possibly damaging it. Nor does a surge protector protect against power surges and spikes that are lower than the threshold. For the most part, a surge protector is better than nothing, but not by much. It is really only a multiple outlet strip and should not be considered anything more.

Surge protectors works by sacrifice themselves in the event of any significant over voltage but are smart enough not to trip for just a small amount over the standard power levels. Additionally, most of these protectors contain electronic circuits that can "shave off" any over voltage and ensure that the powered devices receive only the voltage they need.
Line conditioners are a much better choice for protecting against surges and spikes. Line conditioners use several electronic methods to "clean" all power coming into the line conditioner. The best models can be prohibitively expensive, but there is a way to get a kind of "natural" line conditioner. An uninterruptible power supply (UPS) uses a battery and power inverter to run the computer equipment that plugs into it. A battery charger continuously charges the battery. The battery charger is the only thing that runs off line voltage. The computer itself runs off steady voltage supplied by the UPS. When power problems occur, the battery charger stops operating, and the equipment continues to run off the battery. The power coming from the UPS is always a continuous 110 volts, 60 Hertz. Because the AC power from the wall never crosses over the battery charger to run the computer components, it's considered a "natural" line conditioner. As you will see, the UPS is the solution for a number of power problems.

6.8.1.2 Power Underage problem
Power underage problem occur when power level drop below the standard voltage, there are three types of power underage problems, which are:

 Sag 

 Brownout 

 Blackout
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6.8.1.3 Power Quality Problems

Power quality problems generally indicate that stray frequencies have entered the power supply through the power cord. Stray frequencies can cause strange problems (such as intermittent reboots or hangs) and can damage a device's power supply. You can detect problems in power quality only with an oscilloscope. If you're having power quality problems, you need either a UPS or a line conditioner.
6.8.2 Electrostatic Discharge (ESD) Problems
Affect electronic circuit.

ESD occurs when two items with dissimilar static electrical charges are brought together. Nature does not like things to be unequal, so static electrical charges will "jump" from the item with more electrons. This "jump" is seen as an electrical spark and thus is called an electrostatic discharge. (IMPACT) ESD can damage electronic components because the several thousand electrons moving through delicate circuit junctions of silicon chips render the chips useless. (protection) Properly grounding equipment can prevent static electricity. 

Static charge can be damaging to equipment and uncomfortable for users at the same time. One worker had the habit of walking around the office without shoes. Walking across a nylon carpet in cotton socks created an immense static charge. When he got within 15 centimeters of the keyboard, the static charge jumped from his fingers to the keyboard. This not only caused him considerable pain, but it also burned out one of the horizontal scan rows on the keyboard, destroying it forever. Fortunately, the computer was properly grounded; otherwise, much more damage could have been done.

6.8.3 Electromagnetic Interference (EMI) Problems
Affect network cables

EMI occurs when magnetic fields intersect network or computer cables, (IMPACT) causing interference in that cable. Motors and transformers, which are ubiquitous in an office (in air conditioners, heaters, and so on), are a typical source of EMI. A common mistake is to run network cable through an elevator shaft or through a ceiling that hides a bank of transformers in fluorescent lights.

Finding the source of EMI can be a challenge. The best approach is to follow a cable with an inexpensive compass, noting strong, odd needle movement. When you find the source of the EMI, (protection)  you can protect the cable against it by either replacing the cable with a shielded cable (or fiber-optic cable, which is immune to both EMI and RFI) or by moving the cable far away from the source of the EMI.
7.8.4 Radio Frequency Interference (RFI) Problems
Affect computer signal.

RFI occurs when radio signals interfere with the normal operation of electronic circuits (computers in particular). Everyday sources of RFI include television and radio transmitters, which by nature create a specific radio frequency as part of the transmission process. Other sources are two-way radios and cellular phones.
(protection) The only way to protect against both EMI and RFI is to use shielded network cables. Shielded cable, as is used in shielded twisted-pair (STP) and coaxial cable, can reduce the effects of RFI. You could also use fiber-optic cable, which is immune to EMI and RFI, throughout your entire network, although this option can get a little pricey.
6.8.5 Climate Problems

Network devices (including computers and servers) are very sensitive to temperature extremes and can fail prematurely if subjected to them. The environment for network devices should be roughly the same as that for human beings. Keep the temperature consistent at 70°F (around 26°C), and keep the relative humidity between 40 and 60 percent. Maintaining consistent temperature and humidity can be a challenge, because every computer constantly generates heat. Larger companies usually place network equipment in a special room that is climate controlled.

Even if your company can't provide a climate-controlled server room, you can do at least one thing to avoid climate problems: never put servers in a network closet without ventilation. It is better to put servers out in the open, locked to a desk, than to lock them up in an unventilated closet. Also never put an electronic device of any kind directly in front of a heat source, such as a space heater. This can cause the components to fail prematurely because excessive heat can damage electronic components.
6.9 Biometric Devices

Every person has a set of unique physiological, behavioral and morphological characteristics that can be examined and quantified. Biometrics is the use of these characteristics to provide positive personal identification. 

The use of unique characteristics to provide positive personal identification: 
· Physiological  - physical traits that are direct part of our body, study of how bodies of living things and their various parts work (e.g. fingerprint, retina)
· –
· Behavioural - based upon of what we do, structure / formation objects (language, animal) - voice pattern, signature

· Morphological - based upon of movement of our activities,   e.g. keystroke pattern)

A biometric device is physical, behavioral or morphological characteristic of a person that can be examined and quantified and is unique to each person.

Biometrics systems that are available today are fingerprints, handprints, retina patterns, voice patterns signatures and keystroke patterns. Devices that also been proposed are footprints, wrist vein patterns, brainwaves, skin oil characteristics, and facial geometry. 

Surveys indicate that in order of effectiveness, biometrics devices rank as follows (most secure to least secure):
· Retina pattern devices

· Finger print devices

· Hand print devices

· Voice pattern devices

· Keystroke pattern devices

· Signature devices

In order of personal acceptance, the order is just the opposite.

Advantages of biometric devices have over these other means.

· They cannot be forgotten or divulged, like things you know or lost or stolen, like things you have 

Disadvantages of biometric devices have.

· They are difficult to implement reliably, because of human flexibility (eg colds confuse voice recognition, scars or dirt influence fingerprints) 

· They cause users concern, either physically (eg might not be comfortable with a laser shone into the eye)  or psychologically (eg fingerprints carry connotations of a criminal record) 

· They also raise civil liberty issues by breaking the illusion of anonymity provided by passwords and keys 
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