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Lesson 4: the role of internal and external auditors


Chapter 4: Auditing and legal issue in computer security

Audit: 

· An examination of records or financial accounts to check their accuracy

· An adjustment or correction of accounts

· An examined and verified account

Auditing:

· To examine, verify, or correct the financial accounts of

The audit function constitutes a part of the computer security. The aim of this chapter is to demonstrate that the audit function is one of the important elements.

It is not the purpose of this chapter to present a treatise on computer auditing. Accordingly, while the scope of and roles of internal and external auditors are summarised and the important aspects of computer auditing and their impacts on computer security are carefully highlighted.

4.1
Introduction 

Auditing is a process to determine the efficiency of the systems and procedure by examining it carefully, (in computer security, Auditing is used to prevent the attack on your system). 

There are three key auditing steps to take when determining the level of security needed for a network:

Step 1. Status Quo Analysis

Determines the current level of security at the site, the knowledge will help to decrease the chance of the attacker entering your system through the security flaws. 

Step 2. Risk Analysis

Determines which network systems are vulnerable to an attack. 

Step 3. Threat Analysis

Determines possible attack, both from inside and outside the system. It is also necessary to determine how such attacks can occur. 

4.2
General Audit Role

4.2.1
External Auditors

The external auditor’s responsibilities are primarily of a statutory nature. In most countries his responsibilities are clearly defined by statute. Generally, the key legislation is a Companies Act or the equivalent. There are, however, a wide-range of other statutory areas, which require the involvement of a registered auditor, for example, banking or insurance legislation.

Sometime the external auditor will, by agreement, undertake special work. However, this rarely detracts from the auditor’s primary function to express an opinion on accounts procedures by an organisation based upon an examination of the books and records. Hence, contrary to common belief, the auditor is not responsible for the detection of fraud.

Statute: 

· Law enacted by a legislature

· A decree or edict, as of a ruler

· An established law or rule, as of a corporation

Statutory:

· Of or relating to a statute

· Enacted, regulated or authorized by statute

Statutory requirements:

· It is the requirement by law or statutes of country a key legislation in the companies

· E.g. financial records and other activities must be inspected by the external auditor to spot irregularities if any    

4.2.2
Internal Auditor

Sometimes, the internal auditor has no statutory responsibilities. His scope of activities will vary from one organisation to another. In some cases he has a high level role which aims at reporting on the managerial effectiveness of the organisation; in others his role is primarily to check on systems and procedures and to see that these are being enforced.

Accordingly, the role of the internal auditor, which has been an evolving one over the past many years, is not an extension of that of the external auditor. Instead, the internal auditor is very much a part of the systems of internal control within an organisation. This is how the internal auditor’s function has evolved - a form of internal inspector.

It is usual to find that the internal auditor’s scope of activities is narrow rather than broad. However, the current trend is towards a much broader role, with the internal auditor undertaking management and operational audits. In this context, the internal auditor is also becoming more involved with computerisation. Among many large computer users, where there has been increasing sophistication of applications, the need for greater involvement by the internal audit function has been recognized. Thus, the internal auditor’s activities will typically embrace:

1. Active involvement in the development process, ensuring that adequate audit and security requirements are incorporated, and also participating in reviews at project check-points.

2. Review of application systems and controls in both user departments and at computer processing centres.

3. Reviewing computer security policy and procedures and actively participating in disaster tests
4. Introducing advanced techniques for the auditing of sophisticated computer systems.

In line with this practice, the reporting relationship of the internal auditor has been elevated, and in many cases he now reports to the chairman of the board or chief executive officer.

It will thus be seen that the external auditor has a vastly different scope of responsibilities to that of the external auditor. The only real impact which the one has upon the other is that the work undertaken by the internal auditor may relieve the external auditor from considerable detailed work, due to his enhancing the system of internal control in his organisation

4.3
Computer Audit Roles and Security

It has been seen from the foregoing summary that both internal and external auditors constitute an important independent check upon the effectiveness and hence security of computer activities. Internal control and security are generally more effective in well-run organisations. The existence of an independent check and report-back on the effectiveness of computerisation is thus of value. 

Security can be enhanced by: 

1. Bringing specific focus on the procedures enforced for the prevention of breaches of security, 

2. The detection of the attack thereof 

3. Recovery procedures in the event of some disaster.

A number of important issues need to be addressed in ensuring an effective contribution from the audit function to computer security:

1. Limited scope of internal audit in computer security.

2. Clear liaison between internal and external auditors.

3. Role of internal audit in company

4. Role of internal auditor in operational systems.

5. Education and training for effective internal auditing.

4.3.1
Limited scope of Internal Audit in Computer Security

In the previous section, reference was made to the differing roles of internal audit in various corporations. In the case of computers, few auditors have the deep technical knowledge to participate extensively in auditing through rather than around the computer. A communication gap typically exists in that auditors rarely have any deep computer expertise, while a few computer personnel have any deep audit exposure. In many cases, this results in auditors being actively discouraged from auditing through complex computer systems, programming or operations activities. This will substantially diminish (reduce) the contribution which the internal audit function can make to computer security.

4.3.2
Liaison (communication / connection) between Internal and External Auditors

A clear case has already been made for close liaison between the two parties. This can result in a major reduction in the work undertaken by external auditors. However, many new techniques such as integrated test files, concurrent processing, audit ‘hooks’, etc, require extensive on-site time. The application of these techniques is accordingly generally the domain of the internal auditor. He can, however, draw on specialist advice from the external auditors who, from his exposure to many organisations, can contribute extensive technical expertise and concentrated experience.

The internal and external auditors should therefore carefully define the required demands from an audit point of view, and the roles and approaches which they will adopt to meet these. Carrying through the principles to application will result in a detailed set of questionnaires for reviewing internal control and for confirming that systems and procedures are working as they should. Guide-lines will be compiled for the application for the specialized audit techniques referred to, including generalised audit software for comparing and stratifying files, extracting statistical samplings and reports. The resultant enhanced effectiveness must improve computer security.

4.3.3
Role of Internal Audit in Development

In most systems, security cannot be made effective unless detailed controls and recovery procedures are incorporated in initial design. Few existing systems have had security as a prime objective. As a result, considerable sums of money have been expended in incorporating security requirements in systems, which are already operational.

The internal auditor has an important function in participating in long term applications planning, and detailed application design and implementation, to ensure that audit and security needs are addressed from the outset. At the same time he can bring an independent approach to bear at the various project milestones. With the increasing number of advances and large scale systems, these contributions increase the reliability of the system’s development process and avoid unnecessary expenditure subsequently.

4.3.4
Role in Operational Systems

The internal auditor has an important role in bridging the gap between user and computer centre controls. With adequate training, he can conduct a detailed control review in the user and follow through data into the computer processing itself. This role is most important in avoiding abuse of operational applications.

No system is static and organisational demands are changing all the time. As a result, operational systems are subject to on-going and repetitive modifications. An independent assessment of computer controls over the range of the application is thus important on a routine basis.

This is certainly a major area of responsibility of the internal auditor, and his objectives and approaches should be carefully structured in addressing it.

Finally, the organisation and procedures in the computer function will have a major impact upon the effectiveness and security of computer applications. It is, therefore, important that the internal auditor should be adequately trained to review this area.

4.3.5
Education and Training

Much has been said over the past many years about the need for training in computers. However, when one really gets down to assessing the amount of effective training work that has been done, it is clear that the results achieved are only limited. Most training has a technical focus and very little emphasis is placed on machine-independent functions. The main training need is in the application of proven management methods to the new areas of information technology in general and computer security in particular.

This is also the case with the audit function. Audit practice and procedures have existed for a considerable time. What is needed is an understanding of the technical issues so that the established principles can be properly applied. Certain new technical areas such as databases, on-line and real-time systems do create new differences. However, the principles remain unchanged; it is the application which varies.

One of the biggest problems in ensuring that the audit function makes a realistic contribution to computer security is the provision of adequate trained personnel. It has been difficult for sometime to obtain staff adequately trained in audit procedures. As to this, the need for computer skills and the position is compounded. A further factor is that there has been very limited training available for either auditors or managers in the objectives, scope and approach of computer auditing and, in particular, management’s approach to computer security.

There are a number of distinct areas which need to be addressed in training auditors and management for an effective contribution to computer security:

1. Application controls objectives, security measures and recovery procedures.

2. The responsibility of internal control.

3. The role and scope of internal audit.

4. Specialised control needs in advanced application - training for systems analysts and designers and auditors.

5. Advanced audit methods for auditors.

Few of these can be obtained from computer suppliers or management institutions. However, a few of the accounting societies now offer courses and most of the large international forms of public accounting firms have established training courses which are offered to their clients.

4.4
Legal Issue in Computer Security 

Law and computer security are related in several ways. First, they are both concerned about privacy and secrecy. They are often applied to the rights of individuals and keep personal matters private. Second, law regulates the use, development, and ownership of data and programs. Patents, copyright, and trade secret are legal devices to protect the rights of developers and owners of program and data. An aspect of computer security is controlling access to programs and data; that access control is supported by various legal mechanisms. The third law affects actions that can be taken to protect the secrecy, integrity, and availability of computer information and services. These basic concerns in computer security are both strengthened and confined by applicable laws. Thus legal means coordinated with other controls so as to establish computer security.

However, the law does not always provide adequate control, either in computer affairs or in any other area. The law is slowly evolving with regard to computers. Because computers are new, compared to houses or land or horses or money, their place in law is not yet firmly established.

The law of computer security affects programmers, designers, users, and maintainers of computer systems and computerised data banks. These laws provide protection, but they also regulate the behavior of people who use computers. Furthermore, computer professionals are among the best qualified to advocate changes in old laws and the creation of new ones regarding computers.

We have 3 major goals in studying this section:

· protection of code and data

· protection of access to programs

· protection of computing against criminals
4.5
Protecting Programs and Data
4.5.1
Copyrights

Copyrights are designed to protect the expression of ideas. Thus, a copyright applies to a creative work (arts, literature and writing), such as a program, song, or story (any personal expressions of ideas) 
The right to copy an expression of an idea is protected by a copyright. Ideas themselves, the law alleges, are free; anyone with a bright mind can think up anything anyone else can, at least in theory. The intention of a copyright is to allow regular and free exchange of ideas.
Lasts for only limited period of time
Public own subject is not allowed to copyright (e.g. “have a nice day”, jokes, birthday song)

Examples: 
Love story – idea

Movie – expression of idea

Algorithm – idea

Program statement – expression of idea

Can the algorithm behind a program be copyrighted? 
No, algorithm is an idea whereas the program is an expression of the idea.

Copyright protection is only allowed for the program statement because copyright protect expression of an idea

Discuss whether will copyright protection increase the profitability of a software business? 
Yes. Because customers must pay the license  fees and loyalty fees to the software developer
4.5.2
Patents

Patents are unlike copyrights in that they protect invention, not works of mind. The distinction between patents and copyrights is that patents apply to the result of science, technology, and engineering, while copyrights cover works in the arts, literature, and writing. A patent can protect a “new and useful process, machine, manufacture, or composition process.”

A patent is designed to protect the device or process for carrying out an idea, not the idea itself.

4.5.3
Trade Secret

A trade secret is unlike a patent or copyright in that it must be kept secret. The information has value only as a secret, and an infringer is one who divulges the secret. Once divulged, the information usually cannot be made secret again.

A trade secret is information that gives one company a competitive edge over others. For example, the formula of a soft drink is a trade secret, as is a mailing list of customers, or information about a product due to be announced in a few months.

Allow distribution of result of secret (e.g. executable program)
Doesn’t cover copying of product

Illegal to steal a secret algorithm

E.g. encrypt computer file, making employees sign a statement that they will not disclose the secret

4.5.4 Trademarks

A trademark is any word, slogan, symbol, name package design or device (or any combinations thereof) that marks and distinguishes a product from other product in trade. For instance, AltaVista and Rolls Royce are both trademarks. Trademarks are protected worldwide by participating WIPO (World Intellectual Property Organization) countries. 

e.g. Proton’s logo, Microsoft’s logo and slogan 

	
	Copyright 
	Patent 
	Trade Secret 

	Protects 
	Expression of idea, not the idea itself 


	Invention: the way something works 
	A secret competitive advantage

	Protected object made public 
	Yes; intention is to promote publication 


	Design filed at patent office 
	No 

	Requirement to distribute 


	Yes 
	No 
	No 

	Ease of filing 
	Very easy, do-it-yourself 
	Very complicated; specialized lawyer suggested


	No filing 

	Duration 
	Life of human originator or 75 years for a company 


	19 years
	Indefinite 

	Legal protection 
	Sue if copy sold 
	Sue if invention copied 


	Sue if secret improperly obtained 


4.6     Protection of Computer Objects

The previous sections described about forms of protection - the copyright, the patent, trademark and trade secret laws. Each of these provides a different form of protection of original products. In this section, we consider different kinds of computer objects and describe which form of protection is most appropriate for each kind.
4.6.1
Protecting hardware

Hardware such as chips, disk drives, or floppy disk media, can all be patented. The medium itself can be patented, and then someone who invents a new process for manufacturing it can obtain a second patent.

4.6.2
Protecting firmware 

Applies both to copyright and patents for the software code and for the hardware chip respectively.
4.6.3
Protecting object code software

Copyright seems most appropriate for this protection. However, no proven cases that have defined the equivalence of two pieces of computer code exist.

4.6.4
Protecting documentation

Copyright is most effective and appropriate for documentation, since these manuals are essentially written works of non-fiction. Notice that the documentation is distinctive from program. A program and it documentation needs to be copyrighted separately.

4.6.5
Protecting data in a database

The data cannot be protected by using copyright and patent, but it might be possible to  use trade secret to protect the data. However, the Data protection act seems to be most appropriate protection means. But this is not widely available in many countries and therefore, transborder data flow through various countries may be a problem. 

Under the data protection act, data about an individual cannot be viewed, transferred, modified etc without the permission of the individual

e.g. Medical records cannot be transferred to other agencies for viewing without the knowledge of the individual 

4.7
Computer Crime

The law related to contracts and employment is difficult, but at least employees, objects, contracts, and owners are fairly standard entities for which legal precedents have been developed. 

The definitions in copyright and patent laws are strained when applied to computing, because old forms must be made to fit new objects; for these situations, however, cases being decided now are establishing legal precedents. But crimes involving computers are an area of the law that is even less clear than the other areas. In this section, we provide some pointers about computer crime.

4.7.1
Definition about Intellectual Property

WIPO (World Intellectual Property Organization) is formed to protect intellectual property worldwide. Intellectual property consists in industrial property (trademarks, inventions) and copyright works. You can visit WIPO website at www.wipo.org, which lists the copyright administration office for each member country.

Intellectual Property 

· A product of an intellect that has commercial value, including copyrighted property such as literary or artistic works, and ideational property such as patents, appellations of origin, business methods, and industrial processes

· The ownership of ideas and control over the tangible (property that results of creativity) or virtual representation of those ideas. Use of another person’s intellectual property may or may not involve royalty payments or permission, but should always include proper credit to the source

4.7.2
Computer Evidence

Although there are effects to re-define the computer evidence act, but this is still not well accepted as it requires refinement due to changes in technology

4.7.3
Value of Data

The value of data cannot be defined in law. In most cases, a third party opinion is sought to provide indicative value if such evidence is required by court.

Acceptance of computer terminology

No clear set of computer terminology used as yet.

4.7.4
Computer Misuse Act in Singapore

The computer misuse act was enacted to provide a possible channel for law enforcement agencies to act on possible computer misuse. Such an act provides explicit power for police officer to confiscate computer equipment and to bring forward cases to court for judgment.
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