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3.1
Introduction
As the development of processing and transmission of information in both computer systems and computer networks proliferates, new needs arise. For instance the application of computer techniques in banking business has produced the need to translate all banking operations into a form accepted by computers. At present most banking operations or transactions become legally valid only after the involved parties have signed suitable paper documents.

Parties having a computer network often, however, desire to be able to sign documents using their local computers or terminals. So, the following problems arises: How can signatures be created in a computer environment? As computers accept information in digital form only, any signatures in question must also be digital.

Digital signature 
A digital code (digitally signed hash result of the message) that can be attached to an electronically transmitted message that uniquely identifies the sender (data origin authentication)

It is to guarantee that the individual sending the message really is who he/she claims to be (non-repudiation)

Important for e-commerce. Key component of most authentication schemes

Example : ElGamal signature scheme, DSA

However, digital signature should have the same properties as written ones. Digital signatures should, therefore be:

1. The signed document is not reusable –unalterable e.g. cancelled check is not reusable
2. The signature is unforgettable –e.g. owner of check won’t forget their signature
3. The signature is authentic –only the owner can produce
4. The signature cannot be repudiated –owner cannot deny that the signature is not theirs
5. The signature is not reusable –only for digital signature
It is noteworthy to observe the difference between handwritten and digital signatures. A written signature is physically appended to give document by mean of a piece of paper that contains both a message (the text of a document) and a signature. Such a relation between messages and signatures is not possible in a computer environment. Digital signature is electronically attached with the respective document.
 Of course, it is still possible to print message along with suitable signatures, but, before printing, they are stored and sent via communication channels where their contents can be changed by enemy users.

The characteristic attribute of written signatures is that they are the same no matter what document is being authenticated. But with digital signatures, this attribute can no longer be valid as the form of signatures must depend upon both the text of a document (message) and the signer.

Before the law, digital signatures fulfill an important role as they confirm mutual commitments of contracting parties. So, methods of digital signature generation should allow any dispute to be solved as to the authenticity of signed documents (messages). 

With this requirement in mind, these method can be divided into the following classes:

· methods of direct signature authentication
· method of indirect signature authentication
In the first class, authentication processes are performed by receivers only. However, in the second class, besides senders and receivers, there are third parties who solve possible disputes and are called referees or arbiters.

3.2
Signing Documents with Public Key Cryptography

There are public key algorithms that can be used for digital signatures. In some algorithms - RSA is an example - either the pubic key or the private key can be used for encryption. Encrypt a document using your private key and you have a secure digital signature.

The basic protocol is simple:

1. Alice uses a digital signature algorithm with her private key to sign the message

Sign A private ( M )

2. Alice sends the document to Bob

3. Bob uses the digital signature algorithm with Alice’s public key to verify the signature
Verify Apublic ( Sign Aprivate ( M ) ) = M
S – signing  V – verification 
This protocol is a simple one. Alice and Bob do this without a trusted third party. If Bob cannot do step 3 above, then he know the signature is not valid.

This protocol satisfy the characteristics of a signature:

1. the signature is not reusable - the signature is a function of the document and cannot be transfer to another document

2. the signature is unforgettable - only Alice knows her private key

3. the signature is authentic - when Bob verifies the message with Alice’s public key, he knows that she signed it

4. the signature cannot be repudiated - Bob does not need Alice’s help to verify her signature

5. the signed document is unalterable - if there is any alternation to the document, it can no longer be verified with Alice’s public key. 

3.3
Signing Documents and Timestamps
Actually, Bob can cheat Alice in certain circumstances. He can reuse the signature and the document together. This isn’t exciting if Alice signed a contract but can be very exciting if Alice signed a digital check.

Let’s say Alice sends Bob a signed digital check for $5000. Bob takes the check to the bank, which verifies the signature and moves the money from one account to another. Bob, who is an unscrupulous character, saves a copy of the digital check. The following week, he again takes it to the bank. The bank verifies the signature and moves the money from one account to the other. If Alice never balances her checkbook, Bob can keep doing this forever.

Timestamps – any non-repeating code/date & time, increasing series of number
Consequently, digital signatures often include timestamps. The date and time of the signature are attached to the message and signed along with the rest of the message. The bank stores this timestamp in a database. Now, when Bob tries to cash Alice’s check a second time, the bank check from Alice with the same timestamp, the bank calls the police. Bob can then spend fifteen years in prison reading up on cryptographic book.
3.4
Signing Documents with Public-key Cryptography and

One-way Hash Functions
In practical implementations, public-key algorithms are often too inefficient to encrypt long documents. To save time, digital signature protocols are often implemented with one-way hash functions. One-way hash encryption typically uses a hash table that contains a hash function. A hash is a table of hexadecimal numbers that are used for encryption. One-way hash is used for information that will not be decrypted or read. In this case, decryption is theoretically and mathematically impossible. 

A one-way hash function:
· Takes variable-length input - a message of any length, even thousands or million of bits - and produces a fixed-length output e.g. 160 bits

· It ensures that, if information is changed in any way - even by just one bit - an entirely different output value is produced
The result of applying a hash function is varyingly call:
· Hash value

· Message digest

· Checksum

Examples:
· SHA-1 (Secure Hash Algorithm) for US DSA (Digital  Signature Standard)

· MD4 (Message Digest 4 - not that strong)

· MD5 (standard choice in Internet protocols)

· RIPE-MD

This is kind of permanent encryption, which cannot be decrypted, seem useless, but it is actually very useful and widely used. Because one-way encryption allows somebody to verify but not copy the information. 

For example, an automated teller machine does not actually decrypt the PIN (Personal Identification) number entered by customer, but it calculates the hash on the PIN that the customer enters and get the hash value, then compare it with the hash value stored on the magnetic stripe of the card. By using this method, the PIN is secure, because the machine will not know what is the actual PIN number.

Another example, instead of signing a document, Alice signs the hash of the document. In this protocol, both the one-way hash function and the digital signature algorithm are agreed upon beforehand.

The protocol is:

1. Alice produces a one-way hash function, and create a hash of a document called Digest or Check Value

2. Alice signed the hash with her private key, thereby signing the document

3. Alice send the document and the signed hash to Bob

4. Bob produces a one-way hash of the document that Alice sent. 

5. He then verifies the signed hash with Alice’s public key and compares it with the hash he generated. If they match, the signature is valid.

If the intruder modifies the document, the calculated message digest would be different from the received message digest. Then we know that somebody has altered the document.

Speed increases drastically. If this is a 160 bit one-way hash function, and since the chances of two different documents having the same 160-bit hash are only one in 2160, anyone can safely equate a signature of the hash with a signature of the document. If a non-one-way hash function was used, it would be an easy matter to create multiple documents that hashed to the same value, so that anyone signing a particular document would be duped into signing a multitude of documents. This protocol cannot work without a one-way hash function.

This protocol has other benefits. First, (1) the signature has to be kept separate from the document. Second, (2) the recipient’s storage requirements for the document and signature are much smaller.

An archival system can use this type of protocol to verify the existence of documents without storing their contents.The central database could just store the hashes of files. It doesn’t have to see the files at all; users submit their hashes to the database, and the database timestamps the submissions and stores them. If there is any disagreement in the future about who created a document and when, the database could resolve it by finding the hash in its files. This has vast implications concerning privacy: Alice could copyright a document but still keep the document secret. Only if she wishes to prove her copyright would she have to make the document public.
3.5
Multiple Signatures
Assume that Alice (sender 1) and Bob (sender 2) want to send the same message to Carol (receiver)

How could Alice and Bob sign the same digital document? Without one-way hash functions, there are two options. In the first option, Alice and Bob sign separate copies of the document itself. Disadvantage: The resultant message would be twice the size of the original document - this is not optimal. In the second option, Alice would sign the document first and then Bob would sign Alice’s signature. Disadvantage: This works, except it is impossible to verify Alice’s signature without also verifying Bob’s signature.

If a one-way hash of the document is signed instead of the document itself, multiple signatures are easy:

1. Alice signs the document.

2. Bob signs the document.

3. For Parallel digital signature, a copy of a document created.  One is signed by Bob and another copy is signed by Alice

4. For Serial digital signature the documentis signed by both Bob and Alice before it is sent to Carol.

5. For Parallel signature Carol can verifies either Alice’s or Bob’s signature in order to retrieve the message. For Serial digital signature Carol have to verify both signature, Bob’s and Alice signatures.

3.6
Applications of Digital Signature
One of the earliest proposed applications of digital signatures was to facilitate the verification of nuclear test ban treaties. The USA and the former Soviet Union can put seismometers on each other’s soil to monitor each other’s nuclear tests. The problem is with the data from the monitoring nation’s seismometers. Simultaneously, the host nation wants to assure itself that the monitor is using only the specific information needed for monitoring. Conventional authentication techniques can solve the first problem, but only digital signatures can solve both problems. The host nation can read, but not alter, data from the seismometer; and the monitoring nation knows that the data has not been tampered with.

3.7
Digital Signatures with Encryption

By combining digital signatures with public-key cryptography, we can develop a protocol that combines the security of encryption with the authenticity of digital signatures. For example, think of a signed letter in an envelope: the digital signature provides proof of the authorship, and encryption provides privacy.

S (sign), V (verify) and E (encrypt), D (decrypt)

Singed letter           in an                    Envelope
(Digital signature)                             (Encryption)

The protocol is:

· Alice signs the message with her private key.
SA ( M )

· Alice encrypts the signed message with Bob’s public key and sends it to Bob.

EB ( SA ( M ) )

· Bob decrypts the message with his private key.

DB ( EB ( SA ( M ) ) ) = SA( M )

· Bob verifies with Alice’s public key and recovers the message.

VA ( SA ( M ) ) = M

Of course, timestamps should be used with this protocol to prevent reuse of messages. Timestamps can also protect against other potential pitfalls, such as the one described in the following section.

3.8
Resending the Message as a Receipt

Consider an implementation of this protocol, with the additional feature of a confirmed message. Whenever someone received a message, he or she sends it back to the sender as a confirmation of receipt.

· Alice signs a message with her private key, encrypts it with Bob’s public key, and sends it to Bob

EB(SA(M))

· Bob decrypts the message with his private key and verifies the signature with Alice’s public key, thereby verifying that Alice signed the message and recovered the message.

VA(DB(EB(SA(M)))) = M

· Bob signs the message with his private key, encrypts it with Alice’s public key, and sends it back to Alice.

EA(SB(M))

· Alice decrypts the message with her private key, and verifies the signature with Bob’s public key. If the resultant message is the same one she sent to Bob, she know that Bob received the message accurately.

If the same algorithm is used for both encryption and digital signatures there is a possibility of attack. In these cases, the digital signature operation is the inverse of the encryption operation. VX = EX and that SX = DX
Assume that Mallet is a legitimate system user with his own public and private key. Now let’s watch as he reads Bob’s mail. First, he records Alice’s message to Bob in Step (1). Then, at some time later, he sends that message to Bob, claiming that it came from him (Mallet). Bob thinks that it is a legitimate message from Mallet, so he decrypts the message with his private key and then tries to verify Mallet’s signature by decrypting it with Mallet’s public key. The resultant message, which is pure gibberish, is:

EM(DB(EB(DA(M)))) = EM(DA(M))

Even so, Bob goes on with the protocol and sends Mallet a receipt:

EM(DB(EM(DA(M))))

Now, all Mallet has to do is decrypt the message with his private key, encrypt it with Bob’s public key, decrypt it again with his private key, and encrypt it with Alice’s public key. Mallet has M.

It is not unreasonable to imagine that Bob may automatically send Mallet a receipt. This protocol may be embedded in his communications software, for example, and send a receipt automatically upon receipt. It is this willingness to acknowledge the receipt of the gibberish that creates the insecurity. If Bob checked the message for comprehensibility before sending a receipt, he could avoid this security problem.

There are enhancements to this attack that allow Mallet to send Bob a different message from the one he eavesdropped on. It is important never to sign an arbitrary message from other people or to decrypt arbitrary messages and give the results to other people.
3.9
Foiling the Resent Attack
The above attack works because the encrypting operation is the same as the signature-verifying operation, and the decryption operation the same as the signature operation. If the protocol used even a slightly different signature with one-way hash functions solve the problem; so does using different keys for each operation; so do timestamps, which make the incoming message and the outgoing message different.

In general, then this protocol is perfectly secure:

1. Alice signs a message with her private key (using digital signature algorithm)

2. Alice encrypt the message and signature with Bob’ public key (using a different encryption algorithm than she used for the signature) and sends it to Bob.

3. Bob decrypts the message and signature with his private key (using decryption algorithm)

4. Bob verifies Alice’s signature (using digital algorithm)

It is possible to modify the protocol so that Alice encrypts the message before signing it. While this might be suitable for some circumstances, when an intermediate party would need to verify the signature without being able to read the message, in general it is better to encrypt every thing. 
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