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Chapter 2: CRYPTOGRAPHY TECHNIQUE

Learning objectives: 

· Define cryptography terminology

· Identify and describe different types of encryption techniques

· Able to apply the encryption techniques to encrypt and decrypt the text

· Identify and describe private key and public key protocols

· Able to apply the protocols in the given situation 

· Identify and describe the application of cryptography: PGP, Digital Signature and SSL

2.1
Introduction

Suppose A wants to sent a message to B; we will call A the sender and B the receiver. A entrusts the message to T, who will deliver it to B; T then becomes the transmission medium. If an outsider, O, wants and tries to access it, we call O an interceptor or intruder. 
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When A transmits through T, the message is exposed, so O might try to access the message in any of the following ways:

· Block it, by preventing its reaching B
· Interruption
· An asset of the system is destroyed or becomes unavailable or usable
· Attack on availability 

· e.g. Hardware destruction, cutting telecommunication line, disabling the file management system 
· Modify it, by seizing the message
· An un-authorize party not only gains access but to tamper (modify) an asset.
· This is an attack on integrity

· e.g. Changing value on data files, altering program so it works differently

· Fabricate an authentic-looking message
· An un-authorize party inserts counterfeit objects into the system 
· This is an attack on authenticity

· e.g. Insertion of spurious messages in a network 

2.2
Terminology 
[image: image7.png]



Encryption: A process of encoding a message so that its meaning is not obvious 

Decryption: is the reverse process e.g., encode and decode, encipher and decipher
Cryptosystem: A system for encryption and decryption
Plaintext: The original form of a message
Ciphertext 
: The encrypted form of an original message.

Cryptography 
: The science of using mathematics to encrypt and decrypt data. Enables user to store sensitive information or transmit it across insecure networks so that it cannot be read by anyone except the intended recipient. 

Cryptanalysis
 : The science of analysing and breaking secure communication. Done by cryptanalyst (attackers)
Cryptology
 : The research into and study of encryption and decryption; include cryptography and cryptanalyst
Key 
: A value that is used together with the plaintext as input into encryption algorithms to produce cipher text. Allows different encryption of a plaintext. Provide additional security. If the encryption algorithm is revealed, future message can still be kept secret because the interceptor will not know the key value. Basically really big numbers, measured in bits e.g. 1024 bit key
2.2.1
Secret Code

An example of simple “secret codes” method to represent the original message, for example, apple means go ahead.

Encryption algorithms
Two basic methods:
· Substitution 

· Monoalphabetic  ciphers

· Polyalphabetic ciphers

· Transposition (permutation)

2.2.2
Monoalphabetic Ciphers (substitution)

· Is a simple substitution cipher

· Each letter is replaced by a fixed alternative letter

· For the replacement,  the letter is the same every time

· It is useful:

· For short messages

· The useful life of the information is short

· When a lower level of security is require

· How to break monoalphabtic cipher – by analyzing the frequency distribution of the letters

For example: The Caesar Cipher

The Caesar cipher is a simple substitution cipher. In a typical Caesar cipher, each letter is translated to a fixed letter after it in the alphabet. Caesar uses a shift 3, so that Plaintext letter pi is encipher as ciphered letter ci by the rule

ci = E(pi) = pi + 3

A full translation chart of the Caesar cipher is shown here.

	Plaintext
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	Ciphertext
	d
	e
	f
	g
	h
	I
	j
	k
	l
	m
	n
	o
	p
	q
	r
	s
	t
	u
	v
	w
	x
	y
	z
	A
	b
	c


Example: 

Happy New Year    would be 

kdssb qhz bhdu
2.2.3
Cryptanalysis of a Monoalphabetic Cipher

In English, some letters are used more often than others. For examples, the letter E, T and A, occur more than J, Q, Z. Therefore, cryptanalysis can use such occurrence patterns to decipher the ciphertext.
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2.2.4
Polyalphabetic Substitution Cipher

- Different letters are used to substitute for the same letters in the plain text

- The substitution depends on the position of the plain text

- How to break it: looking at repeated patterns and guess the length of the keys, guess at probable plain text / cipher text pair for analysis

The weakness of monoalphabetic ciphers is that their frequency distribution reflects the distribution of the underlying alphabet. A cipher that is more cryptographically secure would display a rather flat distribution, which gives no information to a cryptanalyst.

One way to flatten the distribution is to combine's distributions that are high with that are low.

2.2.5
Transpositions (permutations) 
· Rearrange the order of bits, characters or blocks of characters that are being encrypted or decrypted.
· The original letters of the plaintext are preserved; only their positions change
· To break it: examine letter frequencies, try possible rearrangement, consider likely combinations of two or three letters

E.g. Columnar Transposition 
· The rearrangement of the characters of the plaintext into columns 
· The resulting ciphertext is formed by traversing the columns
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2.2.6
Stream and Block Ciphers 
Stream Ciphers
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· It converts one symbol of plaintext immediately into a symbol of ciphertext
· The transformation depends only on the symbol, the key, and control information of the encipherment algorithm

· E.g. substitution encryption 

Block Ciphers
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· It encrypts a group of plaintext symbols as one block, e.g. 64 bits or more
· It works on blocks of plaintext and produce blocks of ciphertext 

· E.g. transposition encryption 

2.3
Key Management Protocols

The need for key management protocols is best illustrated in the context of the types of attacks that they mitigate. As a result, this chapter begins with a description of these works. We then describe the private key protocol and public key protocols. An example of how RSA implementation is being done and a practical implementation of such key management protocols follows.

2.3.1
Attack to Remote Communications

When two remote communications systems transfer messages along some communications medium, several potential attack scenarios arise. A subset of these attacks is addressed by the techniques discussed in this chapter. In this section, we briefly describe how these attacks might arise and we preview the types of techniques that will mitigate them. There are three main types of attacks:

2.3.1.1
Disclosure to an unauthorized listener
When messages are passed by a sending entity along some communications medium to a remote receiving entity, the possibility emerges that a third malicious entity, an intruder, could read these messages by simple observing and interpreting the data travelling along the medium.

2.3.1.2
Receipt of a message from a masquerading sender
Another type of attack that might arise in remote communications involves some sending entity masquerading as another sender. Usually, this attack involves an unauthorized masquerading entity claiming to be some authorized entity. The result is that a bad message might be sent from an intruder.

2.3.1.3
Corruption or blocking of sent messages
Such an attack refers to messages sent by a sender being corrupted or blocked by an unauthorized intruder. This attack is often obtained without any non-malicious reason. In short, intruders corrupt the “good message” and replace it with a “bad message."

2.3.2 Key Protocol

There are two type of key protocol, symmetric and asymmetric key. Symmetric key protocol use the same key to encrypt and decrypt the text which is the Private key of the sender. Asymmetric key means each user have one pair of key, Private key and Public Key.  

2.3.2.1
Private Key Protocol (Symmetric Key Protocol) – One key protocol


In private key protocol , one/single key (which is private key) is used to encrypt and decrypt the message / plaintext

A private key protocol is about a protocol that may be used between communicating entities to authenticate systems and hide messages. It is assumed that these entities have access to encryption routines M that encrypts or decrypts using some key K, will say that the entity knows K. Both sender and receiver knows K and therefore, they could encrypt the message and decrypt the message correctly.

Sender
receiver

message ( [M]k  ………………….
[[M]k]k( message

encrypt
decrypt

Private Key Protocol - Advantages
· Fast
· Useful for encrypting data for a short distance
Private Key Protocol - Disadvantages
· If the key is revealed (stolen etc.), the interceptors can decrypt all the information in both directions.
· Distribution of keys becomes a problem, as keys must be transmitted with utmost security
· The number of keys increases with the square of the number of users exchanging secret information.

2.3.2.2
Public Key Protocol (Asymmetric Key Protocol) – Two keys protocol


In public key protocol, two keys (which is private key and public key ) are sued / OR each user has two keys which private /secret key and public key

Because of the key exchange problem, in 1996, Whitfield Diffie and Martin Hellman devised a clever scheme that allows remote entities to advertise part of the encryption key, that is, the public key. This is as if a person would advertise a telephone number in the phone book. Under this scheme, a public key and a private key are required to encrypt or decrypt a message. Such key management protocols address the several problems of key distribution and key loss issues.

sender (B)
receiver (A)

message ( [[M]SB]PA  ………………….
[[[[M]SB]PA]SA]PB ( message

encrypt
decrypt

Legend:
SB: Secret key of B
PB: Public key of B


SA: Secret key of A
PA: public key of A

Public Key - Advantages
· All participants have access to public keys and private keys are generated locally by each participant and therefore need never be distributed
· As long as system controls it’s private key, its incoming communication is secure

· At any time, a system can change its private key and publish the companion public key to replace its old public key

· It is computationally infeasible to deduce the private key from the public key

· Anyone who has a public key can encrypt information but cannot decrypt it

· Only the person who has the corresponding private key can decrypt the information 

Public Key – Examples 

· Elgamal (named for its investor, Taher Elgamal)
· RSA (named for its investors; Ron Rivest, Adi Shamir and Leonard Adleman)

· Diffie-Hellman (named for its investors)

· DSA – Digital Signature Algorithm (invented by David Kravitz)

2.3.3  RSA Implementation

The most famous implementation of the public key protocol was devised by Ronald Rivest, Adi Shamir, and Len Adleman of MIT in 1977. Their algorithm, known simply as RSA algorithm (taken from the name of Rives, Shamir, and Adleman), involves the multiplication of large prime numbers to produce keys. Since these primes are multiplied before they are made public, the algorithm relies in part on the fact that large number is extremely difficult to factor in a reasonable amount of time. Thus, large products of primes with many digits can be used as keys with confidence that no person will be able to break the large number into its two prime factors. In fact, if the two primes are 100 digits long, then factoring the result using the best known algorithm would require billions of years of processing.

The steps of RSA implementation are presented below:

1. Select two large numbers p and q that each about 100 digits long

2. Compute n=pq and computer m=(p-1)(q-1)

3. Choose an integer E between 3 and m which has no common factor with m.

4. Select an integer D, such that DE differs from 1 by a multiple of m

Make E and n public, but keep p, q, D and m secret
RSA Public Key = { E, n}

RSA Private Key = {D, n}

P – plaintext,     C – ciphertext

RSA encrypt:

C=PE mod n

RSA decrypt:

P=CD mod n

2.3.4 Arbitration Protocols with Third Party

An alternative to the point to point key management protocols between senders and receivers is an arbitrated protocol that utilises a third party to ensure authentication between communicating entities. Two types of arbitrated key management protocols might be envisioned. (1) In this system, all data communication is performed through a third party so that A might communicate with C through arbiter B. This would require that A and B agree on some key management protocol and that B and C agree on a protocol as well.

A ( ( 
B ( ( 
C

message to C from A
routed message to C from A


B: Arbitrator

(2) Another approach involves the third party arbiter establishing authentication between sender and receivers so that communication can continue without the continued involvement of the arbiter. Follows: One possible type of arbitration is as 
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Reasons why an arbiter is not desirable
· Difficult to find a trusted arbitrator e.g. recognize and valid authority
· Cause delay in communication e.g. has to go thru arbiter for any communication

· Costly in maintaining an arbiter e.g. fees payment, service charges

· Bottleneck happens if many users access to same arbiter e.g. delay in communication 

· Not secure since arbiter has access to sensitive information e.g. no 100% confidentiality 

2.3.5
Key Distribution

One aspect of the previous protocols that we have not addressed is how the various computer systems obtain their key first. This protocol certainly depends on keys being kept secret. As such, one might expect that they could be transmitted from some key distribution centre (KDC) using secret communications. The problem is that secret communication depends on the existence of keys and one quickly recognises a chicken and egg problem.

One approach to the operation of a KDC might depend on some form of centralised key distribution. This scheme might involve distribution of public and secret keys by transmission over a secure channel, such as using a private key management protocol between remote systems and the KDC. Distribution by such approaches allows two entities to receive keys from KDC for their communication and the secrecy of their transmission to the KDC would be assured by the distribution process.

2.3.6 Pretty Good Privacy (PGP)

Pretty good privacy uses symmetric-key encryption to scramble the original message, then it uses asymmetric-key encryption to encrypt only the symmetric key. Finally, PGP uses a hash code (one-way encyrption) to “sign” the message and ensure that no one can tamper it. This combination employs the strengths of each encryption method. E-mail application such as Netscape Messenger, Outlook Express, and Qualcomm Eudora Pro use the PGP. The main difference among the three is the algorithms they use.  

PGP Encryption 
· PGP compresses the plaintext to save transmission time and disk space and to strengthen cryptographic security 
· Compression reduces plaintext pattern and enhances resistance to cryptanalysis

· PGP creates session key, one-time-only secret key from the random movement of user’s mouse and keystrokes type

· Using the IDEA algorithm with the session key, the message is encrypted.

· The session key is encrypted with the RSA algorithm and the recipient’s public key

· The encrypted message and session key is then bundled together and ready to be mailed or stored

PGP Decryption 
· The recipients copy of PGP uses his/her the private key to recover the temporary session key
· Then, PGP uses it to decrypt the cipher text 

2.3.7
Digital Signature

One interesting application that uses the public key protocol is known as digital signature. Such signatures are useful in direct communications between remote systems, as well as in network environments that employ a separate third party entity as a means for authenticating systems that communicate on the network.

A message can be digitally signed by a system by including a header, a body, and a signature as part of the message. The header describes the identity of the sender, the body contains the message to be sent, and the signature contains a computed checksum of the message contents, encrypted with the secret key of the sender. The receiver can then decrypt the checksum using sender’s public key and ensure that the checksum matches a computed checksum of the transmitted message.

2.3.8 Secure Socket Layer (SSL)

SSL allows applications to privately exchange data over public networks, preventing eavesdropping tampering and message forgery. It allows transparent exchange of symmetric and asymmetric keys. It is vital to secure electronic transaction on the Web. SSL enables two hosts to communicate over the network by authenticating with a digital certificate. A digital certificate is a specific form of an asymmetric key. SSL is a thin layer above the transport protocol (usually TCP/IP over the Internet). Specifically, it provides an extra layer of protection between the transport and session layers. All browsers support SSL, so the application does not need special code for SSL. SSL 2.0 was originated by Netscape and became a standard in 1995. All major browser such as Netscape Navigator, Microsoft Internet Explorer, NCSA Mosaic, and Lotus Personal Web Browser, support SSL 3.0 (the current standard, which was defined in 1996). When you visit a website and are redirected to a secure site that uses Hypertext Transfer Protocol Secure (HTTPS), you will see https:// in the URL address, you are actually using SSL services. 

Fundamental concerns about communication over the Internet and other TCP/IP networks: 
· SSL server authentication allows a user to confirm a server's identity 

· SSL client authentication allows a server to confirm a user's identity 

· An encrypted SSL connection requires all information sent between a client and a server to be encrypted by the sending software and decrypted by the receiving software, thus providing a high degree of confidentiality 
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