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Chapter 1: An Introduction to Computer Security

Learning objectives:

· To define computer security 

· To define threat, vulnerability and attack and provide examples for each one

· To define confidentiality, integrity and availability

· To define confidentiality threat, integrity threat and availability threat

· To provide examples of hardware attacks, software attacks and data attacks

· To define attack taxonomy and explain the objectives

· To explain simple attack taxonomy

· To list and explain risk-based attacks taxonomy

Objective of computer security

Computer security -ways and means taken to protects computer and everything associated with it:

–Hardware

–Software 

–Storage media

–Data 

–Persons (authorised users)

–Information (Information Security)

Secure computing resources against unauthorized users (attackers, outsider) as well as from natural disasters. It can cause damage (harmful effect or loss) of computer resources 
1.1
Threats to Computer Systems
1.1.1
Threats, Vulnerabilities and Attacks

A threat to a computer system can be defined as any potential occurrence, malicious or otherwise, that can affect the assets and resources associated with a computer system.

e.g. employee, supplier, cable, door, software

The computer security threat is significant because the generally accepted. The goal of computer security is to provide insights, techniques, and methodologies that can be used to mitigate threats. 

A vulnerability of computer systems is some unfortunate characteristic that makes it possible for threats to potentially occur. In other words, the presence of vulnerabilities allows bad things to happen on a computer system. As such, threats to computer systems can be mitigated (removed) by identifying and removing vulnerabilities. The interplay between threats and vulnerabilities will be central to many of the discussions later.

e.g. dishonest employee, un-trusted supplier, leaking cable, broken door, older version of software

An attack on a computer system is some action taken by a malicious intruder that involves the exploitation of certain vulnerabilities to cause an existing threat to occur. Attacks could be heuristic, involving some knowledge about vulnerabilities of the attacker. Note that the definition of attack with malicious intruders removes innocent errors from the purview of computer security. As a result, differentiating between malicious activities is often impossible and safeguards must be identified that deal acceptably with both.

e.g. dishonest employee sold potential customer data to third party and cause company lost revenue

e.g. un-trusted supplier cheating in the invoice claim and the company losing money for unnecessary payment

e.g. leaking cable exposed computer signal to outsider for wire tapping

e.g. broken door allows outsider walk in into office area

e.g. older version of software cannot prevent from the latest virus attack

1.1.2
Characteristics of Computer Intrusion

The target of crime involving computers may be piece of computing systems. A computer system is a collection of hardware and software, media, data and people that organisations use to do computing tasks. 

In any security systems, the weakest point is the most serious vulnerability. A robber intent on stealing something from your house will not attempt to penetrate into a two-inch thick wooden door, if a window gives easier access.

e.g. intruder will take advantage of weaknesses in the computer system to launch attack. Such as launching new virus on the system that still has older version of anti-virus

An intruder must be expected to use any available means of penetration. This is not necessarily the most obvious means, nor is it necessarily the one against which the most solid defense has been installed.

1.1.3
Objective of computer security 

1.1.3.1
Confidentiality 

Confidentiality means that the asset of a computing system is accessible only by authorized parties. The type of access is read-access: reading, viewing, printing, or even just knowing the existence of an object. Confidentiality is sometimes called secrecy or privacy.
1.1.3.2
Integrity 

Integrity means that assets can be modified only by authorized parties or only in authorized ways. In this context, modification includes writing, changing, changing status, deleting, and creating.

1.1.3.3
Availability 

Availability means that assets are accessible to authorized parties. An authorized party should be given access to which he, she, or it have legitimate (valid) access, but not unauthorized parties. Attack on the Availability is sometimes known as denial of service.

· Threat to confidentiality – the possibility of unauthorised person(s) accessing computerized system for viewing, printing, reading or aware of the presence of certain information or data  

· e.g. a user obtains read access to a file containing secret information; a user is able to discover someone else’s password

· Threat to integrity – the possibility of unauthorised person(s) accessing computerised system to modify (which include writing, changing, deleting and creating ) information or data

· e.g. a user is able to delete a file that they should not be able to delete;  a user is able to damage or later someone else’s data

· Threat to availability – the possibility of a computer system or its resources being made not accessible to authorised users for use

· e.g. a user is able to prevent others from logging into the system, although they should be allowed to; an intruder is able to blank a screen even though someone is trying to use it 

1.1.4
The Points of Security Vulnerabilities

1.1.4.1
Attacks on hardware
Computer hardware is so visible and hence easy to attack. There are many attack points on computer hardware. For example, causing the water sprinkler systems to discharge water onto computer hardware could cause computer hardware to malfunction. Other physical weaknesses includes power supply surge, unstable power supply or other environmental matters such as lightning.

1.1.4.2
Attacks on software
All computer systems are worthless without software. However, software can be destroyed maliciously, or it can be modified, deleted or misplaced. Any of the attacks will cause computer software to behave abnormally and hence affecting the results, or computing operations. For example: common software attacks will include time bomb, trojan horse, computer bug, Salami attack, etc. 

1.1.4.3
Attacks on data
Computer data is the root towards many computer security problems. 

Computer data are available in many forms, such as electronic, computer printout and in computer media. Data can be destroyed, changed, modified, or deleted very easily if such data are not protected properly.

1.1.5
Methods of Defense

Computer crime is certain to continue. The goal of computer security is to institute controls that preserve confidentiality, integrity and availability. Sometime these controls are able to prevent attacks: other less powerful methods can only detect a breach as or after it occurs.

1.2
Categories of Computer Attacks
Taxonomy
· The science, laws, or principles of classification

· Division into ordered groups or categories

1.2.1
Using on Attack Taxonomy
An attack taxonomy can be defined as any generalised categorisation of potential attacks that might occur on a given computer system. 

· Important and necessary process for systematic study to gain greater understanding of computer security attack
· Useful in development of new system and evaluating existing system
Attack scenarios are sometimes identified for certain classes of systems like real-time systems, databases, and local area networks.

1.2.2
Consideration in Selecting an Attack Taxonomy

The simple threat categorisations that were discussed here are: confidentiality, integrity and availability. These were desirable primarily because it was simple and it covered most of the cases that involved some desirable occurrence. However, to derive some practicable benefit from these categories, a more detailed analysis may be needed. This infers that perhaps a specific attack taxonomy should be used in certain settings. Several factors that must be considered in the selection of a suitable attack taxonomy are, completeness, appropriateness, internal and external threats.

1.2.3
A Simple Attack Taxonomy 

	
	Programmers
	Internal
	Outside

	Theft of information
	
	Unauthorized action
	Via modern

	Information destruction
	Malicious software
	
	Malicious software

	Theft of services
	Theft as user
	Unauthorized action
	Via modem


In the matrix (table), cclassification of scheme based on two dimensions:
–Vulnerabilities

–Potential perpetrators (attackers)

Specific example scenarios are included in the cells for the most likely types of attack. 

For example, programmers may insert malicious software to cause information destruction, such as a time bomb program.

1.2.4
Risk Based Attack Taxonomy 

A risk based empirical taxonomy has emerged that is based on a vast number of reported instances of actual attacks (experience-based), which provides a reasonable justification of completeness for the taxonomy. 

Based on security-related incidents reported to CERT/CC (Computer Emergency Response Team Coordination Centre) located at Carnegie Mellon University (www.cert.org)

CERT/CC provides Internet community with single organisation for coordinating responses to security incidents
The categories of attack that are included in this empirical attack taxonomy can be listed and described briefly as follows:

1. external information theft

2. external abuse of resources

3. masquerading

4. pest programs

5. bypassing authentication or authority

1.2.4.1
External information theft
External theft involves unauthorized individual stealing information from a computer system without exploiting any mechanisms considered internal to the system. This type of attack is not intended to include exploitation of internal hardware or software flaws to gain information. Instead, it is intended to describe the abuse of mechanisms without having direct access to the system. 

Example: A malicious individual glancing at a colleague’s terminal screen, trying to see information that he may not have access, such as payroll.

Searching wastebaskets for printouts to get wealth of information if it not properly disposed 
1.2.4.2
External abuse of resources
External resource abuse involves physical destruction of computer systems hardware such as disk drives, circuit boards and communication media. Since this type of destruction concerns unauthorized change, this category is mostly easily associated with the integrity threat. The assumption is made here that the attacker must have physical access to these resources, but may not have direct access to the terminal resources.

Example: Direct vandalism of some hardware components, such as pulling out and damaging circuit boards.

1.2.4.3
External masquerading
This category of attack involves a malicious intruder successfully impersonating another user using some mechanism external to the computer system. Such falsification of identity can be used to ambush another individual by causing harmful actions as that person or it can be used to gain authority by impersonating a more important individual. Masquerading is an example of an attack that can be mapped to the disclosure, integrity, or denial of service threats.

Example: A malicious intruder tapping into a communications medium, recording the information transferred, and then playing back this information transfer at some later time.
1.2.4.4
Pest programs
A pest program can be viewed as a malicious code that “infect” the computer in the sense that it is created and used for an attack that may occur at a much later time, and can be quickly distributed through sharing of information. This type of attack is internal in the sense that it requires mechanisms internal to the computer system. The insertion of a pest program into a system is an integrity threat, but the program can then be used to enact any type of threat.

Example: The well-known Trojan horse, worm and computer virus attacks that may cause computer system not to function normally.

A virus is a program that can pass on malicious code to other non-malicious programs by modifying them. A virus that is attached to another program can either be a transient or resident.




Transient virus runs when its attached program executes and terminates when its attached program ends
. 

Resident virus locates itself in memory so that it can remain active, or be activated, even after its attached program ends. 

We can also categorized virus based on the method of distribution and attack:
Macros, these viruses are small programs written in macro code for word processing or spreadsheet applications such as Microsoft Word or Excel. It is a type of transient virus, when the infected file is opened, the macro is executed but when the file is closed, the macro will also be terminated.  

Executables, these viruses attached themselves to the executable program (or may be executable themselves), activated when the user launches the program. If you receive an executable program from an unknown source, you are advised not to run the program, or wait until it has been scanned for viruses. 

Boot sector, these viruses copy themselves to the boot sector or hard drives or floppy disks, allowing themselves to be loaded into memory each time a system is started. The boot sector is a dedicated portion of a disk that contains the first parts of an operating system’s startup files. Once in memory, a boot sector virus tries to replicate itself to other drives. 

Stealth, these viruses attempt to avoid detection by redirecting hard drive read requests away from the virus scanner or by manipulating directory structure information. This action cases the virus scanner program to miss the stealth virus on its scanning process.
Polymorphic, perhaps the most difficult virus to detect, a polymorphic virus has programming code enabling it to change its action and programming code each time it runs. The virus can avoid being detected by older versions of virus scanner software. Modern virus scanners use variety of techniques to identify polymorphic viruses. 

1.2.4.5
Bypassing of internal controls
This category of attack involves the explicit avoidance of controls that are set up to protect the resources on a computer system. Authorization, access, and authority controls provide the primary targets for this category of threat. Since bypassing usually involves the clever use of some existing logical flaw in the system, it tends to be difficult to avoid because flaws are common in most systems. This type of attack can be used to cause an occurrence that maps to disclosure, integrity, or denial of service. However, the actual bypassing does not map well to any specific category.

1.3
Common Attack Methods

1.3.1    Examples of Common Attacks

The methods presented here were selected primarily because they are representative of the type of attacks that have been carried out in the past. In addition, all the attacks here have been reported previously in the literature, and therefore, can be viewed as not introducing any new danger to any given type of computer system. The examples are listed below:

1.3.1.1 Spoofing or Masquerading
Spoofing attacks occur when a host, a program, or an application hide its true identity by using the identity of a legitimate network device or host. 

For example, in IP spoofing, a cracker alters the IP packet header so that it appears to have originated from a trusted network. This allows crackers to gain access to engage in system snooping (the action to enter a computer network and begins mapping the system’s contents). 

1.3.1.2
Brute-Force attack
An ingenious attack that has arisen relies on the observation that many passwords on a given system are dictionary entries; this type of attack is sometimes called Brute-Force Attack or front-door attack. If this is the case, then the following attack should result in a stolen password.

1.3.1.3
Software based attack
This attack is the most common, pest programs (virus, worm and trojan horse are the examples of software-based attack). 

1.3.1.4
Schedule file removal
A useful sort of program offered on many types of operating systems is a scheduling program that allows users to schedule a particular program to be run at prearranged times. On UNIX system, this program is called and it can be used in an obvious way to cause dangerous commands to be performed repeatedly. 

1.3.1.5
Field separate attack
This attack relies on several technical assumptions about an underlying operating system. First, the attack relies on the existence of a variable called a field separator. This can be redefined to include various characters, including the backslash character used to create pathnames for files in the operating system. The attack also relies on the existence of a system program that can be invoked by a normal user and that executes certain code that is known to open certain files with administrative privileges. Finally, the attack relies on the existence of some means for transferring privilege through an operating systems shell or other program.

1.3.1.6
Denial of Service Attack (DoS)
Denial of service (DoS), is a high volume of traffic generated by attacker to a network that cripple the resources or server, so that server will become to busy to attend to the request of the attacker causing the legal user unable to use the resources. Currently the DoS is sometimes a mask for more complex intrusion, while DoS overwhelms Firewall and Intrusion Detection, complex Intrusion enters undetected.

Server administrator can avoid DoS by simply reprogram their routers to ignore packet flood sent from a single host. However, sometimes attacker can write and distribute programs across several host that create much stronger level of attack than normal DoS, it is called Distributed Denial of Service (DDoS). 

Example of DoS (Denial of Service) attacks are:  Land, Smurf / Fraggle, FTP (File Transfer Protocol) Bounce, UDP (User Datagram Protocol) Bomb, Ping of Death, Syn Flood, Teardrop. 

1.3.2 Attack Prevention Methods

1.3.2.1
Individual screening

This method involves checking the background, credentials, family, and other personal attributes of individuals who can possibly attack a given computer system. The philosophy behind this approach is that if all individuals who have access to a system can be trusted to not proof other user, create compiler Trojan horse. Alternately, they can initiate similar attack, then additional security mechanisms may not be needed for that system. However, if unworthy individual pass the screening process, then 

the attacks can occur.
1.3.2.2
Physical security

This method involves securing the facility and enclosure surrounding a computer system. Computer centres that are guarded, locked, and monitored demonstrate this type of security control. The advantage is that external hardware damage is effectively controlled by such measures. The disadvantage is that such measures may not be useful if the computer system can be remotely accessed. The use of Smart card and USB tokens to allow only authorized person to gain access to the system is also considered as a physical security. 

1.3.2.3
Care in operations

The last method we well mention involved individuals being careful in their day-to-day activities to avoid common types of attacks. For instance, user can often avoid password spoof attacks by clearing their terminals before using them to log into a system. Similarly, certain compiler attacks can be avoided by simple access and configuration controls. A problem with reliance upon care in operations as a security measure is that some users may be lax in their effort. 
1.3.2.4 The Use of Hardware and Software System Protection

Firewall, Cryptography, Intrusion Detection, and Virus protection are all the examples of the protection for computer system. 

The new IDS technology can protect the network, which is Intrusion Detection System Flow Mirroring. It is a new technology for high-speed network, Flow mirror will ensure that a single IDS never receives more traffic than it can process, it will ensure policy enforcement of every Ethernet flow that comes into network. Another example of IDS is SATAN. 
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