CS262 – Chapter 2

Substitution Encryption 

Monoalphabetic 

Example  1

Caesar Cipher Ci = Pi + 3 (encryption)

General formula for Caesar cipher is Ci = Pi + n where n is the number of shift you have to do to map the original text into the new one.  n value can be positive or negative.  In this example n is 3 so you have to shift all letters  to the next 3 letters e.g. letter A is mapped to D (the next three position after A). let say Ci = Pi – 2, it means you have to shift the letter two steps backward  e.g. A is mapped to Y (two steps backward from A)
Plaintext :      A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Ciphertext :    d e  f  g  h  I  j  k  l m n o  p  q  r  s   t  u  v w x  y z   a   b c

Once your mapping done, next important issue is make sure you read the mapping table correctly whether it is for encryption or for decryption. To encrypt you have to map plaintext to ciphertext e.g. you want to encrypt letter H, so you have to check H from plaintext list and find the corresponding letter in the ciphertext list and it is K. e.g. let say you want to decrypt letter D so you have to see the ciphertext listing for D and then find the respective letter from plaintext listing, that is A.

Map the plaintext to ciphertext in the table

Plaintext :                              H A P P Y  N E W  Y E A  R

Encryption ( ciphertext :     k  d  s s  b   q  h  z   b  h  d  u

Caesar Cipher: Pi = Ci – 3 (decryption)

Since Caesar cipher is just uses a simple math formula, so decryption is just an opposite formula from encryption e.g. if Ci = Pi + 3 to encryption , therefore to decrypt it becomes Pi = Ci – 3. But it is advisable for you to produce the mapping table so you won’t do careless mistake. Besides that those mapping table are given marks in the test and exam. So it is better for you to have it.

Map the ciphertext to plaintext in the table

Ciphertext :                        k  d  s  s  b  q  h  z  b  h  d  u

Decryption  ( plaintext :  H  A P P Y N E W Y E A R

Example 2

Keyword: POLY

This method I call as Keyword cipher because you are given the keyword  and use the keyword to produce the mapping table instead of the shifting formula as in Caesar cipher. What do you want to do with the keyword. You place the keyword as the first part of your mapping table. Let say POLY , this words has four letters, assign these letter as the first four ciphertexts, to complete the mapping, you continue the mapping with letters that never been used or letters that are not parts of the keyword. In other words you  cannot use letter P, O, L and Y anymore in the following mapping. These letters will be skipped , let say you do mapping A, B, C, so on, after letter K you got to skip L and jump to M because L already mapped to C, after letter N, you have to skip O because O already mapped to B, also you  got  to skip letter P as well as it mapped to letter A.

If there  are any repeated letters in the keyword, there  are only used once in the mapping e.g ROOK, you just use ROK as the mapping because each letter mapped to another one letter only.
Plaintext :      A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Ciphertext:    p  o  l  y  a  b  c d e f  g h   I  j   k  m n q  r  s  t   u  v  w  x z

To do the mapping for the encryption and decryption are still the same as the above method. Make sure you read the table carefully to get a right output for your encryption technique.

Please find the plaintext for the following ciphertext.

Map the ciphertect to plaintext in the table

Ciphertext :  uecajaqa  spohaptw

Plaintext :     VIGENERE TABLEAUX

Polyalphabetic 

Monoalphabetic means you just use one mapping for your encryption. Now with polyalphabetic , you produce more than mapping to translate plaintext to ciphertex. The method that we have here I called as Odd and Even position mapping.

Example 1

Odd letter position mapping means you use this mapping table when you want to translate any plaintext in a odd position in your message e.g. 1st, 3rd, 5th, and so on. The formula to produce the table, you can use Caesar cipher, Key Word cipher or any method as long as it is different from the second table.

Odd Letter Position Mapping

Plaintext :      A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Ciphertext :    a d  g  j  m p s  v  y b e h  k   n  q t  w z  c  f  i   l   o  r   u  x    

Even letter position  mapping means any plaintext in a even position lets say 2nd, 4th, and so on , you map to this table to produce the respective ciphertext. 
Even Letter Position Mapping

Plaintext :      A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Ciphertext :    n s  x  c  h m  r w b g l q   v  a  f  k  p  u  z e  j   o  t   y  d  i

Encryption 

For example letters T, E are located as 1st, and 3rd, so you must refer to the first table, therefore it becomes F and M.  Then for example letters R and A are at even positions as 2nd, and 4th, so it becomes U and N when you refer to the second table. One advantages of this method is when you have similar letters located adjacent to each other. For example letters S and S in the second word, the first S is at odd position, so it becomes C, then the second S is at even position, so it becomes Z. Similar letters are mapped to different values. It makes the bad guys more difficult to guess your ciphertext. 

Another good feature is different letter might be mapped to the same values. For example both letters L  and E are mapped to letter H.

Plaintext:       T R E A T Y      I M P O S S I B L E 

Ciphertext:     f  u m n f  d       y v  t   f  c  z ys  h  h

Transposition (Permutations)

A transposition is an encryption in which the letters of the message are rearranged. With a transposition the goal is diffusion, spreading the information from the message or the key out widely across the ciperhtext. Transpositions try to break establish patterns. Because a transposition is a rearrangement of the symbols of a message, it is also known as a permutation.

Columnar Transposition 

One of the transposition encryption examples is a columnar algorithm with an easy one. The columnar transposition is a rearrangement of the characters of the plaintext into columns.

The following example is a five-column transposition. The plaintext characters are separated into blocks of five and arranged one block after another, as shown here.

 
c1
c2
c3
c4
c5


c6
c7
c8
c9
c10


c11
c12
etx.

The resulting ciphertext is formed by transversing the columns


c1c6c11…c2c7c12…c3c8, etc.

As an example, you would write the plaintext message as 

T
H
 I
S
I

S
A
M
E
S

S
A
G
E
T

O
S
H
O
W

H
O
W
A
C 

O
L
U
M
N

A
R
T
R
A

N
S
P
O
S

I
T
I
O
N

W
O
R
K
S

The resulting ciphertext would then be read off as 

tssoh
oaniw
haaso
lrsto
imghw
 utpir
seeoa
mrook
istwc
nasns

The length of this message happened to be a multiple of five, so all columns came out the same length. If the message length is not a multiple of the length of a row, the last columns will be a letter short. An infrequent letter, such as X is sometimes used to fill in any short columns.

Encipherment / Decipherment Complexity 

This cipher involves no additional work beyond arranging the letters and reading them off again. Therefore, the algorithm is constant in the amount of work per char, and the time for the algorithm is proportional to the length of the message.

However, this algorithm requires storage for all characters of the message, so the space required is not constant but depends directly on the length of the message.

Furthermore, output characters cannot be produced until all characters of the message have been read. This restriction occurs because all characters must be entered in the first column before output of the second column can begin, but the first column is not complete until all characters have been read. Thus, the delay associated with this algorithm also depends on the length of the message. 

Because of the storage space and the delay involved, this algorithm is not especially appropriate for long message.

Example  1

Plaintext: MY NAME IS ALLY MCBEAL  

Encryption 

1-Decide the block length 

e.g. I block = 6 chars

MY NAME /  IS ALLY  / MCBEAL  

2- Arrange the block one after another (row by row)

M
Y
N
A
M
E

I
S
A
L
L
Y

M
C
B
E
A
L

3- Check the matrix format (row x column). It is a (3 x 6 ) matrix

4- Transverse the columns (read the matrix column by column form left to right) to form the ciphertext 

mimyscnabalemlaeyl

Decryption 

To recover the plaintext, do the following:

1- Identify the matrix used in the encryption process - (3 x 6)

From here we take the row value to decide the number of chars in a block. It is 3

It means, we have to divide the ciphertext into 3 chars per block

mim / ysc / nab / ale / mla / eyl

2- Arrange the block one after another (column by column)

M
Y
N
A
M
E

I
S
A
L
L
Y

M
C
B
E
A
L

3- Transverse the rows (read the matrix row by row from top to down) to form back the plaintext

MY NAME IS ALLY MCBEAL   

Example 2

Plaintext:  COMPUTER SECURITY 

Encryption 

1-Decide the block length 

e.g. I block = 5 chars

2- Arrange the block one after another (row by row)

C
O
M
P
U

T
E
R
S
E

C
U
R
I
T

Y

3- Fill an infrequent letter such as X in any short columns

C
O
M
P
U

T
E
R
S
E

C
U
R
I
T

Y
X
X
X
X


4- Check the matrix format (row x column). It is a (4 x 5) matrix

5- Transverse the columns (read the matrix column by column form left to right) to form the ciphertext 

ctcyoeuxmrrxpsixuetx 

Decryption 

To recover the plaintext, do the following:

1- Identify the matrix used in the encryption process - (4 x 5)

From here we take the row value to decide the number of chars in a block. It is 4.

It means, we have to divide the ciphertext into 4 chars per block

ctcy / oeux / mrrx / psix / uetx 

2- Arrange the block one after another (column by column)

C
O
M
P
U

T
E
R
S
E

C
U
R
I
T

Y
X
X
X
X

3- Transverse the rows (read the matrix row by row from top to down) to form back the plaintext

COMPUTERSECURITYXXXX
4- Remove the infrequent letters

COMPUTER SECURITY

Example to strengthen the ciphertext 

Encryption 

Perform the ciphertext rearrangement

1- Divide ciphertext into blocks e.g.  4 chars

1          2         3          4      5

ctcy / oeux / mrrx / psix / uetx 

2- Rearranging the blocks position e.g. by swapping odd position with even position 

2         1         4         3         5

oeux /  ctcy /  psix / mrrx / uetx

Decryption 

Of course, before you will be able to read the matrix columns to recover the plaintext, the ciphertext must be rearranged into its original position. After that, you can follow the decryption steps as above. 

Prepared by sitizai@hotmail.com, should you have any problems, please don’t just keep quite. Find somebody for help or you can see me at college or drop me an email, state your problem and I will help you to solve your problems. In case you miss the class, please update yourself about the lesson that have been missed with your friend or you also can ask me.
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