Network management (performance)
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Introduction

Network management is the process of operating, monitoring and controlling the network. It covers all aspects of:

· Planning - forecasting, establishing objectives, scheduling, budgeting, allocating resources, developing policies...

· Organizing - developing organizational structure, delegating, establishing relationships, establishing procedures, integrating smaller organization with larger organization...

· Directing - initiating activities, decision making, communicating, motivating...

· Controlling - establishing performance standards, measuring performance, evaluating performance, correcting performance...

· Staffing - interviewing people, selecting people, developing people...

OSI Reference Model (OSI RM) Network Management Addendum

The above model covers 5 areas: Fault management, Configuration management, Accounting management, Performance management and Security management.

 “Fault management is a collection of activities required to dynamically maintain the service network level. These activities ensure high availability by quickly pinpointing problems and performance degradation and by initiating controlling functions when necessary, which may include diagnosis, repair, testing, recovery, workaround and backup. Log control and information distribution techniques are also supported. – Terplan”

 “Configuration management is a set of middle and long range activities for controlling physical, electrical and logical inventories; maintaining vendor files and trouble tickets; supporting provisioning and order processing; defining and supervising service-level agreements; managing changes; and distributing software. – Terplan”

“Accounting management is the process of collecting, interpreting and reporting costing-oriented and charging-oriented information on resource usage. Collecting information, analysing cost elements and processing and verifying vendor bills. – Terplan”

“Performance management is a set of activities required to continuously evaluate the principal performance indicators of network operation, to verify how service levels are maintained, to identify actual and potential bottlenecks and to establish and report on trends for management decision making and planning. Maintaining the performance database, networking models and preparing automation procedures for fault management are also required. – Terplan”

“Security management is a set of functions that ensure the ongoing protection of the network and its components in all aspects of security such as entering the network, accessing an application, transferring information in a network, protecting network management tools by analysing risks, minimising risks, implementing a network security plan and by monitoring success of the strategy. – Terplan”

Network reporting

Performance monitoring seeks to identify 4 types of data: failure indications, statistics for monitoring, alarm with immediate action and analysis and action. There may be many levels of degradation and alert/escalation and the focus on both performance and cost data to be collected include downtime, failure rates, utilization, activity rates, distribution profile, peak volume statistics, correlation of data and others.

Nowadays, Local Area Networks are relatively extensive and it may be necessary to monitor each distinct part separately. It is suggested that having a network map established listing all monitoring points would be helpful. This can be done quite easily by using the Network Management Station’s Auto-discovery Tool. For each point, a set of documentation is required covering items like operation manuals, escalation points, maintenance manuals, schedule of tests, contacts, diagnostic techniques, history logs, layout, listing, guidelines, equipment configuration, disaster plan, fall back procedures etc

Performance and Failure Statistics

Availability - the ratio of uptime (network is working properly as a number of hours per duration) to total time (for the duration which is made up of uptime and downtime or network failure time). Where uptime is the average time between network failures (MTBF) and downtime is the average time required to diagnose and correct a problem (MTTR).

MTTR - Mean Time To Repair

MTTD - Mean Time To Diagnose

MTTR - Mean Time To Respond

MTTF - Mean Time To Fix

MTTR = MTTD + MTTR + MTTF

MTBF - Mean Time Before Failure - usually specified by vendors to rate the reliability of their products/devices, which is an estimate of the average amount of time before the product/device fails

Network Management Reports

Technical reports provide summary information on circuit utilization, utilization of critical hardware, file activity rates for database systems, usage by various categories of client computers, response time analysis per circuit or computer, voice versus data usage per circuit, queue length description, distribution of traffic by time of day, location, type of software, failures rates for circuits, hardware and software, details of any network faults and others.

Management reports provide summary on graphs of daily/weekly/monthly usage, number of errors, network availability (uptime) for specific period, percentage of hours per week network is unavailable, fault diagnosis, response time, timely reports and up-to-date statistics, peak and average volume statistics per circuits, comparison of activity between today and previous period.

Network control

Data collected must be analyzed and corrective actions taken. If there is an alarm, then action must be immediate. If there is a problem building-up, then the action may be of a longer term nature. To address this, it is good to have a control centre that have displays from monitoring equipment and also access to control software. Typically there is 3 teams of network staff:

· Operations team carries out day-to-day operation of the network.

· Failure control team liaises with users to record when anything goes wrong and to oversee the resolution of the problem (helpdesk).

· Problem management team undertake whatever is necessary to correct the problem.

Correcting a problem may involve asking the original design team to modify their design to calling suppliers to correct their faulty parts and one of the most difficult part of managing network is that the parts may come from a large number of suppliers. Hence, some organizations use a facilities management company to install and run the network for them (outsourcing).

Standards

As networks of different kinds become more integrated, network management standards become important. Under OSI, a network management forum has been established to develop standards for network management. To date 2 protocol specifications have emerged:

Simple Network Management Protocol (SNMP) by the Internet camp and Common Management Information Protocol (CMIP) by ISO. SNMP (which is now the de facto standard; Ver 1 and 2 and RMON – Remote MONitoring) is currently used by Internet and will continue (until CMIP becomes available?). SNMP works by embedding in SNMP devices a small program, called an agent, which will collect status information and store in a small database, called a MIB (Management Information Base). SNMP then works by a request/respond (client/server) model of a NMS asking an agent for information or to storechange some information.

Common Management Interface Protocol is based on the OSI Reference Model. It is a more complete model, and of course is bigger than SNMP. It is not compatible with SNMP, which leads to the development of Common Management over TCP/IP (CMOT).

Network Management Tools - Hardware

Testing is divided into analog, digital and protocol testing. Example of analog testing include troubleshooting analog side of modem on links provided by carriers. Example of digital testing is the measurement of digital traffic on the digital side of links and protocol testing include the use of protocol analyzers, examining the captured frame contents. The 5 basic categories of testing equipment are monitors and analyzers, analog and digital test sets, patch panels, data recorders and handheld test sets.

Common types of test equipment include Breakout box, LAN meter, Bit-Error Rate Tester (BERT), Digital Multimeter, Block-Error Rate Tester (BKERT), Digital Scopemeter, Automated Test Equipment, Fiber Identifier, Cable Analyzer/Tester, Protocol Analyzer (active and passive analysers/monitors), Self-Testing Modem, Data Generator, Response Time Analyzer, Monitors and Probes, Data Line Monitor and Data Recorder.

Network Management Tools – Software/Systems

There are 3 fundamental types of network management software: device management software, system management software and application management software. Device management software provides information (traffic, errors, etc) on nodes attached to the network, covering servers, routers, switches, gateways and others. System management software (or enterprise management software or network management framework / system) deliver functions similar to device management but typically include Electronic Software Delivery (ESD) or Desktop management. ESD allows software configuration and application installation on client computers without the need to touch the computers physically. More importantly, network management system monitors and provides correlation of multiple alarm data for identification of root problems as well as the uncovering of developing operational patterns. Some more common network management products in this area include HP OpenView, IBM Tivoli NetView etc. Application management software also builds on top of device management, tracking delays and problems with application packets and informing the network manager if mission critical application were to be affected.

Tutorial

1. Why is it important to have open standards for network management? List the two different open standards used for network management and the bodies that are responsible for specifying them (use the full names and not just the acronyms). Indicate which of the two standards has become the most popular in recent years and why. [4] [UOL CIS208 Y2002 Exams Zone A Q5 Part a]

2. Describe briefly the 5 basic categories of test equipment. [5] [UOL CIS208 Y2002 Exams Zone A Q5 Part b & UOL CIS208 Y2001 Exams Zone A Q4 Part d]

3. What is meant by the term Mean Time To Repair (MTTR) and what other measurements when combined together give the Mean Time To Repair? [5] [UOL CIS208 Y2002 Exams Zone A Q5 Part c]

4. Availability (expressed as a percentage) is defined by the following formula


%Availability =

Total uptime * 100





Total uptime + Total downtime


A 128kbps private circuit between two offices is specified to have an availability of 99.9%. Calculate the number of hours of circuit downtime that could be expected over a period of 5 years and hence or otherwise the MTBF of the circuit, if Mean Time To Repair is 15 hours. [8]
Assume that 1 year = 365.25 days. If you do not have a calculator, present your answer as a fraction. You can still obtain maximum marks. [UOL CIS208 Y2002 Exams Zone A Q5 Part d]

5. The circuit was actually down for a total of 5 hours last year, but the measurement of the availability of communications between the two offices, as measured by the network management system was 100%. Provide three possible explanations as to why this might be. [3] [UOL CIS208 Y2002 Exams Zone A Q5 Part e]

6. Explain briefly what Electronic Software Delivery (ESD) is and why it is important. [6] [UOL CIS208 Y2001 Exams Zone A Q4 Part a]

7. Describe briefly what the responsibilities of a Help Desk are. [4] [UOL CIS208 Y2001 Exams Zone A Q4 Part b]

8. The mean time to diagnose (MTTD) is one of the important statistics related to network up-down time. Explain what MTTD actually measures and what its use is. [4] [UOL CIS208 Y2001 Exams Zone A Q4 Part c]

9. Discuss briefly three types of network management software. [6] [UOL CIS208 Y2001 Exams Zone A Q4 Part e]
Tutorial Answers  ( Date 18/10/02 )

1. Why is it important to have open standards for network management? List the two different open standards used for network management and the bodies that are responsible for specifying them (use the full names and not just the acronyms). Indicate which of the two standards has become the most popular in recent years and why. [4] [UOL CIS208 Y2002 Exams Zone A Q5 Part a]

As networks of different kinds become more integrated, network management standards become important. Under OSI, a network management forum has been established to develop standards for network management. To date 2 protocol specifications have emerged: Simple Network Management Protocol (SNMP) by the Internet camp and Common Management Information Protocol (CMIP) by ISO. SNMP (which is now the de facto standard; Ver 1 and 2 and RMON – Remote MONitoring) is currently used by Internet and will continue (until CMIP becomes available?). SNMP works by embedding in SNMP devices a small program, called an agent, which will collect status information and store in a small database, called a MIB (Management Information Base). SNMP then works by a request/respond (client/server) model of a NMS asking an agent for information or to storechange some information.

Common Management Interface Protocol is based on the OSI Reference Model. It is a more complete model, and of course is bigger than SNMP. It is not compatible with SNMP, which leads to the development of Common Management over TCP/IP (CMOT).

2. Describe briefly the 5 basic categories of test equipment. [5] [UOL CIS208 Y2002 Exams Zone A Q5 Part b & UOL CIS208 Y2001 Exams Zone A Q4 Part d]

The 5 basic categories of testing equipment are monitors and analyzers, analog and digital test sets, patch panels, data recorders and handheld test sets.

3. What is meant by the term Mean Time To Repair (MTTR) and what other measurements when combined together give the Mean Time To Repair? [5] [UOL CIS208 Y2002 Exams Zone A Q5 Part c]

MTTR - Mean Time To Repair

MTTD - Mean Time To Diagnose

MTTR - Mean Time To Respond

MTTF - Mean Time To Fix

MTTR = MTTD + MTTR + MTTF

4. Availability (expressed as a percentage) is defined by the following formula


%Availability =

Total uptime * 100





Total uptime + Total downtime


A 128kbps private circuit between two offices is specified to have an availability of 99.9%. Calculate the number of hours of circuit downtime that could be expected over a period of 5 years and hence or otherwise the MTBF of the circuit, if Mean Time To Repair is 15 hours. [8] Assume that 1 year = 365.25 days. If you do not have a calculator, present your answer as a fraction. You can still obtain maximum marks. [UOL CIS208 Y2002 Exams Zone A Q5 Part d]


99.9% availability also implies 0.1% unavailability or downtime rate


0.1% of 5 years
=
0.001 x 5 years x 365.25 days per year x 24 hours per day





=
43.83 hours


%Availability
=

Total uptime * 100






Total uptime + Total downtime


0.999

=

MTBF







MTBF + MTTR





=

MTBF







MTBF + 15


=> 0.999 (MTBF + 15)
=
MTBF


=> 14.985 + 0.999MTBF
=
MTBF


=> 0.001MTBF

=
14.985


=> MTBF


=
14985 hours

5. The circuit was actually down for a total of 5 hours last year, but the measurement of the availability of communications between the two offices, as measured by the network management system was 100%. Provide three possible explanations as to why this might be. [3] [UOL CIS208 Y2002 Exams Zone A Q5 Part e]

The 5 hours may have been unintentionally omitted in the calculation of the availability. The 5 hours may be due to routine maintenance and the figure was not attributed to downtime. May be due to rounding error, since 5 hours over 5 years is translated into 0.001% downtime. Network management system may be faulty or an error may have occurred.

6. Explain briefly what Electronic Software Delivery (ESD) is and why it is important. [6] [UOL CIS208 Y2001 Exams Zone A Q4 Part a]

Electronic Software Delivery (ESD) or Desktop management allows software configuration and application installation on client computers without the need to touch the computers physically.

7. Describe briefly what the responsibilities of a Help Desk are. [4] [UOL CIS208 Y2001 Exams Zone A Q4 Part b]

Helpdesk supports end-users request for assistance in resolving problems with the system that they encountered. Helpdesk may do this directly over the telephone. Helpdesk maintain the central telephone number for network users. Helpdesk record or log down the reported problem. Helpdesk activate the right specialist through issuing of the trouble ticket to address the problem. Helpdesk tracks the resolution of the problem. Helpdesk maintain record of the problem, the diagnosis and the solutions attempted and actual resolution of the problem into the database. Helpdesk close the reported problem case. Helpdesk provide data on fault management as needed.

8. The mean time to diagnose (MTTD) is one of the important statistics related to network up-down time. Explain what MTTD actually measures and what its use is. [4] [UOL CIS208 Y2001 Exams Zone A Q4 Part c]

MTTD is the average number of minutes until root cause of failure is correctly diagnosed. Indicates efficiency of problem management personnel in the NOC or help desk who receive the problem report.

9. Discuss briefly three types of network management software. [6] [UOL CIS208 Y2001 Exams Zone A Q4 Part e]
There are 3 fundamental types of network management software: device management software, system management software and application management software. Device management software provides information (traffic, errors, etc) on nodes attached to the network, covering servers, routers, switches, gateways and others. System management software (or enterprise management software or network management framework / system) deliver functions similar to device management but typically include Electronic Software Delivery (ESD) or Desktop management. ESD allows software configuration and application installation on client computers without the need to touch the computers physically. More importantly, network management system monitors and provides correlation of multiple alarm data for identification of root problems as well as the uncovering of developing operational patterns. Some more common network management products in this area include HP OpenView, IBM Tivoli NetView etc. Application management software also builds on top of device management, tracking delays and problems with application packets and informing the network manager if mission critical application were to be affected.
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