Network management (security)
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Network security - Risk assessment

Controls are mechanisms that reduce or eliminate the threats to network security. The 3 types are preventive controls, detective controls and corrective controls. We need to assign level of risks to various threats to security include developing a control spreadsheet which has threats are listed across the top of a spreadsheet and network components listed down the side of the spreadsheet. The controls in network are reflected in the center of the spreadsheet.

Network components includes host computers, mainframes, servers, client computers, PCs, terminals, communication circuits, by providers or owned, network devices, hubs, switches, routers, gateways, network software, OS, NOS, applications, staff, operators, maintenance, managers, developers…

Network threats include disruptions (power loss, circuit failure…) destructions (hard disks failure, virus…) and disasters (fire, flood, earthquake, mudslide, tornadoes, terrorist attacks…). Unauthorized access which is also a threat includes external intruder, internal intruder, eavesdropper, hacker...

· Hardware - protection failure, destruction...

· Software - unauthorized access, use, copying, modifying, destruction, theft, errors, omissions...

· Files - unauthorized access, copying, modification, destruction, theft...

· Office input/output - disaster, vandalism, fraud, theft, extortion, errors, omissions...

· Organization - inadequate functional separation, lack of security responsibility...

· Personal - dishonesty, gross error, incompetence...
· Physical security - unauthorized access, inadequate safety, transportation exposure...

· External people - disaster, vandalism, fraud, theft, extortion...

· Data communication circuit - network unavailable, illegal access, lost messages...

· User - masquerading, authorization bypass, unauthorized input/output, manipulation...

Network controls include disaster recovery plan, Halon fire system, sprinklers, host computer room on upper floor, uninterruptible power supplies, contract guarantees from telecommunication providers, extra backbone infrastructure, virus checking software, extensive user training on virus threat, strong password software, application layer firewall...

Basic control principles

Some basic control principles are Less complex a control, the better; Control cost should be equivalent to identified risk; Adequate system provides just enough; Prevention is better than cure; Automated control is better than manual control, Controls should apply to all, not a few; Document and manage control override; Security levels on need to know basis; Keep control documentation confidential; Control publicity of names, uses, locations of devices; Controls must ensure network can be audited; Assume hostile environment when designing; Always convey image of high security – training; Ensure controls separate duties - design vs install; Entrapment controls to identify hackers; In failure, control defaults conservatively; Controls immune to partial network failure; LANs must be protected, other than WANs and BNs; Insure should all controls fail; Always assume hacker is smarter than you…

Control

The key principle in controlling disruption, destruction and disaster is redundancy and redundancy can be built into any network component, whether through system fault tolerance (SFT), uninterruptible power supply (UPS), disk mirroring… Preventing viruses, worms, Trojan horses and denial of service (DoS) attacks (flooding network with messages until the server or devices overload), Distributed DoS are also areas of concern.

The key principle to address unauthorized access is to be proactive, which means routine testing of security, implement a security policy, creating user profiles, installing physical security (education, locks, keys, background checks, audit carriers, securing cables behind walls and ceilings, locking up network devices, having authorization code to access device configuration…), install dial-in security (changing modem telephone numbers periodically, keeping telephone numbers confidential, use call-back modem to call authorized users at their stated home/locations, use automatic number identification, use one-time password…), install firewalls (router, gateway or special devices that filters packets whether at packet/network level or at application level), network address translation (to address IP spoofing), plugging all known security holes (bugs that permits unauthorized access, typically documented and announced in Internet, must be patched) and using encryption.

Disaster recovery planning

The purpose disaster recovery planning is to bring the organization back to a functional state. There are several stages involve in developing a disaster recovery plan, which  includes: identifying potential sources of disruption, assessing alternate solutions, 

selecting a plan of action depends on the severity and testing these solutions regularly to ensure their viability. Disaster recovery are often outsourced to firms specializing in this area.

Disaster recovery plan

A good disaster recovery plan should include the following:

· Name of decision-making manager and deputy

· Staff assignments and responsibilities during disaster

· Availability and training of backup staff

· Pre-established list of priorities

· Recovery procedures

· Replacement process, supplier, vendors, support, contact

· Alternative facilities
· Action to be taken in partial failures

· Procedure for imposing extraordinary controls temporarily

· Manual process until complete recovery

· Procedure for acquiring data entry support for re-entry

· Adequate updating, maintenance, testing of disaster plan

· Storage of disaster recovery procedures in a safe area

Tutorial

1. Explain the term firewall and describe two different types of firewall. [6] [UOL CIS208 Y2002 Exams Zone A Q6 Part b]

2. What is a security hole? Describe how they are generally filled. [4] [UOL CIS208 Y2002 Exams Zone A Q6 Part c] [7] [UOL CIS208 Y2001 Exams Zone A Q6 Part d]

3. Identify two vulnerable areas for eavesdropping in a local area network. [2] [UOL CIS208 Y2002 Exams Zone A Q6 Part d]

4. Identify seven elements that should be included in a disaster recovery plan. [7] [UOL CIS208 Y2002 Exams Zone A Q6 Part e]

5. Explain what the fundamental principle is in reducing threats from unauthorised access and list six general approaches to prevent unauthorised access. [5] [UOL CIS208 Y2001 Exams Zone A Q6 Part a] [6] [UOL CIS208 Y2002 Exams Zone A Q6 Part a]

6. Explain how a so-called denial-of-service attack works. [4] [UOL CIS208 Y2001 Exams Zone A Q6 Part b]

7. Describe the purpose of a call-back modem. [4] [UOL CIS208 Y2001 Exams Zone A Q6 Part c]

Tutorial Answers

1. Explain the term firewall and describe two different types of firewall. [6] [UOL CIS208 Y2002 Exams Zone A Q6 Part b]

Firewalls (router, gateway or special devices that filters packets whether at packet/network level or at application level)

2. What is a security hole? Describe how they are generally filled. [4] [UOL CIS208 Y2002 Exams Zone A Q6 Part c] [7] [UOL CIS208 Y2001 Exams Zone A Q6 Part d]

Plugging all known security holes (bugs that permits unauthorized access, typically documented and announced in Internet, must be patched)

3. Identify two vulnerable areas for eavesdropping in a local area network. [2] [UOL CIS208 Y2002 Exams Zone A Q6 Part d]

Cables, Modems, Network Devices like hubs, switches, routers, gateways etc.

Securing cables behind walls and ceilings, locking up network devices, having authorization code to access device configuration…), install dial-in security (changing modem telephone numbers periodically, keeping telephone numbers confidential, use call-back modem to call authorized users at their stated home/locations, use automatic number identification.

4. Identify seven elements that should be included in a disaster recovery plan. [7] [UOL CIS208 Y2002 Exams Zone A Q6 Part e]

A good disaster recovery plan should include the following:

· Name of decision-making manager and deputy

· Staff assignments and responsibilities during disaster

· Availability and training of backup staff

· Pre-established list of priorities

· Recovery procedures

· Replacement process, supplier, vendors, support, contact

· Alternative facilities
· Action to be taken in partial failures

· Procedure for imposing extraordinary controls temporarily

· Manual process until complete recovery

· Procedure for acquiring data entry support for re-entry

· Adequate updating, maintenance, testing of disaster plan

· Storage of disaster recovery procedures in a safe area

5. Explain what the fundamental principle is in reducing threats from unauthorised access and list six general approaches to prevent unauthorised access. [5] [UOL CIS208 Y2001 Exams Zone A Q6 Part a] [6] [UOL CIS208 Y2002 Exams Zone A Q6 Part a]

The key principle to address unauthorized access is to be proactive, which means routine testing of security, implement a security policy, creating user profiles, installing physical security (education, locks, keys, background checks, audit carriers, securing cables behind walls and ceilings, locking up network devices, having authorization code to access device configuration…), install dial-in security (changing modem telephone numbers periodically, keeping telephone numbers confidential, use call-back modem to call authorized users at their stated home/locations, use automatic number identification, use one-time password…), install firewalls (router, gateway or special devices that filters packets whether at packet/network level or at application level), network address translation (to address IP spoofing), plugging all known security holes (bugs that permits unauthorized access, typically documented and announced in Internet, must be patched) and using encryption.

6. Explain how a so-called denial-of-service attack works. [4] [UOL CIS208 Y2001 Exams Zone A Q6 Part b]

Denial of service (DoS) attacks (flooding network with messages until the server or devices overload), Distributed DoS are also areas of concern.

7. Describe the purpose of a call-back modem. [4] [UOL CIS208 Y2001 Exams Zone A Q6 Part c]

Install dial-in security (changing modem telephone numbers periodically, keeping telephone numbers confidential, use call-back modem to call authorized users at their stated home/locations, use automatic number identification.

In general, dial-in modems are considered un-secure.  It is recommended that dial-back modems be used to control external access.  A dial-back modem will answer an incoming call and listen for a code number only.  The code number will tell the modem to hang up and call a specific number from a pre-stored directory.  If anything but a pre-designated code number is received, the modem disconnects.  Use of the dial-back method virtually insures that only personnel at a pre-stored telephone number can gain access to the substation.  However, there is one disadvantage in that the dial-back modem limits the mobility of the person requiring access.   
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