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Overview:

The goal of this project was to implement a Linux floppy-based router and firewall using LRP 2.9.8 distribution according to the given network diagram and network access policies in the ECE department computer lab.

Procedure:

The project work was composed of the following steps:

Preparing the router floppy:

We DOS-formatted a 1.44 MB floppy disk. We downloaded the rawrite utility from ftp://ftp.linuxrouter.org/linux-router/utils/rawrite2.exe and copied it onto the hard drive. We then downloaded the kernel image from ftp://ftp.linuxrouter.org/linux-router/dists/2.9.8/idiot-image_1440KB_FAT_2.9.8_Linux_2.2.gz and driver modules from ftp://ftp.linuxrouter.org/linux-router/dists/2.9.8/kernel/2.2.16-1.tar.gz. We extracted these archives into the same folder as the rawrite2.exe program and thus got the kernel image and the drivers there. We renamed the kernel image to idiot.img and issued the command rawrite2 –f idiot –d a:. This created the bootable linux router floppy for us.

Copying the driver modules:

We found out the driver type from the Solaris Configuration Manager screen, as Solaris was already installed on some of the machines that we were supposed to use, and located their drivers from the extracted archive in the 2.2.16-1/modules/net folder as the files called 3c59x.o. We copied this file onto a separate DOS formatted disk.

We booted the linux router floppy and specified username as root. That brought us into the lrcfg program. We quit the program by typing q, inserted the disk with the driver module and mounted it using the following commands:

mkdir /mnt/floppy

mount –t msdos /dev/fd0 /mnt/floppy

cp /mnt/floppy/3c59x.o /lib/modules

umount /dev/fd0

Setting up the network:

We then returned to the lrcfg program by typing lrcfg at the command prompt. To have the driver loaded at boot time, we went to package setting menu, then the modules menu, and then again modules menu, and typed 3c59x after the introductory text there. We saved the file by hitting Ctrl+S and then quit the editor using Ctrl+C. We returned to the main lrcfg menu and selected the Network Settings menu and then the Netowrk configuration (auto) menu. We made sure that DIRECT_SETTINGS_ONLY=NO, IPFWDING_KERNEL=YES, IPFWDING_FW=YES, CONFIG_HOSTNAME=YES, CONFIG_HOSTFILE=YES. To assign IP addresses to the interfaces, we uncommented the IF0_IFNAME=eth0 and IF1_IFNAME=eth1 lines and did the following:

IF0_IPADDR=156.26.37.81



IF1_IPADDR=156.26.39.254

IF0_NETMASK=255.255.255.248



IF1_NETMASK=255.255.248.0

IF0_BROADCAST=156.26.37.87 



IF1_BROADCAST=156.26.39.255

We set the default gateway with:

GW0_IPADDR=156.26.33.1

GW0_IFNAME=eth1

And set the two networks’ attributes with the following:

NET0_NETADDR=156.26.37.80


NET1_NETADDR=156.26.32.0

NET0_NETMASK=$IF0_NETMASK

NET1_NETMASK=$IF1_NETMASK

NET0_GATEWAY_IF=$IF0_IFNAME

NET1_GATEWAY_IF=$IF1_IFNAME

NET0_GATEWAY_IP=default


NET1_GATEWAY_IP=156.26.33.1

Firewall:

We used the ipchains command to set up the firewall rules, which is a successor to the ipfwadm command in the earlier Linux kernel versions. We used the following ipchains statements in the Network Settings (auto), under Network Settings, under the lrcfg main menu:

ipchains –P input REJECT

ipchains –A input –p TCP –s 156.26.37.80/29 –d 0/0 53 –j ACCEPT –b

ipchains –A input –p UDP –s 156.26.37.80/29 –d 0/0 53 –j ACCEPT –b

ipchains –A input –p TCP –s 156.26.37.83 –d ! 156.26.33.2 23 –j REJECT -b

ipchains –A input –p TCP –s 156.26.37.82 –d 0/0 80 –j ACCEPT –b

ipchains –A input –p UDP –s 156.26.37.82 –d 0/0 80 –j ACCEPT –b

ipchains –A input –p TCP –s 156.26.37.82 –d 0/0 80 –j REJECT –b

ipchains –A input –p UDP –s 156.26.37.82 –d 0/0 80 –j REJECT –b

ipchains –A input –p TCP –s 156.26.37.83 –d 0/0 –j ACCEPT –b

ipchains –A input –p UDP –s 156.26.37.83 –d 0/0 –j ACCEPT –b

Backing up:

We backed up all we had done, using the backup option from the lrcfg main menu, turned off confirm writes, and used the backup everything option.

Host floppies:

In a similar manner, we prepared to more floppies for the hosts. 

Setting up Proxy ARP:


Since the default gateway for our router is 156.26.33.1/21, to which, the 156.26.37.80/29 under its own mask appears to be on the same network, i.e., 156.26.32.0, it would ARP for any of our hosts. This makes it necessary for our linux router to implement Proxy ARP. We did that by using the following arp commands in the direct network settings menu, under network settings, under the lrcfg main menu:

arp –i eth1 –Ds 156.26.37.82 eth1 pub

arp –i eth1 –Ds 156.26.37.83 eth1 pub

The reason this was done under direct settings is that this file is done after the automatic settings are complete, which means that the interfaces and all other configurations specified there would be functional, if everything is correct. Specifying these commands under automatic settings is not correct as there is no guarantee that these commands would be run when all other settings exist.

Testing:

We used the linuxconf utility, the ifup eth0, and ifdown eth0 commands, and the Redhat Linux machine available in the lab, and set it’s interface IP addresses first to 156.26.37.82/29 and then to 156.26.37.83/29 and tested using the lynx web browser, the telnet program, and the ftp program.

Problems we encountered:

The main problem was availability of the router machine, during the initial phases of the project. However, soon, the environment became very cooperative and people started using other machines two prepare their disks and only using the router machine for testing their work. This kept the router going in round robin. 

Working on other machines caused problems with duplicate IP addresses, but with cooperation, we all soon learnt to use the ifconfig eth0 down command whenever we were merely preparing our disks.

This project brought us in contact with a lot of people we don’t come in contact with often, and made us some new good friends. 

Resources:

http://beta.linuxrouter.org



http://www.geocities.com/shezy22/lrp/finish.html
http://lrp.c0wz.com/



Redhat Linux Network Toolkit

