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Computer Networks Final study guide—chapters 7-10

By Linda Cook
1.  ***Subnets

Each organization must assign the IP addresses it has received to specific computers on its networks.  IP addresses are assigned so that all computer on the same LAN have similar address.  It is customary to use the last byte of the IP address to indicate different subnets but any portion of the IP address can be designated as a subnet by using a subnet mask.  Every computer in a TCP/IP network is given a subnet mask to enable it to determine which computers are on the same subnet, LAN, and which aren’t.  A subnet mask is a four-byte binary number that has the same format as an IP address.  A 1 in the subnet mask indicates that that position is part of the subnet address.  A 0 indicates that it is not.  A subnet mask of 255.255.255.0 means the 1st 3 bytes indicate the subnet because 255 is 11111111 in binary code.  255.255.0.0 indicates the 1st two bytes indicate the subnet.  A partial byte subnet mask like 255.255.255.128 means the 1st three bytes and the next bit indicate the subnet because 128 in binary is 10000000. You could have 64 computers on this subnet.  255.255.254.000 would indicate the 1st two bytes and seven bits because 254 in binary is 1111110.

A broadcast is 255.255.255.255

Broadcast – host = # of computers you can have on the network

255.255.255.0 in binary is 11111111.11111111.11111111.0

255.255.0.0 = 11111111. 11111111.0.0

255.255.255.128 = 11111111.11111111.11111111.10000000

255.255.254.000 = 11111111.11111111.11111110.0

***2.  List and explain the seven layers of the OSI, (open systems interconnection), network model developed in 1984.  Why are they important?

Physical Layer—transfers electrical signals through the circuit. (10Base-T, 100Base-T, fiber optic)

Datalink Layer—decides when to transmit, formats messages, and detects and corrects errors. (Ethernet, token ring, FDDI, ISDN, ATM, frame relay)

Network Layer—addresses and routes packets; translates destination into a network understandable address, decides which route the message takes, resizes message blocks. (IP, X.25)

Transport Layer—Controls flow and insures reliable packet delivery. (TCP)

Session Layer—Controls dialog, acts as moderator for a session, (connection between two terminals).  (e.g. SSL)

Presentation Layer—translates data fo and from language in application layer (NetBIOS)

Application layer—is user’s interface to the network. Contains embedded telecommunications protocols. (HTTP, X.500, X.400, ODA, PC LAN manager, Postscript)

Each layer is defined separately so that hardware and software in each layer can be updated separately.  As long as interfaces between the layers are unchanged the network remains intact

3.  What are the Distinguishing features of a LAN?

Distinguishing features of a LAN are Ethernet or Token Ring.  Another feature is dedicated server or peer-to-peer.  Peer-to-peer LANs operate without a dedicated server.  All computers run special network software that enables them to function both as a client and as a server.  Dedicated server LANs have a NOS on the server, i.e., Novell or Windows NT, and network communication software on the clients.  These LANs can have several different types of servers, i.e., file servers, database servers, print servers and communications servers (fax, modem and access servers).  ***Five basic components of a LAN are the server, client, network interface cards, network cables and hubs (circuit) and the NOS.***

file servers—allow many users to share the same set of files on a shared disk drive, controls access to files

database servers—More powerful than file server, can perform database processing.  Reduces amount of data moved from server to client, data loss and data inconsistencies.

print servers—reduce load on file or database server by handling print requests on the LAN

communications servers (fax, modem and access servers)—perform communication processing

4.  ***Five basic components of a LAN are the server, client, network interface cards, network cables and hubs (circuit) and the NOS.***

client—I/O device at user’s end; e.g. terminals, microcomputers/workstations, special purpose terminals

server—provides a particular service to the client computer, e.g. file servers, database servers, print servers and communications servers

NIC—physical layer connection between the computer and the network. 

network cables and hubs (circuit)—

Cables—CAT 1-3 UTP, CAT 4 STP, CAT 5 UTP & STP, RG-58 and RG-8 coax, and X3T9.5 Fiber optic; CAT 3 UTP is often used by 10Base-T Ethernet, has a maximum data rate of 10 Mbps and is rated for a maximum distance of 100 meters.  It is the least expensive of the three.  CAT 5 UTP is used in 100Base-T Ethernet, has a maximum data rate of 100 Mbps and is rated for a maximum distance of 200 meters.  CAT 5 STP is used in 100Base-T Ethernet and is rated for a maximum distance of 200 meters.  It is the most expensive of the three.  There are three versions of 100Base-T Ethernet (IEEE 802.13) differing only in the cabling used.  100Base-TX uses CAT 5 UTP, 100Base-FX uses CAT 5 STP, and 100Base-T4 and 100Base VG use four sets of CAT 3 UTP with inverse multiplexing so that each pair is carrying 25 Mbps combined to provide 100 Mbps.

Hubs—MAU or transceiver—connect network cables and act as repeaters, do not do error correction, the signal travels to the port on the hub down the cable to every client connected to the hub.  A smart hub can detect a faulty transmission from a failing NIC and shut it down.  Some will even alert the network manager.

the NOS—software that controls the network, i.e., Novell or Windows NT.  Provides 2 sets of software, a client version and a server version.  Server version performs functions associated with datalink, network and app. layers and the OS. App. layer executes request sent in by clients.  Replaces normal OS on server. Client version performs the functions associated with data link layer and network layer and interacts with the app layer and is usually included in the OS.

5.  Legal issues and licenses--A network makes it possible to share all files and software that is loaded on the server, eliminating the need to keep a copy on each client computer.  This also simplifies upgrades, which need only be done on the server.  It is tempting to purchase one license for a software application and let everyone use it or for employees to make illegal copies for their own personal use.  This is illegal and usually grounds for dismissal.  LAN metering software prohibits more copies being used than there are licenses for.

6.  A LAN cable plan is done for most new buildings and is comparable to electrical and telephone wiring plans.  Each floor has a telecommunications wiring closet that contains the network hardware connecting each room on the floor.  The cheapest time to install cable is during building construction.  A plan is also needed for older buildings in which cable is being installed.  The plan should include 20 to 50% more cables than is actually needed at the time to allow for economical future expansion.
***7.  Ethernet (IEEE 802.3)— Ethernet is a LAN developed by the Xerox Corporation.  It uses coaxial cable or twisted pair wires to connect the stations.  Baseband Ethernet uses digital signaling.  The cable can carry only one transmission at any time.  Broadband Ethernet uses analog signaling splitting the cable into different channels using FDM sending more than one transmission at a time so that it is possible to combine voice, data and image signals on the same network.  Ethernet uses a bus topology and a contention based MAC called CSMA/CD.  10Base-T is the most commonly used type of Ethernet.  There are many types of Ethernet that use different network cabling.  The original Ethernet Specification was 10 Mbps, baseband, 10Base-5 (thicknet).  10Base2 is thinnet or cheapnet @10Mbps.  CAT 5 is 100Base-T Ethernet @ 100Mbps.

Bus topology, all computers are connected to one circuit running the length of the network and all computers receive all messages sent on the bus.  Ethernet software checks the data link layer address and only processes messages addressed to that computer.  Bus—high-speed circuit and a limited distance between computers, (within a bldg)  Physical topology could be a star but the logical topology is a bus.  Some Ethernet LANs are built without using hubs which means the physical and logical topologies would be the same.

***Token Ring (802.5)—developed by IBM, MAC is Token Passing--Messages pass around the ring in one direction, all computers receive message but only process those addressed to it.  It passes other messages on to the next computer in the ring. A computer waits until it receives a free token to send a message.  Receiving computer sends ACK or NAK around the ring back to the transmitting computer.  One computer on the network is designated token monitor to deal with lost tokens.  There must be a backup token monitor also.  CAT 2 @ 4Mbps (token ring-4) and CAT 4 @ 16 Mbps (token ring-16) is used for Token Ring.  

***8.  Topology—

Logical topology—Technology determines logical topology

Physical topology-- geometric layout of the network, ring, star, or bus.  Wiring determines physical topology.

The commonly used LAN topologies are bus and ring.  A bus connects all computers in a single line, while a ring closes that line into a circle.  An Ethernet LAN appears as a star topology, but is actually a bus logical topology.  In addition, a Token ring LAN also appears to have a star physical topology.

9.  Wireless LAN advantages are that wireless hubs can be connected directly into existing Ethernet LANs.  Also there is no need to run cable.  Infrared LANs are sometimes used between buildings or in old buildings where the cost of running cable is prohibitive.  Disadvantages are that infrared LANs require a direct line of sight between transmitters and receivers and the low speed of 1-4 Mbps.  Radio LANs have a longer range and can be used in laptops for effective mobile computing and groupware.  Disadvantages of radio LANs are the increased opportunity for interference and slow data rates, 1-2 Mbps.

***10.  Media Access Control—a data link layer protocol that defines how packets are transmitted on a local area network.  CSMA stands for carrier sense multiple access and is a contention-based media access control technique.  There are two types, collision detection (CD) and collision avoidance (CA).  Collision detection will wait for the bus to be free before transmitting.  If a collision is detected, both computers will wait a random amount of time and then re-transmit.  CSMA/CD is used in Ethernet.  Collision avoidance is where a small packet is sent out on the network to reserve a spot to transmit.  If a collision occurs, it only destroys the request packets, not the message.  This, CSMA/CA, is used with Apple’s LocalTalk Link access protocol, (LLAP).  LLAP produces a lot of overhead.

11.  Four concerns when installing a network are the cable plan, the network OS, the network profile, and security plan.

12.  A bottleneck is a portion of the network that is restricting data flow.  It can be located by running resource metrics on the server during periods of performance loss.  If the server is well under peak utilization, then the bottleneck probably lies in the network.  If the server is close to using all of its resources, the server is the bottleneck.  Sometimes, an isolated occurrence of network problems can be traced to that client computer not being able to handle the network data rate (especially if it is old).

13.  Four primary ways to improve LAN performance on a server.  The first is to upgrade the memory on the server.  The second is to increase the number and/or speed of the hard disks on the server.  This could be done with faster drives, such as 10,000 rpm, by large throughput, such as Ultra3 SCSI, or by RAID architectures.  Another means of improving server performance is adding CPUs or increasing the clock speed of the CPU.  Finally, more servers can be added to the network to relieve that server of some of the load.  Applications could be split off of that server and on to another, or load balanced between another server.  Upgrading the server hardware and software, choosing a different LAN protocol, segmenting the LAN, or reducing network demand are strategies to increase network capacity.

***14.  Network segmentation—improves network speed by increasing the circuit capacity.  This can be done by adding another NIC to the server, no more than 3 or 4 NICs/server.  Also another server can be added to the network dedicating each server to one or more segments.  A backbone network can be used to connect different segments.

***15.  A bridge operates at the data link layer, connects network segments using the same data link and network protocol, and processes all messages.  They are used to separate two network segments, learns to send only the necessary traffic across to the other segment, (filtering).  A switch operates at the data link level, all ports can be active simultaneously and must have addresses defined.  A router operates at the network layer, can connect two or more networks that have different data link protocols or cable but have the same network protocol and forward only messages that need to go to other networks.  A router will only process messages that are specifically addressed to it, and will create a new packet from one that is received to conform to the appropriate data link layer protocol.  A brouter combines the functions of a bridge and a router, in that it operates at both the data link and network layers.  It can connect different data link layer segments that have same network layer protocol.  All messages are examined by the brouter, but they can also be addressed specifically to it for speed of routing.  A gateway connects two or more dissimilar networks.  It is more intelligent than a router, because it must translate data link, network, and sometimes application protocols (such as ASII to EBCDIC).

***16.  Switched Ethernet replaces all hubs with switches.  All computers have a point-to-point circuit to the switch and can transmit simultaneously, improving network performance.

***17.  MANs span from 3-30 miles, connect BNs and LANs and provide dial-in and dial-out capability to LANs, BNs, and mainframes.  WANs connect BNs and MANs across hundreds or thousands of miles.  Organizations usually build their own LANs and BNs but usually rent circuits from common carriers for their WAN.

These carriers then decide what type of media to use to guarantee a rate of data transmittal.  The largest common carriers in the United States are AT&T, Bellsouth, WorldCom, Sprint, GTE, and MCI.  The organization pays a monthly fee or a per use fee depending on what type of service they choose.  Types of media used are:

A dedicated circuit, (private circuit or leased circuit) is a leased communication circuit from one place to another.  It is a clear, unbroken communication path that is yours to use 24/7.  Five types of dedicated circuits are voice-grade circuits, wideband analog services, T-carrier circuits, SONET circuits, and DSL circuits.  The user pays a monthly fee.

A dial-up circuit uses the telephone network.  These services are called plain old telephone service (POTS) or plain-switched telephone network (PSTN).  Quality and data rate transmission vary because different circuit paths are used at different times.  Two types were discussed in the book, direct dialing (DD), and wide area telephone services (WATS).  DD is just that.  You dial the number of the destination and you are connected.  WATS allows dialed circuit calls to be purchased in large quantities for example 800 and 888 numbers.  WATS service is limited to one direction, incoming or outgoing.  There are 60 different WATS service areas in the U.S. and Canada.

***18.  T-Carrier circuits—are digital circuits, whereas voice-grade circuits are only analog.  Instead of a modem, T-1 lines need a channel service unit (CSU) or a data service unit (DSU) to be connected to a network.  T-1 lines are composed of 24 separate circuits, while a voice-grade channel is usually only one circuit. T-1, T-2, T-3, and T-4 circuits are different only in their speed.  A T-1 circuit handles 1.544 Mbps or 24 64 Kbps circuits through time division multiplexing.  T-2 circuits are four T-1s multiplexed to provide 6.312 Mbps.  A T-3 circuit multiplexes 28 T-1 circuits to achieve 44.376 Mbps. A T-4 has the capacity of 178 T-1 circuits or 274.176 Mbps.  Since one T-1 can handle 24 simultaneous voice channels, this equates to 4272 simultaneous voice channels.

***19.  Sonet—synchronous optical network; ANSI—SDH—Synchronous digital hierarchy; ITU-T—Standards for optical transmission at gigabit/second speed.  User’s network is connected via a CSU/DSU.  The slowest Sonet is OC-1 @ 51.84 Mbps.  Each succeeding rate in the SONET fiber hierarchy is defined as a multiple of OC-1 up to OC-192 @ 9.952 Gbps and is created thru multiplexing.  Several common carriers now use SONET OC-12 circuits.  Telephone companies in most cities are installing optical fiber cable MANs and long distance circuits.

Move is toward ATM over SONET.

ATM—packet switched service, 53 byte fixed length packets, extensive QoS, good for real time voice, video and data.

***20.  DSL—is a dedicated circuit connecting home offices to the telephone company network over traditional phone lines.  Speeds are tied to the distance between the customer and the telco central office.  Asymmetric DSL or ADSL is for Internet access, where fast downstream is required but slow upstream is acceptable. Symmetric DSL or SDSL, HDSL is designed for short connections requiring high speed in both directions.  At the telco central office DSL is aggregated in a unit called the DSL Access Multiplexor or DSLAM and forwarded to the appropriate ISP or data network.

***21.  ISDN—Integrated Services Digital Network—ISDN turns one existing wire pair into two channels and four wire pairs into 23 channels for the delivery of voice, data and video.

Narrowband ISDN—is a common circuit switched service that combines voice, video and data  over the same digital circuit.  There are two types of service:

***Basic Rate Interface (BRI)—basic access service or 2B+D—provides a communication circuit with two 64 Kbps digital transmission channels called B or Bearer channels (128 Kbps) to carry voice, video and data plus one D or Delta channel for control messages.

***Primary Rate Interface—Primary access service—23B+D—consists of 23 64 Kbps B channels plus one 64 Kbps D channel.  In Europe its 30 B channels + one D channel making interconnection difficult.

Major disadvantages of ISDN are lack of standards and lack of common carrier interest.

22.  Packet Switched Services—enable Multiple connections to exist simultaneously between computers and splits messages into small segments called packets.  It interleaves messages from many users to maximize use of the shared network.  The user is connected thru a PAD, packet assembly/disassembly device. The PAD converts the senders data into the network layer and data link layer packets used by the packet network and reassembles them at the destination.  It can translate between different data link layer protocols and codes as well as compensate for speed differences.

***Datagram—is a packet switched connectionless service that gives each packet a destination and sequence number.  Packets are delivered over different routes at different speeds and are reassembled at the destination by the sequence number.

Virtual circuit—is a connection oriented approach in that all packets travel the same route over a virtual circuit that has been set up for that transmission. This is used in voice over IP.

***23.  Improving MAN/WAN performance—


--upgrade devices connecting backbones to WAN


--examine routing protocol


--Increase circuit capacity


--reduce network demand, (change user behavior, analyze network needs of new systems, 
move data closer to users)

24.  Most expensive part of WAN are those people required to plan, install, and operate it, pick one that’s easy to manage.  Selection decisions should be driven more by the services than hardware because leased services are more expensive than hardware.

***25.  Value added networks—integrate services such as network management, email, EDI, and security.  They are a more expensive alternative than leased lines but reduce management and personnel costs.

***26.  Virtual private network—provide circuits that run over the Internet but appear to the user to be private networks.  It is inexpensive but throughput is unpredictable and there are no standards.

27.  The keys to designing a successful data communications network include designing for growth and increasing user demand, standardizing network components and reducing the amount of time it takes to operate and maintain the network.  This can be done by classifying sets of users and circuits as typical or high volume and keeping the design as simple as possible so that it can be added to and changed as needs and technologies change.  This can be accomplished by using the Building Block Method.

***28.  Building Block Method

1.  Needs analysis—establishing geographic scope, applications, number and type of users, and categorizing network requirements resulting in network maps showing the applications and the circuits, clients, and servers in the network.

A network baseline is a review of the applications that currently utilize the network, and the locations at which they are used.  This should be done in the initial stages of network design as part of the needs analysis.

2.  Technology design—Clients and servers—typical users, applications, and network segments are allocated the base level technology, high-volume ones are assigned more advanced technology.

Circuits and devices—deciding on technology and protocols and the capacity of each circuit.

Network design tools are helpful.

3.  Cost assessment—gathering cost information as per RFP and gaining the support of senior management by focusing on the business case supporting the design.  Three key deliverables are an RFP, a revised set of network maps with a completed technology design, and a business case that supports the network design expressed in business objectives.

The cycle is repeated until the network owner is satisfied.  The needs analysis will change as technology design and cost assessment are evaluated.  The bottom line is usually the cost assessment.  

***29.  Ring based WAN Design—connects all computers in a closed loop using dedicated, full duplex circuits.  Disadvantage is that messages can take a long time to travel from sender to receiver.  Advantage is that if there is a point of failure messages can travel in the opposite direction to the destination.

***30.  Star Based WAN Design—use full duplex dedicated circuits to connect all computers to one very reliable central computer that routes all messages.  It is fast and easy to manage because the central computer receives and routes all messages.  If this computer becomes overloaded or fails the network goes down.  A mesh design can either be full-mesh or partial-mesh.  The disadvantages are that mesh networks use decentralized routing requiring more processing from each computer and a decrease in optimal routing .  Full-mesh connects all computers to all the others, are extremely reliable but expensive.  Partial-mesh connects all computers to several others.  There is always another route around the failure point.  Mesh networks are fast and reliable but complex to design and maintain.  Cloud-based mesh WANs use common carrier packet-switched networks and are simpler to build and maintain but there is no guaranteed bandwidth and requires more intensive security measures.

***31.  Switched or Collapsed backbone design—use the data link layer address, backbone consists of a switch, performance is improved, each connection into the switch is a separate point-to-point circuit, the switch allows simultaneous access increasing throughput 200 to 600 percent, uses fewer networking devices by eliminating routers and bridges.

***32.  Virtual Lan—use a star design and replaces the hub with an intelligent switch that creates a number of network segments that can be changed, enabling the attached computers to be moved from one network segment to another by software without changing the cabling.  VLANs allow the network manager to assign network capacity to groups of users.  VLANs can be defined using the switch’s port numbers (port-based or layer 1 VLAN), the data link layer address (MAC-based or layer 2 VLANs),  the network layer address (IP-based or layer 3 VLANs), or the application data contained within the transmitted packets (application-based, rule based, or layer 4 VLANs)

