Datagram’s and Sessions
Internetwork Packet Exchange (IPX) – a Datagram Service

( IPX supports only datagram messages (connectionless).

( Corresponding to the OSI model, it performs addressing, routing, and switching to deliver the message.

IPX Destination Address

The destination address in an IPX packet consists of three components: network number, node address, and socket.

( Network Number identifies each segment of a multiserver network.

( Node address uniquely identifies each network adapter card

( Socket represents the destination application itself, running on the target workstation

IPX Program Services
You can manage PC to PC communication by using a set of services that IPX offers. These services rely on the following three data structures that you can construct and pass to IPX:

( The IPX Header, consisting of first 30 bytes of the IPX packet

( The data record or message that you want to send or receive

( An Event Control Block (ECB) that is not actually transmitted but contains information about a particular IPX operation that you initiate

Initialization and Termination Functions
When two PCs on a network want to send/receive message, they open socket using IPXOpenSocket function. The socket number that is open on Workstation A must be known to the application running on Workstation B and vice versa.

The application does not automatically know the network number and node address – what you typically know is the other workstation’s user ID.

To translate user ID into network number and node address, use the GetObjectConnectionNumbers and GetInternetworkAddress IPX functions at the beginning of the program.

When you are finished send/receive operation, the two workstations close the open socket by calling IPXCloseSocket.

Sending and Receiving Packets
IPXSendPacket and IPXListenforPacket are used for sending and receiving.
IPXSendPacket requires an extra item, the immediate address field. If the packet must cross a bridge to reach destination, the immediate address field is the node address of the bridge. You call the function IPXGetLocalTarget to determine the value to be placed in the immediate address field.

If the packet does not need to cross a bridge, IPXGetLocalTarget will return the node address of the destination workstation.

Miscellaneous Functions

Outstanding IPX operations can be canceled with IPXCancelEvent. Your application can call IPXScheduleEvent to ask IPX to schedule a send or receive event to occur at a later moment. While you are polling for the completion of a send or receive operation, you can call IPXRelinquishControl to give IPX control of the CPU.
IPX Packet Format
The fields within the IPX packet are the following:

Checksum – 2 bytes; IPX always sets it to 0xFFFF
Length – specifies size of the packet (IPX header plus packet); 2 bytes. Smallest packet size is 30 bytes and largest is 576 bytes (30 bytes IPX header plus 546 bytes of data).

Transport Control – IPX packet may cross as many as 16 bridges. IPX sets this 1 byte field to 0 when the packet is originally transmitted and is incremented as it passes a bridge. It the count reaches 16, it discards the packet.

Packet Type – Xerox defines various types of packet for various purposes; an application that sends IPX packet should set it to 4 corresponding to Packet-Exchange Packet.

Destination Network – 4 byte; identifies network in which the workstation is located.

Destination Node – 6 bytes; identifies target by its unique physical address

Destination Socket – 2 bytes socket number

Source Network
Source Node

Source Socket

Data Portion - 0 to 546 bytes
SPX – Session Level Communication
Sequenced Packet Exchange (SPX) is a session level, connection oriented protocol. SPX assigns a connection ID PSX at either end. Although IPX operates in the transport layer, SPX operates in the network layer. SPX uses IPX to send and receive packets. 

Establishing and Terminating Connections
The first thing to do is to initialize SPX with SPXInitialize call. Each workstation then opens a socket by calling IPXOpenSocket. To establish a connection workstation A issues to SPX a SPXListenForConnection call that specifies the open socket. Workstation B must issue a SPXEstablishConnection call that specify workstation A’s address (network, node, socket).
If it knows the listening workstations user ID, workstation B can call GetObjectConnectionNumbers and GetIntenetworkAddress function to determent network or node to use in the SPXEstablishConnection.

Both stations must issue a set of SPXListenForSequencedPacket call to establish a connection.

To break the connection, one of the workstation must call SPXTerminateConnection call. This causes SPX to automatically send a packet containing datastream type field of 0xFE to the other workstation.

Sending and Receiving Packets
Sending is straightforward; you give SPX the address and length of the message data along with the connection ID. Receiving a packet is a little more complicated. Because multiple ListenlForSequencedPacket calls are outstanding when the message is received (as set of them were issued as part of establishing the connection), you must devise a mechanism for determining which call SPX used. Then you must issue ListenForSequencedPacket call to return the packet buffer to SPX’s pool.

You can attach an Event Service Routine (ESR) to a send operation or a receive operation. The ESR will be awakened and executed when the send or receive finishes. Or you can simply pool for the completion of the event.

Miscellaneous Functions
For emergency exit call SPXAbortConnection to unilaterally end a connection. If you want status about existing connection, call SPXGetConnectionStatus. SPXInitialize returns information about SPX itself, including an indication of whether the protocol is installed.
SPX Packet Format
A SPX packet contains 30 bytes of IPX packet header, followed by 12 bytes of SPX specific header field. The IPX header filed is same as that for IPX except the packet type filed must be set to 5. The fields in the SPX portion of the header are the following:

Some of the bits within the 1 byte connection control filed are for your use and some for SPX. The byte is formatted like this:

S  A  !  E  XXXX

S(system Packet Flag (for SPX internal use)
A(Acknowledgement required bit (for SPX internal use)
!(Attention bit (available to user)
E(End-of-message bit (available to user)
The remaining four bits are undefined.

Datastream Type – 1 byte; the field can be set to a value from 0 to 253. It is used to identify the type of data contained in each packet. When workstation A tells SPX to terminate connection, it sends to workstation B a final message packet that contains a datastream type field of 254. On receiving this packet, the application running on workstation B knows that workstation A has ended the dialog. For packets that are used internally, this field is set to 255. These packets are not visible to the user.
Source Connection ID – 2 bytes; contains SPX assigned value of the connection ID that identifies the SPX session at the workstation.
Destination Connection ID – 2 bytes; contains connection ID at the destination.

Sequence Number – 2 byte; packet sequence number. Can be used to identify and discard duplicate packets.

Acknowledge Number – keeps track of the sequence number of the next packet SPX expects to receive for a particular connection ID.

Allocation Number – 2 byte; SPX uses this field to count the number of packets send but not acknowledged yet.

