3.  SOCKET LIBRARY OVERVIEW

3.1 Socket Functions

The Windows Sockets specification includes the following Berkeley-style socket routines:

	accept() *
	An incoming connection is acknowledged and associated with an immediately created socket.  The original socket is returned to the listening state.

	bind()
	Assign a local name to an unnamed socket.

	closesocket() *
	Remove a socket from the per-process object reference table.  Only blocks if SO_LINGER is set.

	connect() *
	Initiate a connection on the specified socket.

	getpeername()
	Retrieve the name of the peer connected to the specified socket.

	getsockname()
	Retrieve the current name for the specified socket

	getsockopt()
	Retrieve options associated with the specified socket.

	htonl()
	Convert a 32-bit quantity from host byte order to network byte order.

	htons()
	Convert a 16-bit quantity from host byte order to network byte order.

	inet_addr()
	Converts a character string representing a number in the Internet standard ".'' notation to an Internet address value.

	inet_ntoa()
	Converts an Internet address value to an ASCII string in ".'' notation i.e.  "a.b.c.d''.

	ioctlsocket()
	Provide control for sockets.

	listen()
	Listen for incoming connections on a specified socket.

	ntohl()
	Convert a 32-bit quantity from network byte order to host byte order.

	ntohs()
	Convert a 16-bit quantity from network byte order to host byte order.

	recv() *
	Receive data from a connected socket.

	recvfrom() *
	Receive data from either a connected or unconnected socket.

	select() *
	Perform synchronous I/O multiplexing.

	send() *
	Send data to a connected socket.

	sendto() *
	Send data to either a connected or unconnected socket.

	setsockopt()
	Store options associated with the specified socket.

	shutdown()
	Shut down part of a full-duplex connection.

	socket()
	Create an endpoint for communication and return a socket.


* = The routine can block if acting on a blocking socket.

3.1.1 Blocking/Non blocking & Data Volatility

One major issue in porting applications from a Berkeley sockets environment to a Windows environment involves "blocking"; that is, invoking a function which does not return until the associated operation is completed.  The problem arises when the operation may take an arbitrarily long time to complete: an obvious example is a recv() which may block until data has been received from the peer system.  The default behavior within the Berkeley sockets model is for a socket to operate in a blocking mode unless the programmer explicitly requests that operations be treated as non-blocking.  It is strongly recommended that programmers use the nonblocking (asynchronous) operations if at all possible, as they work significantly better within the nonpreemptive Windows environment.  Use blocking operations only if absolutely necessary, and carefully read and understand this section if you must use blocking operations.
Within a Windows Sockets implementation, a blocking operation which cannot be completed immediately is handled as follows.  The DLL initiates the operation, and then enters a loop in which it dispatches any Windows messages (yielding the processor to another thread if necessary) and then checks for the completion of the Windows Sockets function.  If the function has completed, or if WSACancelBlockingCall() has been invoked, the blocking function completes with an appropriate result.
 3.2 Database Functions

The Windows Sockets specification defines the following "database" routines.  As noted earlier, a Windows Sockets supplier may choose to implement these in a manner which does not depend on local database files.  The pointer returned by certain database routines such as gethostbyname() points to a structure which is allocated by the Windows Sockets library.  The data which is pointed to is volatile and is good only until the next Windows Sockets API call from that thread.  Additionally, the application must never attempt to modify this structure or to free any of its components.  Only one copy of this structure is allocated for a thread, and so the application should copy any information which it needs before issuing any other Windows Sockets API calls.
	gethostbyaddr() *
	Retrieve the name(s) and address corresponding to a network address.

	gethostbyname() *
	Retrieve the name(s) and address corresponding to a host name.

	gethostname()
	Retrieve the name of the local host.

	getprotobyname() *
	Retrieve the protocol name and number corresponding to a protocol name.

	getprotobynumber() *
	Retrieve the protocol name and number corresponding to a protocol number.

	getservbyname() *
	Retrieve the service name and port corresponding to a service name.

	getservbyport() *
	Retrieve the service name and port corresponding to a port.

	
	


3.3 Microsoft Windows-specific Extension Functions

The Windows Sockets specification provides a number of extensions to the standard set of Berkeley Sockets routines.  Principally, these extended APIs allow message-based, asynchronous access to network events.  While use of this extended API set is not mandatory for socket-based programming (with the exception of WSAStartup() and WSACleanup()), it is recommended for conformance with the Microsoft Windows programming paradigm.

	WSAAsyncGetHostByAddr()
	A set of functions which provide asynchronous

	WSAAsyncGetHostByName()
	versions of the standard Berkeley

	WSAAsyncGetProtoByName()
	getXbyY() functions.  For example, the

	WSAAsyncGetProtoByNumber()
	WSAAsyncGetHostByName() function provides an

	WSAAsyncGetServByName()
	asynchronous message based implementation of

	WSAAsyncGetServByPort()
	the standard Berkeley gethostbyname() function.

	WSAAsyncSelect()
	Perform asynchronous version of select()

	WSACancelAsyncRequest()
	Cancel an outstanding instance of a WSAAsyncGetXByY() function.

	WSACancelBlockingCall()
	Cancel an outstanding "blocking" API call

	WSACleanup()
	Sign off from the underlying Windows Sockets DLL.

	WSAGetLastError()
	Obtain details of last Windows Sockets API error

	WSAIsBlocking()
	Determine if the underlying Windows Sockets DLL is already blocking an existing call for this thread

	WSASetBlockingHook()
	"Hook" the blocking method used by the underlying Windows Sockets implementation

	WSASetLastError()
	Set the error to be returned by a subsequent WSAGetLastError()

	WSAStartup()
	Initialize the underlying Windows Sockets DLL.

	WSAUnhookBlockingHook()
	Restore the original blocking function


3.3.1 Asynchronous select() Mechanism

The WSAAsyncSelect() API allows an application to register an interest in one or many network events.  This API is provided to supersede the need to do polled network I/O.  Any situation in which select() or non-blocking I/O routines (such as send() and recv()) are either already used or are being considered is usually a candidate for the WSAAsyncSelect() API.  When declaring interest in such condition(s), you supply a window handle to be used for notification.  The corresponding window then receives message-based notification of the conditions in which you declared an interest.
WSAAsyncSelect() allows interest to be declared in the following conditions for a particular socket:


Socket readiness for reading


Socket readiness for writing


Out-of-band data ready for reading


Socket readiness for accepting incoming connection


Completion of non-blocking connect()

Connection closure

3.3.2 Asynchronous Support Routines

The asynchronous "database" functions allow applications to request information in an asynchronous manner.  Some network implementations and/or configurations perform network based operations to resolve such requests.  The WSAAsyncGetXByY() functions allow application developers to request services which would otherwise block the operation of the whole Windows environment if the standard Berkeley function were used.  The WSACancelAsyncRequest() function allows an application to cancel any outstanding asynchronous request.

3.3.4 Error Handling

For compatibility with thread-based environments, details of API errors are obtained through the WSAGetLastError() API.  Although the accepted "Berkeley-Style" mechanism for obtaining socket-based network errors is via "errno", this mechanism cannot guarantee the integrity of an error ID in a multi-threaded environment.  WSAGetLastError() allows you to retrieve an error code on a per thread basis.

WSAGetLastError() returns error codes which avoid conflict with standard Microsoft C error codes.  Certain error codes returned by certain Windows Sockets routines fall into the standard range of error codes as defined by Microsoft C.  If you are NOT using an application development environment which defines error codes consistent with Microsoft C, you are advised to use the Windows Sockets error codes prefixed by "WSA" to ensure accurate error code detection.

