Introduction to IPX
NetWare is a network operating system (NOS) that provides transparent remote file access and numerous other distributed network services, including printer sharing and support for various applications such as electronic mail transfer and database access. NetWare specifies the upper five layers of the OSI reference model and, as such, runs on any media-access protocol (Layer 2). Additionally, NetWare runs on virtually any kind of computer system, from PCs to mainframes. This chapter summarizes the principal communications protocols that support NetWare.

NetWare was developed by Novell, Inc., and was introduced in the early 1980s. It was derived from Xerox Network Systems (XNS), which was created by Xerox Corporation in the late 1970s, and is based on a client-server architecture. Clients (sometimes called workstations) request services, such as file and printer access, from servers.

NetWare’s client/server architecture supports remote access that is transparent to users through remote procedure calls. A remote procedure call begins when the local computer program running on the client sends a procedure call to the remote server. The server then executes the remote procedure call and returns the requested information to the local client.

Figure 1 illustrates the NetWare protocol suite, the media-access protocols on which NetWare runs, and the relationship between the NetWare protocols and the OSI reference model. 
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Figure 1: The NetWare Protocol Suite Maps to All OSI Layers
IPX history
Novell, Inc. developed a proprietary protocol suite for connecting clients to its Network Operating System, Netware. The suite is known as the IPX/SPX protocol suite. There was a time when there were far more IPX/SPX nodes than TCP/IP nodes. TCP/IP was relegated to UNIX systems, DoD and universities. Today however IPX’s popularity is decreasing.

Novell developed IPX/SPX based on work done at the Xerox Palo Alto Research Center (PARC). The core protocols are IPX (Internetwork Packet Exchange), SPX (Sequenced Packet Exchange), SAP (Service Advertising Protocol), RIP (Routing Information Protocol), NLSP (Novell Link Services Protocol) and NCP (NetWare Core Protocol).

Figure 1 shows the IPX/SPX protocol suite in its relationship to the OSI reference model. IPX’s LSL (Link Support Layer) allows IPX to function over variety of OSI layer 1 and 2 protocols. The core protocol at layer 3 and 4 is IPX. IPX is a connectionless protocol provides addressing and routing of packets. The suite’s routing protocols are RIP and NLSP. RIP is a distance vector routing protocol. NLSP is Novell’s Link state routing Protocol. SAP is Novell’s broadcast based service distribution method. NCP is the command set for clients and servers to communicate. SPX adds connection oriented services to IPX.
Internetwork Packet Exchange Overview

Internetwork Packet Exchange (IPX) is the original NetWare network layer (Layer 3) protocol used to route packets through an internetwork. IPX is a connectionless datagram-based network protocol and, as such, is similar to the Internet Protocol found in TCP/IP networks.

IPX uses the services of a dynamic distance vector routing protocol (Routing Information Protocol [RIP]) or a link-state routing protocol (NetWare Link-State Protocol [NLSP]). IPX RIP sends routing updates every 60 seconds. To make best-path routing decisions, IPX RIP uses a tick as the metric, which in principle is the delay expected when using a particular length. One tick is 1/18th of a second. In the case of two paths with an equal tick count, IPX RIP uses the hop count as a tie-breaker. (A hop is the passage of a packet through a router.) IPX’s RIP is not compatible with RIP implementations used in other networking environments.

As with other network addresses, Novell IPX network addresses must be unique. These addresses are represented in hexadecimal format and consist of two parts: a network number and a node number. The IPX network number, which is assigned by the network administrator, is 32 bits long. The node number, which usually is the Media Access Control (MAC) address for one of the system’s network interface cards (NICs), is 48 bits long.

IPX’s use of a MAC address for the node number enables the system to send nodes to predict what MAC address to use on a data link. (In contrast, because the host portion of an IP network address has no correlation to the MAC address, IP nodes must use the Address Resolution Protocol [ARP] to determine the destination MAC address.)

Service Advertisement Protocol

The Service Advertisement Protocol (SAP) is an IPX protocol through which network resources such as file servers and print servers advertise their addresses and the services that they provide. Advertisements are sent via SAP every 60 seconds. Services are identified by a hexadecimal number, which is called a SAP identifier (for example, 4 = file server, and 7 = print server).

A SAP operation begins when routers listen to SAPs and build a table of all known services along with their network address. Routers then send their SAP table every 60 seconds. Novell clients can send a query requesting a particular file, printer, or gateway service. The local router responds to the query with the network address of the requested service, and the client then can contact the service directly.

SAP is pervasive in current networks based on NetWare 3.11 and earlier, but it is utilized less frequently in NetWare 4.0 networks because workstations can locate services by consulting a NetWare Directory Services (NDS) Server. SAP, however, still is required in NetWare 4.0 networks for workstations when they boot up to locate an NDS server.


































