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Abstract

A concept of using e-mail and Usenet protocols for asynchronous control of smart appliances is presented. E-mail and Usenet protocols are used for encapsulating machine-readable and machine generated smart appliance control protocols. Examples of the simple intelligent appliance and laboratory equipment control protocol implementation are described. Open source software products are used for SMTP, NNTP and POP3 servers and clients’ implementation.

A readily available commercial robotic drive train and a motion controller were used to simulate an autonomous smart appliance and a laboratory device. The over e-mail and Usenet control protocol were shown to be an efficient way of controlling intelligent appliances and laboratory equipment in asynchronous mode.
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I. Introduction

A home automation era has started about 30 years ago with introduction of X10 protocol and X10 enabled devices [1]. It used a power line as a medium for transmitting the commands. Since then many other more sophisticated building automation protocols were developed. Successor of X10 – INSTEON [2] has improved a reliability of the power line communication and increased number of commands and available devices. The UPB protocol [3] uses different power line signaling schema then X10 and INSTEON. Comparing to X10, it improved reliability and data transfer rate and expanded a variety of control messages.

In parallel to the home automation solution works the more advanced, but more complicated and expensive solutions have being developed for an industrial building automation. The LonWorks [4] is a sophisticated, high-performance routing network technology, which uses the full 7 layer OSI model and works over variety of physical mediums: twisted pair, coax, fiber optics, power line, IR and RF. The BACNet [5] is another industrial building automation standard, which, in a sense, is interoperable with LonWorks.

The success of advanced control networks in business definitely inspired EIA to come up with a similar in many ways solution for the home automation - CEBus [6], however it was not widely adopted. However, the Intellon PowerPacket technology, which was intended to be a power line backbone of CEBus, is now adopted by the more promising high-speed information transport technology of the HomePlug [7] Alliance.

The wide acceptance of PC world of Wi-Fi (IEEE 802.11) [8] networking devices and “wireless wire” Bluetooth (IEEE 802.15.1) [9] devices have brought a more closer attention of home and industrial building automators to the RF medium. However, a managed or peer-to-peer architecture of WiFi and Bluetoth networks is less suitable for building a network of multiple interconnected devices then the mesh network paradigm of low power ZigBee and Z-Wave networks. Although the ZifBee and Z-Wave is relatively new player, a number of ZigBee and Z-Wave home automation control devices are already present on the market. Another even more widely used GSM/GPRS protocols  [10] allow to connect to network robots that may travel far from home base.

A. Problem formulation

The technologies highlighted above are doing their job well for networks of “dumb” home and industrial building devices. However we are on the brink of invasion by much more intelligent home, industrial and laboratory devices. Tomorrow's building automation solutions must efficiently control robotic appliances and devices. Most of the robotic appliances on the market (robot vacuums, lawn movers, window and pool cleaners) right now are completely autonomous, however, their integration in the home network is a question of a very little time.

These upcoming robotic appliances are autonomous and spend a lot of time in dormant state between executing their programs. When they wake up, they need to get new orders, previously saved somewhere, or to actively request these orders from the control system.

Intelligent appliances may accept complex or fuzzy formulated orders or programs. Control protocols must support large amount of  structured data or data encapsulated in voice or video streams. Also, such a complex communication may be bi-directional.

Such an intelligent appliances need special ways of controlling them, which are not very well supported in the current control systems. Recently a concept of Ubiquitous Robotic Space (URS) has appeared [11,34], where robots, sensors and control applications can seamlessly promote and share their capabilities.

There are number of efforts to develop control protocols suitable for intelligent appliances. LonWork uses publish-subscribe concept for communication between sensors and actuators [12], BACNet allows dynamic advertisement and configuration of devices' capabilities [13,14]. However, may of the problems the home and industrial building automation is facing right now were tackled and successfully solved by other branches of the 'big' IT. The use of widely adopted and proven by time protocols may greatly benefit the home automation community. Some of them like Web Services were already used as a mechanisms for implementing URS [15].

What we are trying to do in this paper is to show that most ubiquitous, simple and light-weight e-mail protocols in the public domain, which also results in open source solutions, can be used as building blocks to create an effective, but in the same time a very cost efficient intelligent appliance control system. 

B. Existing work


Application layer protocols

One of the specifics of the robot control we want to address is its asynchronous nature. Such a mode of operation requires some kind of messaging framework where master nodes publish messages and slave nodes subscribe for receiving them and the publishers and subscribers are not necessary to be on-line at the same time. In addition, such roles may be interchangeable. There are number of such messaging solutions, starting from ancient corporate level MQSeries and Tibco, more light-weight Talarian smart sockets and the recent IT community favorite JMS. 

However, there is a really ubiquitous, light-weight, reliable and lose coupled messaging system we use every day – e-mail. The SMTP[16], POP3[17] and IMAP[18] protocols are mature, client applications are fast and tiny, server applications are plentiful  in the open source domain, the reliability, security and authentication matter may be handled “for free” on your ISP side. The only thing your robot needs is an e-mail address and TCP/IP connection to either your local or your provider's SMTP/POP3 servers.

Network and Transport layer protocols

This choice is pretty simple – nowadays if you want your device to be accessible from everywhere or you want your device to utilize existing network services, you better implement TCP/IP stack. Legacy protocols like LonWorks and CEBus have TCP/IP gateways implemented, as well as gateways for higher level protocols like HTTP and XML. However, for a new control application, which wants to benefit from utilizing existing messaging solutions, a native support of TCP/IP networking is the must.

Physical and Link layer protocols

An autonomous operation of robotic appliances makes RF protocols an ideal choice for the link between a control systems and an appliance. The ZigBee or Z-Wave, designed for dynamically changing mesh of nodes are ideal for self-organizing networks. The Wi-Fi has an advantage of most widely adopted wireless protocol and usually the range covered by one access point is enough for supporting a managed network of a whole house. The Bluetooth protocol is a good candidate for connecting drone drive trains with  their remote brains [19]. “Long range” robotic appliances like lawn mover may ask for bigger coverage then mentioned standards. The GSM/GPRS protocols may be suitable ready solution for these types of robots.

Second choice for less “verbose”  intelligent appliances are still power line protocols. Appliances need to come back to the recharging base and there they may get new orders and programs. X10, INSTEON or UPB protocols aren't really expandable and slow, however HomePlug protocol, positioned as a broadband protocol looks very promising. The main obstacle for its wide adoption was the first voltage transformer on the path to the outer world, but all parts of control applications are kept in house, the power line medium is a possible choice.

II. Intelligent appliance control design


Subscriber/robot side

A robot schematic includes one of the 802.11, 802.15, Bluetooth, GPRS or HomePlug modules and  the robot's operating system has the TCP/IP stack implemented. The user space control application supports core client SMTP and POP3 commands. It may send a request e-mail to the control application for subscription for particular control services and events. Then, it periodically polls and receives e-mails from the server's control application to robot's e-mail addresses from a local or external ISP's POP3 servers. The e-mail message bodies contain machine readable Intelligent Appliance Task Language (IATL) commands. The robot parses IATL commands, executes them and sends back status e-mails to SMTP server.


Publisher/control side

A control application creates control e-mails and parses robot response or request e-mails with the IATL commands inside. It sends and receives e-mail through local or ISP's SMTP and POP3 (IMAP) servers as well as a client robot side application. The control application may run on any hardware unit with TCP/IP connectivity – PC, mobile phone, PDA, etc.

No large footprint and expensive software is necessary, only simple POP3/IMAP/SMTP client and IATL parser/generator will do the job.


Intelligent Appliance Task Language

Modern Robot control architectures use a task level control to help a robot to achieve high level tasks while allowing it to react to contingencies and opportunities [19]. A hierarchy of tasks may be represented by means of various languages. Starting with traditional programming language like solutions [20,21] up to the modern paradigm of self-describing data. The most widely adopted example of such markup languages is XML, which is used for the purpose of robot control in Microsoft Robotics Studio [22]. There exist efforts [23] to built a high level semantic layer for a URS, allowing to share vague and fuzzy defined information amongst heterogeneous URS participants. They borrow techniques from the semantic web languages as RDF, OWL and BRL [24,25,26].

In the current work we concentrate more on e-mail protocols as one of the mediums for the URS, so for simplicity we used a simplified language, representing tree structures of scalar or vector variables for communication between intelligent network nodes.

msg -> ID body

body -> BODY_SEP list MSG_SEP

list -> ID type_val

type_val -> TRIPLET_SEP type_val2

type_val2 -> STYPE s_value


| VTYPE v_value

v_value -> TRIPLET_SEP list

s_value -> TRIPLET_SEP  s_value2

s_value2 -> VALUE value_end

value_end -> ATTRIBUTE_SEP tplet

tplet -> ID type_val


| ATTRIBUTE_SEP elist

elist -> ATTRIBUTE_SEP elist


| ID type_val

where:

ID: [a-z, A-Z][a-z,A-Z,0-9]*

STYPE: str, bool, int, etc.

ATYPE: list

VALUE: [+,-]*[0-9]+[0-9]*, “[a-z,A-Z,0-9,etc]*”, “true”, “false”

TRIPLET_SEP: ;

ATTRIBUTE_SEP: ,

MSG_SEP: .


Broadcast messaging

There might be a situation when  the control application should distribute a command to multiple smart appliances, which want to subscribe for particular type of control events. For example, multiple smart lighting devices want to know when it is the time to turn lights on. 

The NNTP (Usenet protocol) [27] allows multiple users to subscribe and post to particular news groups. A group may be dedicated for particular (lighting) events, where whole IATL dialog between smart appliances and the control application takes place. Such a solution is rather appropriate for local NNTP servers. Creating a Usenet group for your personal devices in the public domain is unpractical and hardly possible.

The e-mail protocols dos not explicitly specify subscription services, however, SMTP servers usually allow to create a particular mailing list e-mail address, or set a forwards on an e-mail address. Such addresses may be dedicated for a group conversation of intelligent appliances and control applications. The mailing lists and forward services are common offerings of many ISPs.


Message size

Usually, ISP limits the maximal message size up to 10 Mbytes, which could affect commands or responses containing video information. If such a requirement exist to support long video streams, a fragmenting and chaining techniques may be used to send long streams over.


Security and Authentication measures

You probably do not want you robot vacuum to get a casino incantation e-mail and other spam. The battle between ISPs and spamers seams is never-ending, but there is a silver bullet there – white lists. If you accept messages only from the list of the welcomed correspondents you are safe from spam. 

More strict originating IP filtering may protect not only spam, but a sender address forgery, too. However IP filtering is more applicable for local e-mail servers where we limit acceptable message by those that come from well known internal IPs. 

Another issue is the sender address spoofing. The SMPT protocol does not gives you any guaranty that the sender address is not falsified. There exist some solutions which are on the path to be standards. They publish some information in sender's DNS record that allows a recipient to validate if the message indeed came from that domain. The sender Policy Network (SPF) [28] publishes list of IPs allowable to send messages originating from the domain. Another technology is Domain Key Identified Mail (DKIM) [29]. This and similar technologies use asymmetric digital signature on sender side. The receiving side can retrieve the sender's public key from DNS record and verify the sender domain identity. The user's identity in the domain being verified usually is checked by the web mail interface authentication mechanisms or by SMTP-Auth [30].

Yet another concern is the data being exchanged by smart appliances and control application via the public network. Such information may contain video or other sensitive information that is better to be encrypted. The similar encryption solution being used in anti-spoofing measures RSA, PGP may be also used for encryption of IATL messages.

III. Intelligent appliance control implementation

Roomba vacuum

The Roomba vacuum was used as a robot drive train. The RS232-Roo232 bridge [32] was used to control the drive train over serial interface [31] from the IBM Thinkpad notebook running Windows 98. The notebook was connected to a local area Wi-Fi managed network (LAN) via PC Card. The LAN was interfacing a wide area network (WAN) through the Linksys WRT54GL wireless router. A C program on the robot controlling notebook was communicating with the incoming POP3 and outgoing SMTP servers of Earthlink Inc ISP on the WAN. Separate Earthlink e-mail accounts were assigned to the Roomba robot and a control application. The control application (simple telnet) was ran on PowerBook notebook under MAC OSX 10.4.7 Tiger operation. The remote control notebook was connected to the same Wi-Fi LAN as the Roomba attached notebook.

Incoming messages to robot's account were parsed for existing IATL commands, which were executed. The recognized attribute values included TASK_UID of type Str, POSITION of type List, X,Y and Fi of type sint32. Upon the completion of the task the status message was returned to the controller's e-mail address. Fig.1 shows the control application dialog.

telnet smtp.earthlink.net 25

Trying xxx.xxx.xxx.xxx...

Connected to smtp.earthlink.net.

Escape character is '^]'.

220-pop-siberian.atl.sa.earthlink.net ESMTP Exim 3.36 #1 Thu, 22 Mar 2007 16:41:41 -0400

220-NO UCE.  EarthLink does not authorize the use of its computers or network

220 equipment to deliver, accept, transmit, or distribute unsolicited e-mail.

mail from: <controller>@earthlink.net

250 <<controller>@earthlink.net> is syntactically correct

rcpt to: <robot1>@earthlink.net

250 <<robot1>@earthlink.net> is syntactically correct

data

354 Enter message, ending with "." on a line by itself

From: Controller <controller@earthlink.net>

To: Robot 1 <robot1@earthlink.net>

Subject: Control message

IATL : TASK_UID;str;"36e7aa20-d663-11db-93e7-080020c9b2b2",POSITION;list;R_X;int;10,R_Y;int;-20,R_FI;sint32;180,,.

.

250 OK id=1HUU6u-0003fX-00

quit

221 pop-siberian.atl.sa.earthlink.net closing connection

Connection to smtp.earthlink.net closed by foreign host.

  telnet pop.earthlink.net pop3

Trying xxx.xxx.xxx.xxx...

Connected to pop.earthlink.net.

Escape character is '^]'.

+OK NGPopper vEL_0_1_24_P at earthlink.net ready <29156.1174596148@mp-resolute.atl.sa.earthlink.net>

user <robot1>@earthlink.net

+OK Pass required for <robot1>@earthlink.net

pass <password>

+OK <robot1> has 1 messages (1109 octets).

list

+OK

1 1109

.

retr 1

+OK 1097 octets

Status:  U

Return-Path: <<controller>@earthlink.net>

Received: from noehlo.host ([127.0.0.1])

        by mx-taint.atl.sa.earthlink.net (EarthLink SMTP Server) with SMTP id 1huu716L73Nl36L1; Thu, 22 Mar 2007 16:42:19 -0400 (EDT)

Received: from pop-siberian.atl.sa.earthlink.net ([xxx.xxx.xxx.xxx])

        by mx-taint.atl.sa.earthlink.net (EarthLink SMTP Server) with ESMTP id 1huu71lo3Nl36L0

        for <<robot1>@earthlink.net>; Thu, 22 Mar 2007 16:42:19 -0400 (EDT)

Received: from <host.name> ([xxx.xxx.xxx.xxx])

        by pop-siberian.atl.sa.earthlink.net with smtp (Exim 3.36 #1)

        id 1HUU6u-0003fX-00

        for <robot1>@earthlink.net; Thu, 22 Mar 2007 16:42:17 -0400

From: Controller <controller@earthlink.net>

To: Robot 1 <robot1@earthlink.net>

Subject: Control message

Message-Id: <E1HUU6u-0003fX-00@pop-siberian.atl.sa.earthlink.net>

Date: Thu, 22 Mar 2007 16:42:17 -0400

X-ELNK-Received-Info: spv=0;

X-ELNK-AV: 0

X-ELNK-Info: sbv=0; sbrc=.0; sbf=00; sbw=010;

IATL : TASK_UID;str;"36e7aa20-d663-11db-93e7-080020c9b2b2",POSITION;list;R_X;int;10,R_Y;int;-20,R_FI;sint32;180,,.

.

quit

+OK

Connection to pop.earthlink.net closed by foreign host.

Fig.1

Newport MM3000 motion controller

A motion controller MM3000 was operated by PC via RS232 serial interface. A similar to Roomba control approach was used to remotely operate a lab equipment. Two separate e-mail accounts were used for the lab PC and the control application. The IATL messages were exchanged between these e-mail addresses. The client application on lab PC was parsing incoming IATL messages and executed ordered tasks via serial communication to the motion controller.

IV. Conclusions

Nowadays everybody has an e-mail address. But e-mail is not only a way of person to-person communication. It's also a global asynchronous messaging framework, which can be used as a medium for an inter-smart appliance communication. Commercial ISPs do a fair job for maintaining the reliability, responsiveness and security of the e-mail infrastructure. Originally, core e-mail protocols didn't support any mechanisms for providing authentication, protection and encryption. However, extensions being developed to overcome inherent drawbacks of core e-mail protocols and proprietary solutions of commercial companies make the e-mail media acceptable for non real-time communication between non-critical intelligent appliances.

Advantages of this approach is a reuse of existing networking infrastructure and a seamless access to the intelligent appliances from anywhere on the WAN working as one of the mediums for the Ubiquitous intelligent appliance space.

V. Future work

Microcontrollers will be used for controlling the robot drive train to make the robot control module more compact. Other (Bluetooth, 802.15 or GPRS) wireless modules will be used for the LAN connectivity. An authentication, filtering and encryption will be added to provide a secure channel to control intelligent appliances over the public domain. Languages with more semantic capacity will be used for communication between advanced intelligent devices. Multiple different smart devices will negotiate priorities and subscribe for various control profiles.
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