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Abstract- Design Diversity has long been used to VLSI circuit masks, etc.) to satisfy a given reguaient.
protect redundant systems against common mode The basic idea is that, with different implemeruas,
failures. The general notion of diversity relies on common failure modes will produce different error
independent generation of “different”  effects. For example, chances of identical desigore
implementations. In most systems, ensuring may be minimized if two groups of designers aresddb
correctness is an important issue. In this proje¢twe  independently design a hardware block or a software
study the design of a communication network module. A dip in a power supply may have different
composed of secure and insecure channels and a effects on two different hardware implementatiofshe
central node that is responsible for interconnectig all  same logic function.
branches belong to the network. We propose a design  In this project, we study the design methodology of
methodology that leads to correct design of this private communication network. In this network, the
private communication network. This is accomplished users are connecting to each other using a commode, n
by using the well-known technique of design divergi  let's say a rooter in the between. Since each uses this
for building fault tolerant systems. Design Divergy node to communicate with another user, there mest b
takes two phases. First phase is called design phagn  some rules for good communication. The users send
which using different techniques for toleranting requests to the middle node asking for connectmn t
system design faults are explored. Second phase is another specific user. When the first user asksttier
called the comparison phase in which the outputs ar  establishment of a connection with a second uses, t
compared and error is computed. Then the best desig middle node checks the availability of the secoseruln
or selection of secondary design takes place. case it is not available the middle node decidesgait for
Especially, we will try to investigate different apect a given time. When the availability status of tleeand
of design diversity technique and then we will tryto  user changes in this given waiting time then nep st
find out a suitable result to our application problem. It  comes. Otherwise the middle node gives a time pdt a
is shown for that most of the cases the technical rejects the request. If the second user is availablen
challenge is to find out the difference of discrepaies middle node checks if the request owner is belanthé
for the output then using different techniques or eme  defined group on the network. This rule is simpby t
modification on these techniques to find out the avoid requests coming from a predefined group of
appropriate solution. In the first stage we are loking members of that private network. For instance, some
at different techniques for design diversity. In te  members of the network may not have access fortypat
second stage we are applying these techniques t@th of communication or their connectivity may be reséd
chosen application and finding out an appropriate for some reasons. The middle node has the lishedet
solution. “banned” users or similarly has the list of usdrattare
“not banned”. In practice, the middle node chedkbe
address of the request holder is present in theflissers

. INTRODUCTION that are not banned. If the name is not presetitignlist,
Design diversity has been proposed in the past to protecthe middle node simply rejects the request. Ifrigcpest
redundant systems against common-mode failureswner has the necessary right for the connectien this
[Avizienis 84][Lala 94] and has been used in bothasked what kind of connection it requires. The tgpe
hardware and software systems [Riter95][Avizienf§. 7 connection may be secure or insecure. This is lsecau
While most redundant sytems are designed using thtaere may be some secure channels in this private
single fault assumption, in real life there mayrbere  network so that some key-holders can connect et o
than one sources of multiple and common mode errorsver this secure channel. In case the requestrisrio
which produce faults. Design diversity was desctibe a insecure channel then the request is accepted land t
technique to avoid or tolerate common mode failures connection is established. For the secure conmectio
redundant systems. In [Avizienis 84]esign diversity = obviously secret keys should be used. However the
was defined as the independent generation of twoave  required secret keys should be distributed to the
software or hardware elements (e.g., program medulerespective users beforehand. Key distribution is au



goal of this project and we simply assume that tary Assuring the correctness of a network configurati®n
already distributed beforehand in some way. What outherefore an important problem.
system does is to check the validity of the key avadke a
decision upon to establish the connection or tecteit
according to the validity of the key.

The system we defined here is a typical examptaef

B. Design Methodology

According to Yang, Liu and Gouda [1] the diverse

C . . ... design methodology has two main phases: a desagesp
re?" communication netv_vorks used in to_days “fe'fand a comparison phase. In the design phase, the sa
Wireless private connections belong to this kind o . e ST
systems. Because in private wireless connecti tis requirement specification of the same problem Vemito
L N i i | ign

a main base that connects users to each other bethg multiple teams who proceed independently to desig

. . different versions of the same network. In the carigon
252?2 acr:g dlgig(r:r?r?e(g:‘?ﬂir;e\lji.re?:sdslo:e?\jvi%kge “t:onﬂl_ ghtphase, the resulting multiple versions are compaitu
9 np ' each other to find out the discrepancies betweemth
network one radio holder can connect to other helde h h di s further i X d
over the main base and also can send encryptedgesss Then cach dlscr_epapcy Is further investigated and a
using particular crvotoaraphic algorithms. More correction is applied if necessary. The challermgé¢his
9p yptographic aig S 0 diverse design methodology is how to discover aé# t
examples are not only restricted to radio netwo8«h

X o L discrepancies between them. They develop three
!<|nd of appllc_atlons that have these same chariaoar algorithms for solving this problem: a construction
is really high in number.

algorithm for constructing an equivalent orderedisien
diagram for a sequence of rules, a shaping algoritr
A. Why the correctness of this system is important? transforming two ordered decision diagrams to beise

Before going into details of the technique of desig isomorphic without changing their semantics, and a
diversity, we want to emphasize the necessity focomparison algorithm for detecting all the discrepas
correctness of private networks. These kind of gigv between two semi-isomorphic decision diagrams.
networks are safety-critical systems since theyagel in Coming to the first phase of the problem, whiclhis
many businesses organizations and systems. Anyiarro design phase, we can say that different teams will
this application may cause the break down of thepproach to the problem in different ways. Becdbs&
connection leading to many losses. Another unwantedxperience, strentgh and background can not be gzne
result can the leak of secret information. In d@ddithis  design methods they proposed will be different.
system must be resistant to attacks from outsidédwo  Design diversity has been proposed in the fault
and provide security inside. Not only attacks blgoa tolerance literature to increase the reliability thie
some interference in the wireless network makes theystem. Design diveristy is defined as the indepehd
reliability of such systems important. That's wimyour  generation of two or more different hardware ofwafe
case the middle node (or base station) asks ti¢itglef  elements to satisfy a given requirement [Avizied]s8
the request owner and checks its relation with th&'he main objective of design diversity is to protec
network. The design of such network becomes muchedundant system from common-mode failures, whieh a
more important when the network size increases ofailures that affect more than one module at thmesa
secure communication becomes crucial. time [Lala94]. Design diversity also has been agplio

In this example of network all incoming and outgpin software systems. N version programming is one gkam
packets between the users are passing through dive m of diversity in software. Design diversity in N g&n
node. In other words the main node holds the buoden programming targets software design faults. In Nioa
the communication problem and should be fast foprogramming, different designers develop indepenhden
obvious reasons. After checking the values of estpiit  versions of the programs to avoid common desigorgrr
should accept the true requests while rejectingatomg By carefully chosing the teams that are assignesblee
ones. But the question is how to satisfy such ctmess? the same problem we can provide that ne coincident
The answer is, we must be so careful while defirttrey  errors appear in all versions. In the comparisoasph
configuration of the network. However the configisa  the resulting designs are compared and the distcegsa
of the network is defined using mathematical teemd  are found. The difficult step in this problem iswhto
relations. How can we obtain a correct behaviomfro discover all the discrepancies between the thesrate
these mathematical rules in real world applicatfons diagrams that define the system. According to Yaugj,
Moreover the mathematical rules and relations thaand Gouda [1], the solution for comparing two givsen
define the configuration are not unique. One sofutio  of rules or diagrams consists of the following theteps:
this design problem may be trial and error method(1) If either of the networks is designed by a stme of
However this solution is not useful since it doest n rules, we construct an equivalent ordered network
assure the correctness of the design. Becauseeof tbrdered network decision diagram from the sequefce
reasons stated above the cost of such trial anar errrules by the construction algorithm shown in the
method may be high in terms of both money and #gcur following sections. If either of the two network is
designed by a non-ordered network decision diagveen,



at first generate an equivalent sequence of rutes the  1-) N-Version Programming

diagram, and then construct an equivalent ordered In this method, program versions are developed by N
network decision diagram from the sequence of ruledifferent programmers of different skills and olbjee is
After this step, we get two ordered network decisio that N different programs fail independently. Thése
diagrams. (2) If the two ordered network decisionone voter which decides the program to be used for
diagrams are not semi-isomorphic, we transform them testing. This method uses voting on results pradisge
two semi-isomorphic network decision diagrams witho N program versions which are developed by
changing their semantics by the shaping algorithm different teams of programmers. The assumption
explained in the next sections. After this step,geetwo  here is that the programs fail independently.
semi-isomorphic network decision diagrams. (3) thké
discrepancies between the two semi-isomorphic nm&two

decision diagrams can be discovered by the congaris E?f{fm 5;‘:3:‘"‘1
algorithm.

In conclusion, in this project we do the following: ‘Fr’]g’ugt’jm C:;?;irg Voting —— Z’iﬂ'&’.”’
We make a taxonomy of the design diversity. Uses @ (S s | clement
design diversity techniques and multiple technigqaes  —
investigated. progam CZ??.Q?";

We propose the desing diversity to ensure the —_
correctness of a private network. :
We search for the discrepancies between two give
network definitions. The solution is found by usithg so Program
called algorithms: the construction algorithm, the version 4

shaping algorithm, and the comparison algorithmthie
end we are able to find a discrepancy so that ttrese

' . e Fig.1: Block diagram for N-Version programming
algorithms are working efficiently.

2-)Recovery Blocks
[l. TAXONOMY OF DESIGN DIVERSITY Instead of using N different program versions here

Design diversity is a fundamental approach to thePnly one version which is called Pri_mary versionsed.
tolerance of design faults. It is applicable toaiéments |t @ssumes that acceptance test will detect thererin
of an information system: hardware, software, and’@S€ €rror occurs then secondary programs are sesed
communication links, man/machine interfaces, desigrinat System should retain its fault tolerant proper
tools, etc. Design diversity is implemented by perfing
a function in two, three, or more independentlyigiesd

. _ Program Primary
elements (channels) and then executing a decision ., ~ Vodule [
algorithm (a comparison or a majority vote) on the —
results. Frequently the comparison or vote hase€o b Program
inexact because different algorithms are used by the [P0 Sl\:gzﬂf::y — Ntot | | Acceptance | ™"
diverse elements. A well protected implementatibthe  — H Switch tests
decision algorithms is the key requirement for sastul ——
application of design diversity. Since design dsitgris a Pogan ____S€condary} | EENN
relatively costly technique, only the mission-ai parts L | Module 2 |
should employ it in large and complex systems Hrat .
subject to hardware and software design faultsnipes ’
of softwa_re diversity techniques are N-version progan Secondary
programming and recovery blocks. mps | Module N
Software redundancy techniques can be divided into T—
two major classes: (1) with diversity (2) withouvetsity.
Diversity technique’s aim is to tolerate designltsauand Fig.2: Block Diagram of Recovery Blocks.
data or design diversity. Design diversity is uded
tolerate design faults in hardware and softwareré&lare
methods for tolerating software design faults: 3-) Back to Back Testing
«  N-version Programming Back-to-back testing is a complementary method-to N
«  Recovery Blocks version programming. This method is used to test th
«  Back to back testing resulting N versions before deploying them in datal

The basic idea is as follows. At first, create aesaf test



cases. Then for each test case, do the followimgeth where I(e)z (F(e.s)), e.s is the source e and e.t is the
steps: (1) Execute the Nprograms in parallel. (8)s&  target of e. The set of all the outgoing edgesdde v is
compare the N results. (3) Investigate each disetep denoted by E(v), which has the following two pradjees:
discovered, and apply corrections if necessary. (1) oonsistency: The integer sets labelled on any two
edges e and e’ in E(v) are disjoint: I@)I(e’) = . (2)
Completeness: The union of the integer sets of all the
1. DESIGN METHODS edges in E(v) is the domain of F(V)eddy [(€) =A(F(V)).

In this project, we consider three methods whiah ar
explained in the section below. Before that we want (Mew request) 0
point out that the requests contains informationthe
address (e.g. IP address) of the request owner, the
requested user, the type of connection (i.e. with o
without encryption) and the secret key in case rgecu
communication is chosen. The networks simply evakia
this information and makes a decision accordingh®

[x.¥]

(Semire

given set of rules. As stated above, there aresthrain commmnication)
design methods: (1) Rule Based Design, (2) Recovery ey
Blocks, (3) Back to Back Testing. matching)

[Eey rot matching)
A. Rule Based Network Design

By this method, a network is defined by a set ¢ésu
Each rule is a pair presented as predicatalecision.
The predicate of a rule is a Boolean expressiothef
form (RE€ S)N(RE SN ... (RE ) where $¢
ARIf H)S=A (R ecz.ilper nacew, (R € §) by (R € all), Fig3: Diagram based method
or remove the conjunct (E A(F)). Here is an example
of a network rule: (N {Request}))nN (S€ all)N (D € .
(1) N (C € (1) N (K € (1)). Here S stands for the source A dec_|5|on path (v1_ el v2 e2 ...vk ek vk+1) of an
address range, D for the destination user, C fertype NDD defines the following network rule: (F(vE) I(e1))
of the communication request (i.e. secure or ingecu N (Fv2)€1(e2)N ...N (F(vK) € I(ek)) — F(vk+1). For
communication). K stands for key information andoN an _NDD f, we use Sf tq _represent the set of allrtries
an old or new request. To be more precise, thelrete defln_ed by all the decision paths of f Becausethef
says that if “the request is a new request’ andirs® consistency and c_ompleteness properties of_an_ F@D,
address range belongs to the network” and ‘degbimat any packet, there is one and only one matchmgmgﬁ_h‘
user is idle or busy” and “the communication reques For any packet_ p, an FDD f maps it to_the denisib
secure” and “secret key provided by the requesteovs the unique rule in Sf that p matches. Given an ADD

correct” then the connection is established byrtstevork ~ 21Y Seduence consists of all the rules in S isvaignt
provider. to f. The reason that the order of the rules do¢smatter

is that there are no overlapping rules in Sf.

B. Diagram Based Network Design c. quwchart Bas_,ed Meth_od_ .
Defining networks by decision diagrams is proposed This me_thod IS very s_|m|lar to the method of making
by Gouda and Liu[3]. Here we use the idea of Nekwor flowchart in basic dg_5|gn. The flowchart shows the
Decision Diagrams (NDD) over requestsF,...Fs. A statements and conditions that are followed duth_mg
NDD (Network Decision Diagram) is a rooted, directe decision SteF?S: Actually, the rules are hidden _he .t
and acyclic graph. An NDD has exactly one node tha_FOWChart decisions. When a request comes, thesideci

has no incoming edges and it is called the rocthef s made according to the results of each block. By
NDD. following the path according to the results of the

conditions inside each block a decision is made.

The nodes that have no outgoing edges are called
terminal nodes, and the other nodes are -called
nonterminal nodes. Each node v is labelled with),F(v
where we have F(W§ {F1,F2,...Fd} if vis a nonterminal
node, and F(vE {a,d} if v is a terminal node. A path
from the root to a terminal node is called a decigath.

No two nodes on a decision path have the same. label
Each edge e is labelled with a nonempty integet(st



new edge points to the root of the partial NDD bindm
(F2€ S2) N (F3€ S3) N...N (Fd € Sd) — decision.

Construetion Algorithm| f )

Tnput A frewall £ of @ sequence of rules ry, 1, .1,
Output; An FDD [ such that f and f' e equivalens
L Bl  decision path with roci v from e y;

2fori:=2ton do Append v, )

Append v, (F & 8) A (Fiay € 8iu) A+ {Fy € 84 = decison )

It (1) Root v of o pawnial FDD. Node v 15 abelled F, and it has  cuigoing edges: .65,
(2) Re (F; & Si) A (Fiag & Siag) oo A (Fy & 8y) = declsion

Output The partal FDD with the bave rule added

LI (- He) Ulleg U= Ul{g) ) #0) thn

(a) Add an outgoing edge g, itk label ;= (ley)Ul{eg) U+ Ulgg) To 1

(b Build a decision paih from vl (Fiuy & Siag) e M By € 8g) = decision,
i / |

Fig4: Flowchart based method.

et .y poini o is yoot;
As we see, a configuration of a network can beneefi

e

in many different ways using different methods anlés, 11 iR 0

although they all try to implement the same design for j=1tok do

problem. :
i Tles) C 5 then Append( €4, (Fiey & Sica) Ao By € 89 = devicion .
il Tlen g 20 the

IV. CONSTRUCTION METHODS ME 1505 e
In this section, we discuss how to construct an (i g =Tlg;) -5
equivalent FDD from a sequence of rules, €2,....rn>, - i
where each rule is of the form@1 € S1) N (F2 € S2) (b) Add one uagaing edge e fo v, and label it with [y N5;

N ... N (Fd € Sd) — decision. In other words, all thd
packet fields appear in the predicate of each rues
they appear in the same order. We at first contstauc (d) Appendi e, (Fiq € S Ao\ [Fr £ §3) = decision
partial FDD from the first rule. A partial FDD is a

diagram that has all the properties of an FDD eixtiep

(c) Repliate the graph oated at 5.t and let € poits o the eplicated grapl

completeness property. The partial FDD construfrd Second, we compar81 and I(ej) for eachj in the
a single rule contains only the decision path tefines  following three cases:
the rule. Suppose from the first rules we have 1) S1 N I(ej) = @ In this case, we skip edggbecause

constructed a partial FDD, whose roowigv is labelled any packet whose value of fiekl is in setl(ej) doesn't
F1, andv hask outgoing edgeszi,e2, ..., ek). Letri+1 be  matchri+1.
(Fr€S1) N (F2€ S2) N ...N (Fd N € Sd) — decision. 2) S1 N I(ej) = I(ej): In this case, for a packet whose
Next we consider how to add ruie1 to the partial NDD.  value of fieldFo is in setl(ej), it may match one of the
first i rules, and it also may match ruie1. So we add
At first, we examine whether we need to add anothe(F2 € S2) N (F3 € S3) N...N (Fd € Sd) — decision to
outgoing edge te. If S1- (I(e1) U l(e2) U ... U l(ek))# the subgraph rooted et in a similar fashion.
@, we need to add a new outgoing edge with |&el- 3) S1 N I(ej) # I(ej) andS1 N I(ej) # D: In this case,
(I(e1) U I(e2)U...U I(ek)) to v because any packet whose we split edgee into two edgese’ with label I(g)) -- S1
F1 field satisfiesS1-- (I(e1) U I(e2)U... Ul(ek)) doesn't ande” with labell(ej) N S1. Then we make two copies of
match any of the firgtrules, but matchi+1 if the packet the subgraph rooted aft, and lete’ ande” point to one
satisfies(F2 € S2) N (F3 € S3) N...N (Fd € Sd). This  copy each. Thus we can deal wihby the first case, and
e” by the second case.



of their corresponding edges match. In other wood$y
the labels of their terminal nodes may not match.
Formally:

Definition 5.2 (Semi-isomorphic FDDs): Two
FDDsf andf are semi-isomorphic iff there exists a one-
to-one functiono from the nodes dfonto the nodes df,
such that the following two conditions hold:

1) For any nodev in f, either bothv and o(v) are
nonterminal nodes with the same label, or botndo
(v) are terminal nodes;

2) For each edgein f, suppose is from nodevi and
nodevz, there is an edge from (v1) to o (v2) in f', and
the two edges have the same label.

There are six types of transformations that can be
applied to an NDD without changing its semantice W
call them NDD Equivalence Transformations.

1) Node Deletion: If a nodev has only one outgoing
edgee whose label is the domain B{v), then we can
removev and let all its incoming edges point to the
target ofe.

2) Node Insertion: If along all the decision paths
containing nodev, there are no nodes that are labeled
with F, F € {F1, F2,... Fd}, then we can insert a node
with labelF abovev as follows: let all incoming edges of
Vv point tov’, create one edge fromto v, and the edge is
labeled the domain &f.

3) Edge Merging: If two outgoing edges1 ande2 of
a nodev point to two isomorphic subgraphs, then we can
merge these two edges into one edge as followstet=
V. SHAPING ALGORITHM along with the subgraph it points to, then chanue t
label ofe1 tol(e1) U I(e2).

4) Edge Splitting: For an edge from vi tovz, if I(e)
= S1 U S2, whereS1 andS2 are not empty, then we can
split e into two edges as follows: replaeeby two edges
from v1 to v2, one is labele®1 and the other is labeled

Fig5: Figure 3 after applying construction
algorithm.

In this section we discuss how to transform two
ordered, but not semi-isomorphic NDi2sandfb to two
semi-isomorphic NDDsfa and fo' such thatfa is
equivalent tda, andfb is equivalent tdb'.

Definition 5.1 (Ordered NDDs): Let < be the total
order over packet fieldsz, F2, ..., Fd whereF1< F2 < ...
<Fdholds. An NDD is ordered iff for each decision path
(vie1lv2e2..vkekVk+l), we have-(vi) < F(v2) < ... <
F(vk). We also defind=i < accept andFi < discard for 1
<i<d.

By this definition, the NDDs constructed by the
construction algorithm are ordered NDDs. For exanpl
the NDD in figure 5 is an ordered NDD assumkigs N
(New request)F2 is S (Source IP)F3 is D (Destination
IP), Fa is C (request for secure communication), drd
is K (Secret Key). Therefore, if a given network is
designed by a non-ordered FODwe can construct an
equivalent ordered FDID from a sequence consisting o
all the rules inSf, where St is the set of all the rules
defined by the decision paths ©f Since the sequence
consisting of all the rules iBf is equivalent to bothand
f, f and f are equivalent. Henceforth we can use
instead off, to compare with other networks.

Informally, two NDDs are semi-isomorphic if their
structures are isomorphic, the labels of their
corresponding nonterminal nodes match, and thdslabe

5) Subgraphs Pruning: Given two nodasandvz, if
F(v1) = F(v2) and the two subgraphs rootedvatandv2
are isomorphic, then we can remove along with the
subgraph rooted at2, and let all incoming edges v
point tov1.

6) Subgraphs Replication: If a nodehasm (m 2 2)
incoming edges, we can replicate copies of the
subgraph rooted at, and let each incoming edge of
point to a copy.

Operations2, 4 and 6 are used to make two ordered
NDDs semi-isomorphic in this project, while the et
§are mainly used to reduce an NDD.

A. Node Shaping

Defnition 5.3 (Shapeable Nodes): Let fa andfb be
two ordered FDDsya be a node ofaandvb be a node of
fo. Nodesva andvb are shapeable iff one of the following
two conditions holds:

1) Bothva andvb have no parents;



2) Bothva andvb have parents, the two parents havewhere(m 2 1) and for each, 1 <i £ m--1, we haveai £
the same label and the incoming edgevefand the bi < ai+1. We split edgee into m edgesei,ez, ..., em,

incoming edge ofb have the same label. where eactei is labelled with intervalai, bi]. The result
For example, the two nodes with lalbal in figure 6  of this edge preprocessing is that each edgelabédled
are shapeable. with one single interval.

2) Node Processing: For each node that has more
than one incoming edge, we replicate the

subgraph rooted atinto multiple copies, and let each
incoming edge o¥ point to one copy.

The result of node preprocessing is that each hade
at most one incoming edge. The algorithm for making
two shapeable nodes semi-isomorphic basically stsi
of two steps:

1) Step I: This step is skippedvk andvb have the
same label, or botha andvb are terminal nodes.

Fig6:Two shapeable nodes before applying the node  Otherwise, without loss of generality, let's assume
shaping algorithm. F(va) < F(vb). Consider the following two cases based
on the fact thava andvb are shapeable: (1) Noda and
vb have no parents.

Definition 5.4 (Semi-isomorphic Nodes): Letfaand Sincefb is an ordered NDD aneb is its root, info for
fo be two ordered NDDsja be a node dfa any nodev other tharvb, we have
andvb be a node ofs. vaandvb are semi-isomorphic F(vb) < F(v) and thereforé(va) < F(v). So along all
iff both of the following two conditions hold: the decision paths containing, no nodes are labelled
1) va andvb are either both nonterminal nodes with F(va). (2) The two parent nodes wh and vb have the
the same label, or both terminal nodes; same label. We uge.to denote the parent oh andpw
2) there exists a one-to-one functian from the to denote the parent bh. Becausé(va) < F(vb), F(pva)
children ofvato the children ofib such that for < F(va), andF(pw) = F(pve), we haveF(pw) < F(va) <
each childv of va, v ando (v) are shapable. F(vb). So along all the decision paths containing node

For example, the two nodes with lalfal in figure 7 Vb, no nodes are labeleé(va). In both cases, we can
are semi-isomorphic.To make two shapable nodes-seminsert a node abowe with label F(va). In other words,
isomorphic, we at first need to make each FDD simpl ~ create a nodey with label F(va), create one edge from

vb' to vb, and the edge is labelled with the domain of
s isomorphic nodes F(va). Now the root offo becomesvy, andva have the
same label witlvp.
2) Step Il: Now we can assume tlvatandvb have the
same label. In this step, we use edge splitting and
subgraph replication transformations to build a-tme
[51.100] one correspondence from the children \af to the
children of vb such that each child ofa and its
() ) @ () O corresponding node are shapeable. Supda@a) =

AF(vb) = [a, b]. We know each outgoing edgewafor vb
is labeled with a single interval. Suppagehask (k=1)
) S " hapeable nodes outgoing edgeges, e2, ...ek} wherel(ei) = [ai, bi], a1 = a,
ai+1 = bi+1, bk = b for 1 <i £ k —1; andvb hasm (m
21) outgoing edgeger, ey,... e}, where I(ei’) = [ar,
bi],ar =a,a+r=b.+,, bw=Dbfor1<i <m-1.
Comparing edgee1, whose label ida, bi], and ez,

Fig7: Two semi isomorphic nodes after applying whose label iga, b1], we have the following two cases:

node shaping algorithm. (1) b1 = b1 In this case(e1) = I(ev), therefore node

el.t and nodeel.t are shapeable. Then we can continue
—_ . . . to comparee2 and e2 since bothl(e2) andI(e2) begin

Definition 5.5 (Simple FDDs): An FDD is a simple \ish 11 41 (2) b1 # b1 without loss of generality, we
FDD iff eac_h node has_ at most one incoming edge an\gssumml < br. In this case, we splér’ into two edges,
each edge is labelled with a single interval. e with label[a, b1] ande’ with label[b1 + 1; b1]. Then

A non-simple FDD can be transformed to a 5|mplewe make two copies of the subgraph rooteehat and let

FDD by the foIIowing tVYO steps: ¢ e ande’ point to one copy each. Thi(g1) = I(e) and the
1) Edge Processing: Let € be an edge from node two nodes,elt and e.t are shapeable. Then we can
to nodev'. Let I(e) = [a1,b1] U [a2,b2]U...U[am,bm],

131,50]

shapeable nodes =
shapeable nodes



continue to compare edge and edge’ since both(e2)
andl(e’) begin withb1 + 1.

The above process continues until we reach the last
outgoing edge oWa and the last outgoing edge wb.
Note that each time when we compare an outgoing edg
of va and an outgoing edge afb, the two intervals
labelled on the two edges begins with the sameevalu
Therefore the last two edges that we compare mast h
the same label because they both ends twitln other
words, this edge splitting and subgraph replication
process will terminate. When it terminates, and vb
become semiisomorphic.

In the following detailed algorithm for making two
shapable nodes semi-isomorphic, we L(s¢ < I(e’) to
represent that all the integers life) is less than each
integer inl(e’).

Figure 8 shows the result after we apply this Node

and henceforth the new node s called vy,
if Fluy) < Ffu,) then insert a new node with label F{uy) abave v,
and henceforth the new node is called v,;
Li=lj=1
while ([ i<m)or(j<n))dof
[*Diiring this loap, the o tntervals Ie,;) and I{ey ;) abways begin with the same imeger/
let Iz, ;) = [4,B] and I{ey;) = [4,C], where A B, C ave thiee imegens;
if B=( then{
i=i+Lj=j+1}
else if B < C then|
() Create an ourgoing edge e of v, I{e) =4, B),
(b) Replicate the graph rooted at ,.5.t and let e point to the replicated graph,

(e) Ileyz) = [B+1,C],

Shaping algorithm to the shapeable nodes in figure

NodeShaping| v, v

Input : Tivo jhapn!rh' nodes: v, of an ardered simple FDD f, and vy of an ovdered simple FDD f,

Let E{ug) be {eay,€02,-
Let E(tg) be &,

Eam | where T{eg) < Ieg) < < Llegm)

&) Where I{eyy) < Lep) < -+ < I(e)

Qutput: (1) v, and v become semi-isamomhic
(2) A set of pairs where each cons

ane i5 @ child of v, and the other is child of 1,

st5 of o shapable nodes:

1. if v, and vy are terminal nodes then return( 0 )

if () < F(u;) then msert a new node with label F(vy) above v,

dyi=i+L}
else {/t5 = (%
(a) Create an omgoing edge e of vy, I(e) =[4,C];
{b) Replicate the graph rooted at ¢, ;:t and let ¢ poin to the replicated graph;
() I(eqq):=[C +1,B};
(dj=j+L}
}
3. [*Now v, and v, become semi-isomorphic.*/

let E{va) = {ea1 €0z, £} Whete Tiear) < I{egg) <o < Ieap) and k2 1;

let E(v;) = {ey1,€50, Ep} Where I{eyq) < T{egq) <o < Ileyy) and k2 1;

§=0
for i =1 to k do add 2 pair of shapable nodes | Eaisdy il ) 10 5,

return( S ),

B. FDD Shaping

To make two ordered NDDga and fb semi-
isomorphic, at first we maké and fb simple, then we
makefa and fb semi-isomorphic as follows. Suppose we
have a queu®, which is initially empty. At first we put
the pair of shapable nodes consisting of the rbtt and
the root offb into Q. As long asQ is not empty, we
remove the head of), feed it to the aboveNode
Shaping algorithm, then put all the pairs of shapable
nodes returned by the algorithm ir@o Note that all the
nodes in the shapable pairs returned by Nle
Shaping algorithm consist of all the children of the two
nodes we give to the algorithm as input. When the
algorithm finishes, the one-to-one correspondencm f
the nodes ofato the nodes d is built. The detail of the
shaping algorithm is as follows:

Let the NDD in figure 9 béa, and letfb be the NDD
that is as same afa except the labels of the black
terminal nodes. Herla andfb are the two resulting FDDs



after we apply the above shaping algorithm to the t NDDs, the two design teams can investigate them to
FDDs, one in figure 3 and one in figure 6. Notetthha resolve the discrepancies.

andfb are semi-isomorphic. Let fa be the NDD in Figure 8, and I&i be the NDD
that is as same afa except the labels of the black
terminal nodes. Her& is equivalent to the network in
figure 3 designed by Team A, affidis equivalent to the
network designed by team B as given in the ruleedas
design section. By comparirigandfb, We discover that
there is one discrepancy between the two networks
designed by Team A and B. Hence it proves the
importance of Diversity based design methods.

VII. CONCLUSIONS

To conclude, in this project we investigated thsigie
diversity problem. First of all we made the taxoryoofi
different design diversity techniques. Then we &ggpl
Construction and shaping methods for Private nétwor
model.Finally we are able to find out discrepancy
between two solutions.
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