CCNA 1, Module 9 Study Guide

This study guide is not intended to be answered in one word or a short phrase.  Aim for a complete answer of several sentences.  Answer completely and exactly.  You may have to reference more than one page of the curriculum to completely answer these questions.

Open this document and type your answers—do not handwrite your answers on this sheet.

1. Who created the TCP/IP protocol stack?  Why?

2. Name the layers of the TCP/IP protocol stack.

3. How long are IPv4 addresses in binary?  In decimal?

4. What numbering system is used for IPv6 addresses?

5. The Application layer of the TCP/IP protocol stack includes the 3 upper layers of the OSI model.  Name those layers.

6. Name 7 protocols that run in the application layer of the TCP/IP stack.

7. Which OSI layers are included in the TCP/IP Transport layer?

8. Name three functions of the Transport layer.

9. What is the difference between TCP and UDP?

10. Which OSI layers are included in the TCP/IP Internet layer?

11. Name 4 protocols that run at the Internet layer.

12. List 3 functions of the IP protocol.

13. Which OSI layers are included in the TCP/IP Network Access layer?

14. Why is it that many of the protocols running at the Network Access layer are unfamiliar to users?

15. Define the term scalability.  

16. Which OSI Layer would you assign to the network cloud?  Back up your choice with at least two reasons.

17. IP addresses are hierarchical.  Explain this, and explain how it helps with Internet management.

18. IP addresses are often written in what format for easy readability?

19. What is the true structure of an IP address?

20. What is the maximum decimal value of each octet of an IP address?

21. What is the binary value of the first bit of a Class A address?  What is the decimal value range of the first octet of a Class A address?

22. What is the binary value of the first bit of a Class B address?  What is the decimal value range of the first octet of a Class B address?

23. What is the binary value of the first bit of a Class C address?  What is the decimal value range of the first octet of a Class C address?

24. How many network bits are in a Class A address?

25. How many network bits are in a Class B address?

26. How many network bits are in a Class C address?

27. Define a network address in terms of bit value.

28. Define a broadcast address in terms of bit value.

29. What is the function of the Internet Assigned Numbers Authority?

30. Why was IPv6 developed?  What is the structure of an IPv6 address?

31. Define and list the private address space of the Internet.

32. What is the function of a NAT server?

33. What is subnetting?

34. Where do the extra network bits come from for subnetting?

35. Explain the difference between static and dynamic assignment of IP addresses within a LAN.  Name the most common way that dynamic IP assignment is accomplished.

36. Define, explain, and contrast ARP, RARP, and Proxy ARP.

