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CCNA 1-10 Study Guide

Routing fundamentals and subnets

This study guide is not intended to be answered in one word or a short phrase.  Aim for a complete answer of several sentences.  Answer completely and exactly.  You may have to reference more than one page of the curriculum to completely answer these questions.

Open this document and type your answers—do not handwrite your answers on this sheet.

1) Compare and contrast the terms routed and routable as they apply to LAN protocols.

2) What are the essential components of a routable protocol?

3) Why is it so essential to be able to treat groups of sequential IP addresses as a single unit?

4) What is another name for a packet?

5) As data crosses a Layer 3 device, the Layer 2 information changes.  Why?

6) Put the following statements in the correct sequence to accurately describe the router’s processing of an incoming frame.

· Destination MAC address is extracted.

· At the router interface, the packet is re-encapsulated as a frame.

· If the CRC check does not fail, the packet information is extracted from the frame.

· If the CRC check fails, the frame is discarded.

· If the destination IP address is one of the router ports, the segment is extracted from the packet.

· If the destination IP is non-local, the routing table is consulted.

· If the frame is not to be processed by the router, it is discarded.

· If the frame is to be processed by the router, the CRC is checked.

· The destination IP address is examined.

· The frame is examined to see if it should be processed by the router.

· The new frame is transmitted by the router interface.

· The packet is sent to the router interface specified in the routing table for the destination IP address.

7) Compare and contrast connectionless and connection-oriented protocols. 

8) What is another name for connectionless processes?  What is another name for connection-oriented processes?

9) IP is connectionless, and the Internet runs on IP.  And yet, most Internet traffic reliably reaches its destination.  Explain!

10) Complete the following table for the contents of an IP packet.

	Field Name
	Description of contents

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


11) Which OSI Layer is the domain of routing?

12) Define routing in your own words.

13) Routers have two main functions:  routing and switching.  Explain these two functions.

14) What is a routing metric?  What kind of protocol uses routing metrics?

15) Can all LAN data frames be routed?  Why or why not?

16) What is the difference between an ARP table and a routing table?

17) What devices maintain ARP tables?

18) What devices maintain routing tables?

19) Define a routing protocol, and specify what functions such a protocol must include.

20) Define path determination.

21) What is meant by “the masked destination” as applied to the routing process?

22) What is the function of a default route?

23) Complete the following table:

	Routing Table Field
	Description of contents



	
	

	
	

	
	

	
	


24) List and define the design goals of routing protocols.

25) Complete the table:

	Routing Metric
	Definition




	
	

	
	

	
	

	
	

	
	

	
	

	
	


26) Define these terms:  i) autonomous system, ii) interior routing protocol, and iii) exterior routing protocol.  Be sure that your definitions include the way these three terms work together. 

27) IGPs can be classified as either link-state or distance vector. What is the essential difference between these classes of routing protocols?

28) What metric does RIP use for routing decisions?  Does RIP always select the fastest path?  Why or why not?  Why is RIP only useful for small networks?

29) RIP uses classful routing.  What is the limitation of classful routing?  What does RIPv2 send with routing updates that improves upon this limitation?

30) IGRP is also a classful routing protocol.  What are the advantages/disadvantages of using IGRP instead of RIP as a routing protocol?

31) Name two link-state routing protocols.

32) Subnetting large networks allows the grouping of addresses, and simplifies routing tables.  What other advantages does subnetting offer?

33) Subnet addresses are created by borrowing host bits and temporarily re-allocating them as subnet bits.  What is the minimum number of host bits that must be left?

34) In a subnet mask, what binary value is given to all the network and subnet bits?  What binary value is given to all the host bits?

35) In two formats, give the default subnet mask for a Class C IP address.

36) Use the following formula to calculate how many usable subnets: 

Number of usable subnets= two to the power of the assigned subnet bits or borrowed bits, minus two 

	IP ADDRESS
	SUBNET MASK
	# OF USABLE SUBNETS

	118.64.0.0
	255.192.0.0
	

	134.128.192.0
	/18
	

	219.73.14.19
	/24
	

	198.214.65.192
	255.255.255.128
	

	10.4.209.202
	/28
	


37) Given the IP address 10.4.209.0/24, fill in the table:

	Broadcast address
	




	Network address
	

	Subnet mask in dotted decimal
	

	# of usable subnets
	

	1st subnet address
	

	Middle subnet address
	

	Last subnet address
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