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Introduction


In the wake of the 9/11 attacks, Americans have become acutely aware of the dangers posed by foreign terrorists.  Previously, America experienced the Oklahoma City terror attack, but that was by native terrorists and somehow did not incur the same sort of response from Americans and politicians.  The discrepancies between the two responses warrant further review, but it is enough here to note its difference and see that nowadays, access to information and library patrons’ privacy issues are changing the meaning of intellectual freedom in libraries.  America today is involved in a ground war in two countries as a result of the 9/11 attacks, and national security has taken a front seat in the public consciousness.  Going to a library to access certain information is no longer as free an exercise as in the past.   A review and discussion of Martorella’s paper, Impact of 9/11 on Access to Government Information, will go into depth on the ramifications of a post-9/11 America on the principals of intellectual freedom in libraries.

Article Review


The second sentence of the paper states the reasons behind the principle of intellectual freedom for Martorella: “Open access to information and patron privacy allow intellectual inquiry, participation in a democratic society, and the creation of new knowledge for the advancement of society.” (Martorella, 2006)  Succinctly expressed, these reasons place the author firmly in the camp of advocates of intellectual freedom.  Much of the paper is devoted to detailing the evidence for the right and importance of citizens to access government information.  Broadly speaking, seeking information without the fear of negative repercussions allows citizens to gather information to form sound conclusions, understand and participate in government, and research topics fully and from this free access allow creativity to synthesis information into new knowledge.  She bolster her position, she mentions the American Library Association’s (ALA) “Reaffirming the Principles of Intellectual Freedom in the Aftermath of the Terrorist Attacks,” and quotes: “ALA believes that freedom of expression is an inalienable human right necessary to self-government, vital to the resistance of oppression, and crucial to the cause of justice, and further, that the principles of freedom of expression should be applied by libraries and librarians throughout the world.” (ALA, 2002)  


The first detailed examination involves the Freedom of Information Act (FOIA) and its change in today’ environment.  FOIA was meant to give citizens open access to government records (but not information prohibited by law).  Journalist, scholars, scientists, and others use FOIA to expose government ills, and this in turn makes the government accountable for its actions.  In 1998, Clinton expanded FOIA to include electronic records.  This expansion of public access to government records was curtailed by the Bush administration.  In 2001, Ashcroft (in response to 9/11) stated in a memo that information formerly released under FOIA would now undergo a more rigorous test before being made public; one reason for this was to protect national security.  Essentially, if a piece of information can be withheld, then it will be.  In 2002, the Bush administration continued the trend in government secrecy by creating a new category of information, “sensitive but unclassified.”  This meant information dealing with weapons of mass destruction could be withheld from the public even if in the past it had been made public.  Unfortunately, this decision leaves open the possibility that other types of government information can also be withheld, such as risk assessments and toxic threats to the environment.  Obviously, hiding these materials makes it harder for citizens to make government accountable for its actions or non-actions.  Along these same lines of decreasing accountability, the Homeland Security Act of 2002 hides infrastructure information (in the name of national security) which includes corporate information on pollution of a particular area.  Thus, not only does government become less accountable, corporations are also less accountable to the public.


Hiding information extends to political areas, so as to protect political power.  Bush in 2001 (after 9/11) made it possible for presidents to withhold presidential records, even after the twelve year period required for release under a previous law.  Bush wanted to hide President Reagan’s record.  Lawsuits have since been filed that have brought some of the hidden 68,000 pages available to the public but not all pages.  It’s obvious Bush doesn’t want Reagan to look bad since records show the administration looked into sealing records before the 9/11 attacks.


At the request of the Bush administration, certain other government agencies (such as NASA, Dept. of Energy, IRS, Geological Survey, National Archives and Records Administration) have changed their policy from one of intellectual freedom to a “need to know basis” for release of information.  Librarians and other information professionals are hoping to guide current and future administrations on a path of intellectual freedom by the open release of information to keep the public informed, protect privacy of individuals, and keep government and corporations accountable to the American public.


A particularly troublesome obstacle to the protection of individual (and thus library patron) privacy is the Patriot Act.  Signed into law in late 2001, it changed many existing laws, making it harder to protect library patron privacy.  Alterations involve the Wiretap Statute, Electronic Communications Privacy Act (ECPA), Pen Register Statute, and Foreign Intelligence Surveillance Act (FISA).  Wiretap Statute covers phone and electronic surveillance; it requires a show of probable cause.  ECPA requires a warrant, court order, or subpoena for electronic surveillance.  The Pen Register Statute requires the court to authorize use (broader coverage than Wiretap Statute) for monitoring phone conversations.   FISA was created in response to government surveillance on US citizens during the 1960’s and 1970’s.  FISA is intended to separate criminal investigations from foreign intelligence investigations; this way, US citizens can retain their Fourth Amendment rights and the government can have the freedom to target foreign threats to the country.  The separation of treatment of US citizens and foreign nationals becomes vague in the actual execution of the law because citizens involved in FISA probes compromise some of their Fourth Amendment rights if they are deemed to be under the sway of a foreign power.  They are in turn involved in Foreign Intelligence Surveillance Court (FISC), an apparatus set-up to implement the FISA law.  FISC records are sealed:  This is a loophole in the protection of Fourth Amendment rights of citizens, since their possible trials are in a closed court.  Additionally, judgements and proceeding of FISC are not required to be revealed, creating a secret body of case law not before seen in America.


These laws passed before the Patriot Act; with the advent of the Patriot Act, FISA requirements were loosened.  This allows FBI officials to search for library patron records and internet use records under FISA regulations.  Officials searching for patron records do not even need probable cause to proceed. (Section 215 of the Patriot Act)  Likewise, Section 216 of the Patriot Act allows officials to wiretap phones without need of probable cause, citing the Pen registers law.  Monitoring internet use is also allowed under this law.  As long as the monitoring is connected to the investigation of foreign powers on US soil, anyone in America can be monitored in these ways. (Section 214 of the Patriot Act)  Also, voicemail and email monitoring is included under Section 204 of the Patriot Act.  The most intrusive surveillance procedure being increased due to the Patriot Act is the unknown searches, both physical and electronic, that occur without the prior knowledge of the target.  Targets do not even have to be part of terrorist investigations; the broad coverage of this law has critics vehemently stating its direct infringement upon the Fourth Amendment (outlawing unlawful searches and seizures).  Section 206 of the Patriot Act allows officials to monitor any public facility that carries internet access, such as libraries, for the purpose of monitoring terrorist suspects.  The monitoring allows officials to see all the internet traffic of a facility, thus putting all innocent internet users under the surveillance of government officers; this can be interpreted as an invasion of privacy.  Some of these Sections are set to terminate on 12/31/05 unless Congress renews them.  Their use and efficiency are factors to that determination, but secrecy of the FISC makes it difficult to gauge the successfulness of these Sections in fighting terrorists.


Libraries have had visits from law enforcement, both local and federal since the enactment of the Patriot Act, and the total number of visits, 545, was less than before the 9/11 attacks (703), but secrecy of the Patriot Act may be hiding some visits.  The American Civil Liberties Union (ACLU) and others have sued the Justice Department to uncover how many times the Patriot Act, FISA, and other laws have been used.  Not much information was forthcoming, but use of FISA is heavy in criminal investigations.  Librarians have fought the implementation of such surveillance laws in the past, such as the Library Awareness Program: FBI requesting circulation records of suspicious foreigners.  ALA reiterated its policy of intellectual freedom in a 2003 meeting, stating it promotes the “free flow and unimpeded distribution of knowledge and information” as well as patron privacy.  As a consequence, ALA stated that the Patriot Act is a “danger to the constitutional rights and privacy rights of library users.”  ALA urges libraries to comply to the Patriot Act, at the same time being aware of its threat to patron privacy; Congress to provide greater oversight of the Patriot Act; and Congress to change those parts of the Patriot Act that trample the principles of intellectual freedom.


Libraries ought to have policies in place on how to deal with requests of patron records; ALA has guidelines for policy creation.  Once a policy is created, have lawyers examine the document before implementation of policy.  Libraries must keep on top of legal changes on local, state, and federal levels to stay compliant to laws without keeping patron records indefinitely.


Threatening intellectual freedom is not a constructive way to fight terrorism.  Subpoenas for library records have always been complied with, but when government monitors the reading records of patrons, that leads to fear, which in turn leads to a reduction of knowledge creation.  Sticking to subpoenas and probable cause for the investigation of patron records is much more useful than spreading fear among the reading population.  

Discussion


Intellectual freedom is a tenet of the ALA.  The free exchange and examination of information is the definition of intellectual freedom.  This is balanced against national security and privacy.  Since the 9/11 attacks, America has curtailed intellectual freedom to increase national security.  The removal of sensitive information on certain government web sites to reduce security risks makes sense and ought to be implemented in the future.  But part of intellectual freedom in a democracy is to make its citizens aware of government and other institutions so as to force accountability upon these organizations.  Judgement and discernment between security information that is sensitive and information that is for the public good has to be fair and intelligent.  Obviously, when a law is passed that allows environmental studies of a community to become “classified” (Martorella, 2006) that is not helping bolster national security, that is more likely bolstering the profit margin of a polluting corporation.  In this case, accountability for both government and corporation is very low and abuse of power highly likely.  


When surveillance power is given to government agencies via the Patriot Act, there also has to be a way to implement accountability.  Withholding basic statistical information, such as how many times the Patriot Act has been used during a period of time (Martorella, 2006), is an obvious abuse of power: How can informing citizens in a free society of how many times a law is being cited be a harm to national security?  Doing a count of how many times a law is cited in a year cannot be construed to be a breach of national security.  No one is asking for details of individual cases.  Along the same lines, a number quantifying the success rate of the Patriot Act is not a breach of national security.  Once again, no one is asking for details of individual cases.  It seems to me that secrecy in these areas is simply used to extend the practice of power abuse, because if the numbers do not support “success” compared to other types of surveillance laws, the Patriot Act could be revoked.  Without revelation, the Patriot Act can go on indefinitely under the guise of national security while trampling on individual’s rights—such as the Fourth Amendment.

Conclusion


Fair and intelligent judgement of the release of information and surveillance of people can be clouded by politics.  It is obvious that the Patriot Act was passed to feed off of the public’s outcry against terrorism in the wake of 9/11.  In that frenzied state, politicians tried to cater to the public’s whims while also fulfilling some of their own agendas.  Talking tough, Bush and Ashcroft used public sentiment to push through a law with flaws, but it made Bush seem strong and protective of national security.  In many ways, it was an aggrandizement of power over the people.  America was feeling week and vulnerable and wanted its leaders to protect it from terrorists, and the Bush administration filled this need in part with the Patriot Act.  In actuality, the Act reduced intellectual freedom by spreading fear among the populace that “Big Brother” was watching, furthering the public’s feeling of helplessness.  Even researching for the sake of accountability has been reduced by the Patriot Act.  If one is looking for information leading to accountability in an area of government or corporation, it is now easy to second-guess oneself partially because of a limit on intellectual freedom and an increase in surveillance:  “Will I get on the FBI surveillance list if I call about toxic reports for my community?  Do I want to deal with the FBI monitoring me?”  Many people will give-up researching as a result.  Accountability is decreased, democracy is damaged, and intellectual freedom is reduced.
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