Gen 1 vs. Gen 2: Core Concepts

A honeynet is a network of more than one type of honeypot.  The main purpose is research on new emerging threats rather than detecting or deceiving attackers, as is the purpose of honeypots.  They usually contain a network of different types of systems as would be seen in a typical production network.  The systems found in a honeynet are usually those that would be found in any standard production system on the Internet.  They usually also run real applications with the vulnerabilities that would be found in typical production environments on the Internet.  No additional weaknesses are added nor are any aspects emulated in order to maintain the illusion of a standard environment.  The amount of work and administration required to maintain a honeynet makes it feasible for research only and not as a tool solely to detect attacks.  
Gen 1 Signatures and Vulnerabilities

One of the problems with a Gen 1 honeynet was that it was very easily detectable.  In Gen 1, the firewall worked on layer three, making it easily detectable.  The firewall allows all inbound connections but limits outbound connections.  This limit on outbound connections is easily detectable.  Data logs are forwarded securely to a remote server over the network.  However, this log transference is easily detectable by an advanced intruder.  Some common signatures used to fingerprint Gen 1 honeynets are the presence of an IP Stack, routing of traffic, and TTL decrements.  The use of a layer two gateway makes the fact that traffic is being analyzed very difficult to detect.  No IP Stack is present on the layer 2 device, and there is no routing of traffic or TTL decrement.  
Gen 2 Signatures and Vulnerabilities


The problem of the layer three firewall in Gen 1 is addressed by making the gateway a layer two device and controls all inbound and outbound connections.  Gen 2 Honeynets work by detecting malicious activity rather than just counting connections, as was done in first generation Honeynets.  Gen 2 honeynets are also equipped with an Intrusion Prevention System, an upgrade from the Intrusion Detection System of Gen 1 honeynets.  The system or systems work using a database of signatures for known attacks.  The IPS can be used to modify known attacks against systems that are not a honeypot.  The ability of Data Collection and Alerting was also implemented into Gen 2 honeynets.  The Data Collection ability allows the data from distributed Honeynets to be collected and analyzed.  Alerting is used to notify in the event of an intrusion in the Honeynet.  The use of Sebek2 in the area of data capture is another improvement over Gen 1 Honeynets.  A hidden kernel mode captures an intruder’s activity and an intruder can not sniff any traffic based on MAC address.  By giving the attacker more control over outbound connections, it is hoped that an intruder will mistake a Honeynet for an actual production network.  Gen 2 Honeynets are also easier to deploy because Data Control, Capture, and Collection are all done with a single device, the layer two gateway.  Improvements in Gen 2 Honeynets include the Snort-Inline Drop, where if an intrusion occurs, it is dropped; and the Snort-Inline Replace, where if an intrusion occurs, replace the attack action.  Data capture can also be performed at kernel module, and a Trojan shell can be used.  
