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Abstract

The objective of this lab was to implement RC5 round key generation on the 8-bit architecture of the 8051 microcontroller.  

Procedure

To implement round key generation, the following algorithm was coded.  Round key generation relies on a 128-bit user key which is used to fill the L-array.  The S-array is what will ultimately contain the final SKEYS.  The S-array is initialized by using this algorithm:
S[0] = 0xB7E15163 

for i = 1 to 25 do   

  S[i] = S[i-1]+ 0x9E3779B9  

These values were loaded into external memory.  The L-array consists of 4 entries, each 32 bit entry containing one-fourth of the 128 bit user key.  

do 78 times 

  { 

    A = S[i] = (S[i] + A + B) <<< 3; 

    B = L[j] = (L[j] + A + B) <<< (A + B); 

    i = (i + 1) mod 26;  

    j = (j + 1) mod 4; 

  }

The counters i and j are looped mod 26 and mod 4 respectively.  The algorithm is performed a total of 78 times, meaning that the S-array will be ultimately changed 3 times before the final round keys are generated.  
Data and Observations

The S-array was observed at the end of the run of the program, and the following keys were observed:
S[0]=9bbbd8c8 

S[1]=1a37f7fb 

S[2]=46f8e8c5 

S[3]=460c6085 

S[4]=70f83b8a 

S[5]=284b8303 

S[6]=513e1454 

S[7]=f621ed22 

S[8]=3125065d 

S[9]=11a83a5d 

S[10]=d427686b 

S[11]=713ad82d 

S[12]=4b792f99 

S[13]=2799a4dd 

S[14]=a7901c49 

S[15]=dede871a 

S[16]=36c03196 

S[17]=a7efc249 

S[18]=61a78bb8 

S[19]=3b0a1d2b 

S[20]=4dbfca76 

S[21]=ae162167 

S[22]=30d76b0a 

S[23]=43192304 

S[24]=f6cc1431

S[25]=65046380
The number of cycles observed consumed to generate all of the round keys was found to be 22476 with a program size of 1989 bytes.
[image: image1.jpg]»

Instruction

Elapsed
tine.

Instauctons
exeouted

Enore

Opcode

o e

ereoted

=

PC

=

He




[image: image2.jpg]e

Typeoffle:  HEXFie

Opens with:  Unknonn application
Locaton: DMy Documents\EE4144\.2b 06\e
Siz 194K (1,989 bytes)

Szeondsk:  16.0K (16,334bytes)




The resultant SKEYS were stored in external memory, as shown below.  
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The lab didn’t require the use of any concepts or methods that haven’t been used in previous labs.  The use of external memory was used in the previous labs.  Difficulties faced involved the coordination of using external memory with internal memory when performing the steps for round key generation.  Solving these problems required the tracing of the program through JSIM.  
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rkgen.asm

$MOD5


;indicating to ASM51 we are using 8051

STACKTOP EQU    70H 


;start of stack (grows)

DSEG





; Data segment

ORG     30H




; Data segment starts at 30H

CSEG





; Code segment


ORG     0000H; 

;----------------------------------------------

mov dptr, #0000h

;start initializing keys 

mov a,#063h

movx @dptr, a

inc dptr

mov a, #051h

movx @dptr, a

inc dptr

mov a, #0E1h

movx @dptr, a

inc dptr

mov a, #0B7h

movx @dptr, a

inc dptr

mov a,#01Ch

movx @dptr, a

inc dptr

mov a, #0CBh

movx @dptr, a

inc dptr

mov a, #018h

movx @dptr, a

inc dptr

mov a, #056h

movx @dptr, a

inc dptr

mov a,#0D5h

movx @dptr, a

inc dptr

mov a, #044h

movx @dptr, a

inc dptr

mov a, #050h

movx @dptr, a

inc dptr

mov a, #0F4h

movx @dptr, a

inc dptr

mov a,#08Eh

movx @dptr, a

inc dptr

mov a, #0BEh

movx @dptr, a

inc dptr

mov a, #087h

movx @dptr, a

inc dptr

mov a, #092h

movx @dptr, a

inc dptr

mov a,#047h

movx @dptr, a

inc dptr

mov a, #038h

movx @dptr, a

inc dptr

mov a, #0BFh

movx @dptr, a

inc dptr

mov a, #030h

movx @dptr, a

inc dptr

mov a,#000h

movx @dptr, a

inc dptr

mov a, #0B2h

movx @dptr, a

inc dptr

mov a, #0F6h

movx @dptr, a

inc dptr

mov a, #0CEh

movx @dptr, a

inc dptr

mov a,#0B9h

movx @dptr, a

inc dptr

mov a, #02Bh

movx @dptr, a

inc dptr

mov a, #02Eh

movx @dptr, a

inc dptr

mov a, #06Dh

movx @dptr, a

inc dptr

mov a, #072h

movx @dptr, a

inc dptr

mov a, #0A5h

movx @dptr, a

inc dptr

mov a, #065h

movx @dptr, a

inc dptr

mov a,#00Bh

movx @dptr, a

inc dptr

mov a, #02Bh

movx @dptr, a

inc dptr

mov a, #01Fh

movx @dptr, a

inc dptr

mov a, #09Dh

movx @dptr, a

inc dptr

mov a,#0A9h

movx @dptr, a

inc dptr

mov a, #0E4h

movx @dptr, a

inc dptr

mov a, #098h

movx @dptr, a

inc dptr

mov a, #0D4h

movx @dptr, a

inc dptr

mov a,#047h

movx @dptr, a

inc dptr

mov a, #09Dh

movx @dptr, a

inc dptr

mov a, #012h

movx @dptr, a

inc dptr

mov a, #00Ch

movx @dptr, a

inc dptr

mov a,#0E6h

movx @dptr, a

inc dptr

mov a, #056h

movx @dptr, a

inc dptr

mov a, #08Ch

movx @dptr, a

inc dptr

mov a, #043h

movx @dptr, a

inc dptr

mov a,#084h

movx @dptr, a

inc dptr

mov a, #00Fh

movx @dptr, a

inc dptr

mov a, #006h

movx @dptr, a

inc dptr

mov a, #07Bh

movx @dptr, a

inc dptr

mov a,#022h

movx @dptr, a

inc dptr

mov a, #0C8h

movx @dptr, a

inc dptr

mov a, #07Fh

movx @dptr, a

inc dptr

mov a, #0B2h

movx @dptr, a

inc dptr

mov a,#0C0h

movx @dptr, a

inc dptr

mov a, #081h

movx @dptr, a

inc dptr

mov a, #0F9h

movx @dptr, a

inc dptr

mov a, #0E9h

movx @dptr, a

inc dptr

mov a,#05Eh

movx @dptr, a

inc dptr

mov a, #03Ah

movx @dptr, a

inc dptr

mov a, #073h

movx @dptr, a

inc dptr

mov a, #021h

movx @dptr, a

inc dptr

mov a,#0FDh

movx @dptr, a

inc dptr

mov a, #0F3h

movx @dptr, a

inc dptr

mov a, #0ECh

movx @dptr, a

inc dptr

mov a, #058h

movx @dptr, a

inc dptr

mov a,#09Bh

movx @dptr, a

inc dptr

mov a, #0ACh

movx @dptr, a

inc dptr

mov a, #066h

movx @dptr, a

inc dptr

mov a, #090h

movx @dptr, a

inc dptr

mov a,#039h

movx @dptr, a

inc dptr

mov a, #065h

movx @dptr, a

inc dptr

mov a, #0E0h

movx @dptr, a

inc dptr

mov a, #0C7h

movx @dptr, a

inc dptr

mov a,#0D7h

movx @dptr, a

inc dptr

mov a, #01Eh

movx @dptr, a

inc dptr

mov a, #05Ah

movx @dptr, a

inc dptr

mov a, #0FFh

movx @dptr, a

inc dptr

mov a,#075h

movx @dptr, a

inc dptr

mov a, #0D7h

movx @dptr, a

inc dptr

mov a, #0D3h

movx @dptr, a

inc dptr

mov a, #036h

movx @dptr, a

inc dptr

mov a,#014h

movx @dptr, a

inc dptr

mov a, #090h

movx @dptr, a

inc dptr

mov a, #04Dh

movx @dptr, a

inc dptr

mov a, #06Eh

movx @dptr, a

inc dptr

mov a,#0B2h

movx @dptr, a

inc dptr

mov a, #049h

movx @dptr, a

inc dptr

mov a, #0C7h

movx @dptr, a

inc dptr

mov a, #0A5h

movx @dptr, a

inc dptr

mov a,#050h

movx @dptr, a

inc dptr

mov a, #002h

movx @dptr, a

inc dptr

mov a, #041h

movx @dptr, a

inc dptr

mov a, #0DDh

movx @dptr, a

inc dptr

mov a,#0EEh

movx @dptr, a

inc dptr

mov a, #0BBh

movx @dptr, a

inc dptr

mov a, #0BAh

movx @dptr, a

inc dptr

mov a, #014h

movx @dptr, a

inc dptr

mov a,#08Dh

movx @dptr, a

inc dptr

mov a, #074h

movx @dptr, a

inc dptr

mov a, #034h

movx @dptr, a

inc dptr

mov a, #04Ch

movx @dptr, a

inc dptr

mov a,#02Bh

movx @dptr, a

inc dptr

;end initializing s array

MOV 30H, #00H

;initiliazing L array

MOV 31H, #00H

MOV 32H, #00H

MOV 33H, #00H

MOV 34H, #00H

MOV 35H, #00H

MOV 36H, #00H

MOV 37H, #00H

MOV 38H, #00H

MOV 39H, #00H

MOV 3AH, #00H

MOV 3BH, #00H

MOV 3CH, #00H

MOV 3DH, #00H

MOV 3EH, #00H

MOV 3FH, #00H


MOV 50H, #00H
;start of A


MOV 51H, #00H


MOV 52H, #00H


MOV 53H, #00H


MOV 54H, #00H
;start of B


MOV 55H, #00H


MOV 56H, #00H


MOV 57H, #00H


MOV 65H, DPL
;find value of dptr


MOV DPTR, #0000h


MOV 61H, #4EH
;Move 78 into 61h


MOV R1, #30H

loop:
MOVX A, @DPTR
;add A to S[i]


ADD A, 53H


MOV R5, A


INC DPTR


MOVX A, @DPTR


ADDC A, 52H


MOV R4, A


INC DPTR


MOVX A, @DPTR


ADDC A, 51H


MOV R3, A


INC DPTR


MOVX A, @DPTR


ADDC A, 50H


MOV R2, A


INC DPTR


MOV A, R5
;add B


ADD A, 57H


MOV R5, A


MOV A, R4


ADDC A, 56H


MOV R4, A



MOV A, R3


ADDC A, 55H


MOV R3, A


MOV A, R2


ADDC A, 54H


MOV R2, A


MOV R6, #03H
;move num of rotates (3) to R6


ACALL ROT1
;call rotate subroutine


MOV 50H, R2
;store A


MOV 51H, R3


MOV 52H, R4


MOV 53H, R5


DEC DPL


DEC DPL


DEC DPL


DEC DPL


MOV A, R5


MOVX @DPTR, A


INC DPTR


MOV A, R4


MOVX @DPTR, A


INC DPTR


MOV A, R3


MOVX @DPTR, A


INC DPTR


MOV A, R2


MOVX @DPTR, A


INC DPTR


MOV A, @R1
;add A to L[j]


ADD A, 53H


MOV R5, A


INC R1


MOV A, @R1


ADDC A, 52H


MOV R4, A


INC R1


MOV A, @R1


ADDC A, 51H


MOV R3, A


INC R1


MOV A, @R1


ADDC A, 50H


MOV R2, A


INC R1

;end of add A


MOV A, R5
;add B


ADD A, 57H


MOV R5, A


MOV A, R4


ADDC A, 56H


MOV R4, A



MOV A, R3


ADDC A, 55H


MOV R3, A


MOV A, R2


ADDC A, 54H


MOV R2, A
;end of add B


MOV A, 53H


ADD A, 57H


ACALL ROTATE


MOV 54H, R2
;store B


MOV 55H, R3


MOV 56H, R4


MOV 57H, R5


DEC R1


DEC R1


DEC R1


DEC R1



MOV A, R5


MOV @R1, A


INC R1


MOV A, R4


MOV @R1, A


INC R1


MOV A, R3


MOV @R1, A


INC R1


MOV A, R2


MOV @R1, A


INC R1


MOV A, DPL


CJNE A, #68H, over1


MOV DPTR, #0000h

over1:


MOV A, R1


CJNE A, #40H, over2


MOV R1, #30H

over2:


DJNZ 61H, jump


AJMP done

jump:
AJMP loop

done:
RET

ROTATE:



ANL A, #1FH
;Store last five bits for ROTATEL number


MOV B, #08H


DIV AB

;Divide num of rotates by 8


MOV R6, B
;Move num of bit rots to R6


JZ PREROT1
;Jump if no reg rotations needed


MOV R7, A
;Move num of reg rots to R1

REGROT:


MOV A, R2
;Move MSByte to A


MOV 60H, R5
;Move LSByte to Mem 50H



MOV R5, A
;Move MSByte to R5


MOV A, R3



MOV R2, A


MOV A, R4


MOV R3, A


MOV R4, 60H
;Move LSByte to R4


DJNZ R7, REGROT
;Keep shifting registers R1 not zero

PREROT1:




;check if any bit rotations needed


CJNE R6, #00, ROT1


RET

ROT1:



MOV A, R2
;Put MSBit of MSByte in carry


RLC A

;Circular left shift once


MOV A, R5
;Rotate LSByte


RLC A

;Circular left shift once


MOV R5, A
;Move Acc to R5


MOV A, R4


RLC A

;Circular left shift once


MOV R4, A


MOV A, R3


RLC A

;Circular left shift once


MOV R3, A


MOV A, R2
;ROTATEL MSByte


RLC A

;Circular left shift once


MOV R2, A


DJNZ R6, ROT1
;Loop until R6 is 0


RET

END

