Safe Computing Tutorial 1
Defending Against Spy-Ware:
10 Steps to Safer Computing

In this stage of the tutorial, you are going to scan your computer for spy-ware in an attempt to prove to yourself that you really do have a problem on your own computer (and you will!). 
You are going to download and install the most popular free spy-ware scanner/cleaner: Spybot Search & Destroy. This program was the absolute standard in spy-ware removal for a number of years. Competition in recent years has created a whole new line of spy-ware scanners that aren’t necessarily better. At the end of this tutorial, you may wish to uninstall Spybot and replace it with a different program of your choice. In the meantime though, this is a relatively small download that is easy to install and operate. Best of all, it is free. 

Follow these steps: 

1. Connect to http://fileforum.betanews.com/detail/Spybot_Search_and_Destroy/1043809773/1
2. Read the page – that is, read the information about this product! You don’t want to go downloading something without first knowing what it is. 

3. Click on the download link in the upper right-hand corner. 

4. SAVE the spybotsd14.exe file to your computer. 

5. Open the file and install the program to your computer. 

6. Immediately upon opening the program, use the option to search for updates (you need to be connected to Internet). Download all of the available updates for the program.
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7. Click on “Check for Problems”. Sit back and let the program scan for all the different spy-ware files in it’s database. At the time of writing this (December, 2006) there were over 54 000. A full scan takes about 20-30 minutes. Do not abort it!! The results tend not to appear as you scan – they all come flooding in at the end of the scan. If you have never used a program like this before, prepare to be shocked by what it is going to find. 
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8. After the scan, you will get a results page like the following (this is my father’s computer – which was never scanned before):
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9. 
Double click each one of these entries and it will show you what specifically was found. For example, if 
I double click on Hitbox:
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This clearly shows that some company called Hitbox is tracking my movement on Internet using two 
spy-ware cookies that have implanted themselves somewhere in my computer. I don’t know what these 
cookies are for or what information they are collecting, but they can be immediately removed without 
causing problems to the computer. 


You should double click on each entry and check and see what is found. Tracking cookies should all be 
deleted immediately (just leave them checked in green and wait for the next step). If you find any other 
types of entries, you’ll have to read the instructions manual to get a better idea of whether they can be 
safely fixed or not. 

10. 
When you are finished reviewing the results, hit “Fix Selected Problems” and these cookies will be 
deleted in seconds. You are now that much safer in your Internet exploits!

