Safe Computing Tutorial 1:
Defending Against Spy-Ware
What is Spy-ware? [image: image1.png]



Spy-ware files are made by publishers and often bundled inside freeware and .exe downloads that you run from Internet. The files allow the publishers to snoop on your Internet activity; what sites you visit, what you purchase online, etc. They files then manipulate your connection and send you "pop-up" ads. 

This same idea happens to you in the real world outside of your computer. For example, when you graduate university and become a member of their alumni, you usually start receiving a bombardment of credit card applications through the regular postage system. How did Mastercard, Visa, etc. learn that you were a recent university graduate and probably at a stage in your life where you would be shopping for credit cards? Did your university “sell” your name to the companies? The great mystery of junk mail, whether in the real world or on your computer, is who was spying on you in the first place, and how did they go about doing it? In the online world, this same idea has given rise to the term “spy-ware”. 

Other than being a nuisance knowing that they are doing this, why should I be concerned? What if I don’t buy anything online and don’t use personal information on my computer?

The problem is that the files slow down your PC and often cause it to crash. Pop-up ads often begin showing up every time you turn your computer on, even when you are not connected to Internet. Sometimes in order to “hide” in your computer, the files that run these ads will replace regular Windows files, deleting the real version and replacing it with themselves. Does this sound familiar? The programs act just like computer viruses! However, instead of purposefully being made to destroy your computer, spy-ware software usually destroys your computer because you get so sick and tired of seeing pop-up ads, you do something “stupid”. You delete a file thinking that it is the ad and it ends up being crucial to your operating system. Suddenly things aren’t working right, your computer is giving you numerous errors, and you finally end up reformatting your entire system and re-installing Windows entirely. 
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I have a virus-checker installed. If these programs are virus-like, won’t my virus-checker protect me?
In many cases virus-checker programs will find spy-ware files and deal with them. However, anyone versed in computer safety will surely tell you that scanning programs specifically tailored to finding spy-ware will always pick up things that your virus program does not. 
